Introduction

About Nova Command

Focusing on visualized security and coordinated defense, Nova Command is designed to provide
an intelligent, precise big data security analysis platform and unified security operations center
that support joint defense and emergency response by dedicated experts. It detects threats,
issues warnings, and makes responses in real time to help you perceive and manage security
threats easily in this increasingly complex nova security environment.

Based on complete traffic analysis, Nova Command collects key data across the whole network
through security components such as Nova Sensor, Sangfor devices, and third-party security
devices, uses technologies such as threat intelligence, behavior analysis, user and entity behavior
analytics (UEBA), machine learning, big data association analysis, and visualization, to implement
visualized security and detection of all threats across the network. At the same time, Nova
Command provides an easy-to-operate support system for security service experts or relevant
O&M systems to make interventions and emergency responses so that they can respond to
security events more quickly and detect advanced threats more easily.

Key Features

Nova Command is a big data security analysis product for general industries. It is positioned as a
local security brain that integrates detection, visualization, and response capabilities for
enterprises and organizations. Its key features are as follows:

1. Holistic visualized security

Nova command has various capabilities, such as complete traffic analysis, effective
multidimensional data collection, and intelligent analysis. It monitors the overall security threats,
lateral threats, outbound threats on business systems, and server vulnerabilities in real time to
help you confirm whether the whole network is secure, which part of the network is not secure,
where the vulnerability is, and where the attack entry point is. Centering around the attack chain,
Nova Command also offers a set of security capabilities based on "check before an incident,
analysis during an incident, and detection after an incident" to help you detect threats over the
network and make correct decisions.

2. Big data analysis and search capabilities

Nova Command is designed within a big data framework and by referring to the Elasticsearch
engine, thus supporting storage of and association analysis on terabytes of data by default and
can be scaled out through clustering. At the same time, our data analysis team has been engaged
in the research and development of big data performance optimization for years to enable Nova
Command to manage terabytes of data and query data in seconds.
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3. Intelligent analysis capability to respond to unknown
threats

As hackers develop their technologies and variant viruses and escape technologies continue to
evolve, traditional security devices are far from enough to meet user needs by just relying on their
static rules to detect threats. This is because these rules can detect only a small part of known
threats but can do nothing to help detect the latest attacks and unknown threats. Nova Command
uses various technologies, such as machine learning, association analysis, and UEBA, to detect
advanced threats like advanced persistent threats (APT) and insider lateral movement on the
network. In one word, Nova Command is able to detect the latest threats without updating
detection rules.

4. Real-time monitoring and precise warning

Nova Command collects and analyzes the complete traffic, endpoint logs, and third-party logs to
monitor known threats (such as zombies, Trojans, worms, viruses, abnormal traffic, and business
vulnerabilities) and unknown threats (such as cyber zombies, APTs, and 0-day vulnerabilities) in
real time the whole day. It also combines intelligent analysis and convenient human intervention-
based operations support to issue precise warnings of the detected threats, thus simplifying the
O&M process and effectively reporting the threats to affected parties.

5. Effective coordinated response to prevent risk spread and
help fix security issues

Nova Command collaborates with security devices of Sangfor to serve as basic components,
which not only collect security data but also intercept and control any major security incidents or
risks that are spreading internally. The collaboration involves network interdiction, Internet access
management, and virus scan on hosts, which effectively help you fix security issues.

6. Threat forensics and impact evaluation

Conventional security analysis focuses on logs and takes IP addresses as the source of analysis,
thus making it hard to display the evidence of an incident in detail or fully understand the
damage.

On the contrary, Nova Command can automatically classify IP addresses by asset type and display
the damage to different types of assets in terms of business security and host security so that
O&M staff can focus on business assets. Meanwhile, in combination with detailed attack forensics,
multidimensional latent threats, and traffic-based GoldenEye Traceback, Nova Command can see
the impact of threats clearly and intuitively and evaluate the damage.

7. Traceability support

The key to realizing traceability is to effectively extract data. Relying on the effective data
extraction capability of complete traffic and third-party logs (such as logs of middleware, OS, and
security devices), Nova Command extracts key metadata in real time for threat analysis and
security issue tracing. It also can save metadata for at least one year by using storage with
terabytes of space and the cluster deployment capability. At the same time, using visualization
technology, Nova Command implements a traceability support system based on various
technologies, such as traffic visualization, GoldenEye Traceback, visual stages of an attack,
centralized search, and big data capability, to provide strong support for security experts in
traceability analysis.
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Home

Home consists of three modules: Overview, Monitor, and Data Center. It provides all-around and
visualized security monitoring services.

Overview

The Overview module mainly contains two parts: Overview and ATT&CK Capabilities.

Overview

This part mainly contains Overall Security, Server Security, Host Security, and Assets.

Display options

You can specify the modules to display on the homepage. The following modules are available:
Server Security (Server Distribution, Top 5 Risky Servers)

Host Security (Host Distribution, Top 5 Risky Hosts)

Assets (Assets, UEBA)

| Overall Security

Security Rating Pending Endpoints © Hot Incidents ©

Conficker = = Ransomware
DriveTheLife
Excellent ternalBlue
Backlink
w0 4 0 0 Dark Cloud Trojan
ending Servers g Hosts

PowerGhost

Unchanged Over Last Week

You can click <Display Options> and select the modules that you want to display on the
homepage, as shown in the figure below.

Display Options

Server Security

| © ©
. v — —
() — =
: .
. e w—
Server Distribution Top 5 Risky Servers
Host Security
: —
“ ——
—_—
A N r—

Host Distribution Top 5 Risky Hosts

Restore Select All (6 selected) “ Cancel

Overall Security

Overall Security displays the overall security, security rating, pending endpoints, GoldenEye
Traceback, and hot incidents, as shown in the figure below.
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| overall Security

Security Rating

Hot Incidents (0

WannaMine 4.0

SystemdMiner

Pending Endpoints ()

146

Pending Servers

0

Pending Hosts

Zloader

Cryptomining (9)

2 It is detected that your network has 9 incidents.

BuleHero 4.0

Voluminer

Cafer  Cryptomining is the process of using computer resources to ‘'mine’

digital currency (cryptocurrency) such as Bitcoin, Litecoin and

Monero. Cryptomining involves complex computations and often

requires constant access to high amounts of computer resources to

be profitable. Enterprise computer systems can be hijacked and )
used for cryptomining, which leads to significant overuse of / Options
resources and bandwidth and can even lead to other vulnerabilities

in the network.

Description of the content displayed:

<Security Rating: >This area displays the security of the current network by a score and rating. The
total score is 100 points, and the ratings are Excellent (91-100 points), Good (81-90 points), Fair
(61-80 points), and Poor (60 points or less). The default rating standards are shown in the

following table.

Table 1 Default rating standards

Compromised Endpoint
High Risk Endpoint
Medium Risk Endpoint
Low Risk Endpoint

Very-Low Risk Endpoint

Note:

Points to Deduct Deduction Upper Limit

10 100
3 39
2 19
1 9
0.1 2

You can customize the rating standards. First, hover the mouse over the rating. Then, perform the

following steps:

1. Click the edit button on the right of [Rating Description] and select [Auto-scored] or
[Specified]. If you select the latter, you can directly modify the score.
2. Click the edit button on the right of [Standards] to modify the rating standards for auto

system scoring.



<Pending Endpoints: >This area displays the number of servers and hosts whose risks are to be
fixed.

<Hot Incidents: >This area displays hot network security incidents in recent times and highlights
those affecting the customer network. Incidents that have occurred in the customer environment
are highlighted in red and should be prioritized. Meanwhile, you can hover the mouse over the
incident tag to view the details.

Server security

This part displays the distribution of servers in different security states, including compromised,
high risk, and medium risk servers and top 5 risky servers, as shown in the figure below.

Server Distribution b4

Exploit iy
® Compromised: 146
146 . Improper Configuration (D 65
@ High: 0
Risky Server _ Weak Password T 100
® Medium: 0
Unencrypted Traffic [ 80

Description of the content displayed:

<Server Distribution: >This area displays the number of compromised, high risk, medium risk, low
risk, and very-low risk endpoints in the current network as well as weaknesses, including exploits,
improper configurations, weak passwords, and unencrypted traffic.

<Top 5 Risky Servers: >This area displays the top 5 risky servers. You can click <View More> to go
to [Response/Risky Assets] to view the details.

Filter: | Type: Server X Clear Filter

No. Hostname Type Risk Level Security Incidents Last Detected Endpoint Secure Status Operation

u . n
! UserGrou Server A\ Compromise d i Mining virus 2023-03-17 00:34:46 () Not installad Pending 2

Ue .
2 e — Server A\ compromised e Mining virus 2023-03-17 00:34:46 () Not installed Pending &

U .
3 oot Server A Compromised | New | Mining virus 2023-03-17 00:34:46 () Not installed pending &

Host security

This part displays the distribution of hosts in different security states, including the number of
compromised, high risk, and medium risk hosts and top 5 risky hosts, as shown in the figure
below.

| Host Security

Host Distribution b4

® Compromised: 1

1 @ High: 0
Risky Hosts
® Medium: 0
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Description of the content displayed:

<Host Distribution: >This area displays the number of compromised, high risk, medium risk, low
risk, and very-low risk hosts in the current network.

<Top 5 Risky Hosts:> This area displays the top 5 risky hosts. You can click <View More> to go to
[Response/Risky Assets] to view details.

Top 5 Risky Hosts View More » b4
No.  MAsset Name Asset Group Security Incidents Risk Level
1 te . [ &Cryptomining | [ CobaltStrike | [ ngrok | A\ Compromised
Threats

This part displays the threat distribution and the statistics of security incidents in the network
from the perspective of security incidents, as shown in the figure below.

Security Incident Statistics (by affected assets) Last 7 days - View More » b4

Infected wit... Cobalt Strik...

Description of the content displayed:

<Threat Distribution: >This area displays the number of threats every day, including inbound
threats, lateral threats, and outbound threats. You can select the statistical period in the top right
corner, such as the last 7 or 30 days. You can see the statistics on a threat by hovering the mouse
over the part of the threat on the corresponding rectangular bar.

<Security Incidents: >This area displays the top 5 attacks. You can select the statistical period in
the top right corner, such as the last 7 or 30 days. You can see the statistics on a security incident
by hovering the mouse over the rectangular bar corresponding to the security incident. You can
click <View More> to go to [Response/Threats] to view the risk details.

Assets

This part displays the information about server assets identified in the network. It also lists the
UEBA of the top 5 servers with the most network traffic according to the rule that a server with
more network traffic is displayed with higher priority, as shown in the figure below.
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| Assets

X
T 198 oh 144
- -‘u — \-' C
Servers Auto-discovered Servers
Server Distribution by Criticality Top 5 Open Ports By Servers
ftp(20) (3) ttp(82) (2 )
1 98 Critical Servers: 0 2 SHEER) )
http(84) (3 )
Server Noncritical Servers: 198
o hitps(443) (2 ) ftp(21) (3)
UEBA X
Groups: - Lateral Access Profile Traffic Connections

No data available, monitor is ON

Description of the content displayed:

<Assets: >You can view the number of servers added compared with the same period of last
week. You can click tags such as <Servers> and <Critical Servers> to go to the [Assets] page to
view the details.

<Sever Distribution by Criticality: >This area can be displayed only when the criticality of server
assets is specified.

<UEBA: >This area displays abnormal servers first, followed by the UEBA of top 5 servers with the
most traffic. You can click the bar tag of the abnormal server to go to [Detection/Anomalies/UEBA]
to view details.

Note:

The baseline for anomalies is obtained after three weeks of endpoint behavior learning. (You can
go to [Detection/UEBA] to view details.) The baseline is generated based on actual values three
weeks ago, rather than average values in the last three weeks. \

In the figure above, the red dotted-line represents the baseline, and each bar represents the
actual value of a day. When an actual value exceeds the baseline, a baseline anomaly occurs, and
the corresponding bar will turn red.

ATT&CK Capabilities

The ATT&CK model consolidates past attacker organizations and attacks and links different attack
policies to corresponding techniques and software based on attack policies. It provides an
executable and moderately abstract model for information security practitioners. The ATT&CK
Capabilities module maps the LAN security situation to different stages of the model, as shown in
the figure below.
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Overview  ATT&CK Capabilties
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Description of the content displayed:

Attacker Organization or Incident: former famous attacker organizations or attacks, such as
APT32, APT28, DarkVishnya, and Kinsing.

<Engine: >five engines of Nova Command, namely File Analytics Engine, Rule Engine, Attack
Analytics Engine, Threat Intelligence Engine, and Abnormal Behavior Analytics Engine.

Hits: The cells in blue indicate hit techniques.
Techniques: Techniques supported by CC are all displayed on this page.

Specify Time Period: Data of the last 24 hours is displayed by default. You can also choose to
display data of the last 7 or 30 days by clicking <€} > and then specifying the time period, as

shown in the figure below.

Specify Time Period

Period: O Last 24 hours Last 7 days Last 20 days

ATT&CK model stages: Reconnaissance, Initial Access, Execution, Persistence, Privilege
Escalation, Defense Evasion, Credential Access, Discovery, Lateral Movement, C&C, Exfiltration,
and Impact, as shown in the figure below.

Overview  ATT&CK Capabiliies
Attack Organization or Incident: Engine: o~ Hits 3 Technig Last 24 hours $¥
+, +,
Al Al - &5 o127

Last Updated: 2023-03-17 00:47:04

Femmi ssssss Persister Credential Access ~ Discovery Lateral Movement  Collection cac Exiltration Impact
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Collection
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Impair Defenses File and Directory Clipboard Data Dynamic Resolution Inhibit System

Discovery Recovery.




Technique cells: When a technique cell under a stage of ATT&CK Capabilities is shaded in a dark
color, it means that the technique is a hit; when it is shaded in white with a technique name
displayed, it means that the technique is available in Nova Command, but it is not a hit, as shown
in the figure below.

Reconnaissance.

Execution Persistence Privilege Escalation  Defense Evasion Collection Impact

Active Scanning Account Domain Policy Adversary-in-the- Account A
Manipulati Modificatio Middle Removal

Gather Victim Host Exploitation for Boot or Logon Boot or Logon File and Directory  Credentials fro Cloud Service Internal Archive Collected Data Destruction

Information Client Exeeution Initialization Seripts  Autostart Execution  Permissions.. Password Stores Discovery Spearphishing Data Through Removabl.

Gather Victim Org Hardware Additions  Inter-Process Browser Extensions  Event Triggered Hide Artifacts Exploitation for Domain Trust Lateral Tool Transfer  Automated Data Encoding Exfiltration Over Endpoint Denial of

Information Communication Execution Credential Access  Discovery Collection Alternative Protocol  Service

Obtain Capabilities IR0 Native API Create Account Exploitation for Impair Defenses Forced File and Directory  Remote Sevices Clipboard Data Dynamic Resolution  Exfiltration Over C2 Inhibit System

Privilege Escalation Authentication Discovery Channel Recovery
Phishing for Supply Chain System Services Createor Modify  Scheduled Task/ob  Indicator Removal  Modify Network Service Replication Through  Data Staged Encrypted Channel  Exfiltration Over Network Denial of
Infarmation Compramise System Pracess an Host Authentication... Scanning Removable Media Other Netwark.. Service

Note:

The distribution of colors and techniques in the ATT&CK Capabilities module changes with the
version of Nova Command, the time when Nova Command is implemented in LAN environments,
and the changes in abnormal traffic such as attacks.

Several techniques will be mapped to each stage of ATT&CK Capabilities. You can click a technique
to show the <Details> page on the right side, as shown in the figure below.

Details X

Application Layer Protocol Description

ID:TI071 | Tactic: C&C

Detection Capability Map
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L
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4
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6 @#$%"8&" (3.1.1.97) Server @#$%" 8"

7 ARIPERE (10.222.4.72) Server ARIPEE

R a— AN
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The <Details> page mainly displays the detection capability map and a description of the attack
that corresponds to the technique. Supported engines include File Analytics Engine, Rule Engine,
Attack Analytics Engine, Threat Intelligence Engine, and Abnormal Behavior Analytics Engine. The
number in blue represents the rules covered by the engine and that in purple represents the
rules hit in the current time period, as shown in the figure below.
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You can click the number to go to the [System/Security Capabilities/Detection Engines] page, as

shown in the figure below.

System = .
4 Security Database
& Devices >
Rule Detection Engine overiew

& System N I o Rutes: 21k
L Update >

Database Type Q «  @new-~
2, Maintenance > Ean Filter: | Hit: Ves X

[ Rule Detection Eng.

82 Security Capabilities No.  RulelD
Web Agplication D...

. 1 10041370

Security Database Exploit Detection

Detection Engines Realtime Vulnerabi. 2 10041502

Whitelsts Hacking Tools Det... 3 10045335
Custom Web Appli..

File Detection 4 10089579
Custom Exploit De...

5 10048730

6 10048594

7 10048667

8 10045305

Note:

Threat Name Severity
©  MALWARE-CNC Miner BotN... @ High
@  Trojan Webmine Downloader @9 High
@ Trojan WinTroja

!RERE W

Al Search Q
Clear Filter
Threat Type Time Created Status Operation
Trojan 2022-12-08 23:52:11 v £
Trojan 2022-12-08 235208 v p3
Troj 20221208 23:52:10 ® z2
Trojan 20221208 23:52:10 ® 2
Trojan 20221208 23:52:11 ® z
Trojan 20221208 23:52:11 ® 2
Trojan 20221208 23:52:11 ® 2
Trojan 20221208 23:52:10 ® 2

ATT&CK and Security Alerts are two independent modules that have no logical dependencies on
each other. The attributes of a rule include columns of both ATT&CK and Detection Engines.



Monitor

The Monitor module provides five monitors for displaying data on a large screen or in the form of
a slideshow, including Security Incident Monitor, Global Attack Monitor, Outbound Threat
Monitor, Lateral Threat Monitor, and Global Attack Monitor, to display the security status of the
whole network visually, as shown in the figure below.

Monitor

Monitor Slideshow @ | £¥ Settings

Security Incident Monitor Global Attack Monitor n Monitor Outbound Threat Monitor

Global Attack Monitor

Lateral Threat Monitor

Note:

Monitor Slideshow is applicable to single screen display and can display all monitors in the form
of a slideshow. You can go to the [Monitor/Settings] page to specify the slideshow interval.

Monitor Settings

This page allows you to set the display order, global parameters, and exclusive parameters for
each monitor.

Monitor display order settings

You can go to [Home/Monitor/Settings], click Set Display Order on the page that appears, and
then click Move Up or Move Down to adjust the display order of each monitor, as shown in the

figure below.
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Settings X

MNa. Display Name Operation
1 Security Incident Monitor Move Up Move Down
2 Global Attack Monitor Move Up  Move Down
3 Outbound Threat Monitor Move Up Move Down
4 Lateral Threat Monitor Move Up  Move Down

Restore Cancel

Global settings

You can click Basics to set global parameters, as shown in the figure below.

Settings X
A You have configured 61 Groups. View Details x
Basics Period: [ Last 24 hours O Last7 days [ Last 30 days
Security Incident Monitor Groups: Al -
Global Attack Monitor Location: Beijing -®
Cutbound Threat Monitor Thrests: Pending Threats o -
Lateral Threat Monitor -
Realtime Alert: @ © Enable Settings () Disable
* Slideshow Interval: 30 (second)
Logo: ) Show O Hide

Set Display Order Cancel

Description of the content displayed:

<Period: >This is the statistical period of all monitors. You can select "Last 24 hours". "Last 7 days",
and "Last 30 days".

<Groups: >The asset group name displayed here is configured under [Assets/Assets/Assets].
When it is configured, only data of the corresponding group will be displayed on all monitors.

Note:

You can view the current asset group name and modify it by setting the "Panel Name" parameter
in the [Other] section under [Assets/Assets/Settings].
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<Threats: >You can select "Fixed Threats", "Pending Threats", or "All".

<Realtime Alert: >When enabled, a new threat will be popped up on the large screen in real time.
You can click <Settings> to complete the settings for Live Security Incident Alert and Live Inbound
Attack Alert, as shown in the figure below.

Settings

| Live Security Incident Alert

Status: © Enable () Close

Severity: High Medium
D Law

Critical Assets Only: () Yes O No

| Live Inbound Attack Alert

Status: O Enable () Close

Severity: High || Medium
D Low

Critical Assets Only: ~ (0) Yes 0O No

<Slideshow Interval: >You can specify the interval for displaying two monitors.

<Logo: >An exclusive logo can be displayed on the large screen. The logo file must be in PNG
format and cannot exceed 1 MB.

Settings X
A You have configured 61 Groups. View Details x
Basics Period: () Last 24 hours © Last 7 days () Last 30 days
Security Incident Monitor Groups: Al -
Global Attack Monitor Lacation: Beijing - ®
Outbound Threat Monitor Threats: Pending Threats o -
Lateral Threat Monitor B
Realtime Alert: G O Enable Settings () Disable
* Slideshow Interval: 30 (second)
Logo: O Show () Hide

Set Display Order Cancel

Settings for each monitor

On the [Monitor/Settings] page, you can modify the configurations of each monitor based on their
features. For example, you can modify the subject, display mode, and display items to meet your
requirements in different scenarios.
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Settings
A You have configured 61 Groups. View Details
Basics Enable
Security Incident Monitor " Subject: Security Incident Monitor
Global Attack Monitor * Severity: High Medium Low

Outbound Threat Monitor

Lateral Threat Monitor

Set Display Order “ Cancel

Monitors

Monitors that are provided include Security Incident Monitor, Global Attack Monitor (2D),
Outbound Threat Monitor, Lateral Threat Monitor, and Global Attack Monitor (3D).

Note:

The monitor names above were those displayed in the environment that we referred to when we
wrote this manual. You can change the names after communicating with the customer.

Security Incident Monitor

It monitors the security incidents in the LAN and the latest hot incidents in the cybersecurity
industry in real time to provide you with a quick look at the security situation of the LAN. The
figure below shows the monitor page.

Security Incident Monitor oot Last 7 ays | FZ02303-17 010014
Security Incidents Top 10 Major Incidents (Affected Assets) Top 5 Incident Types by Impacted Assets

Cryptomining — 140
Infected with a mining virus (80) Proxy Tools
- 0001 4 roxy Tool —

Ransomware -—

CobaltStrike -—

—

Top 5 Risky Endpoints
Asset! (1.1.1.1) 8 ncidents
Severity

: i Securty Incidents Top 3 Incident Types
Infected with a mining virus

bl O Targets: 3.1.1.100, 31

Virtual currencles include bitcoin, Litecoin, etc. Bitcoin is a digital currency generated by open-source P2P software.
Itis mainly used for financial investment on Internet, and can also be used in daily life as a new type of currency. \n\n
Virtual currency mining involves complex machine computation. Miners are usually large-scale computing devices
with high efficiency. These computing devices continuously perform computation o obtain bitcoins. o on oo @n o G5 on

L _|

Security Incident Trend Top 5 Securily Incidents.

UserGroupt (3.1.1.1) 7 Incidents

UserGroup1 (3.1.12) 7 Incidents
Securty Incidents Assets Impacted  Top 3 Target Endpoints

120(1), 31430 (1)
11114(1),31167(1)

Assel2 (1.1.19) 6 Incidents

111741, 11473 (1), 11.472(1) server (1.1.1.8) 6 Incidents
31198(1),31195(1),31.1.92(1)

3115(3),1.119(3),31.140)

a
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Global Attack Monitor (2D & 3D)

With this monitor, you can monitor inbound attacks from around the world, and view real-time
information about attackers, targets, and attack techniques.

The figure below shows the monitor page.
2D monitor page

Global Attack Monitor Perio: Last 7 days | i 202503-17 01,0044

.

4865 “170

Total Attacks Target Servers

Top 5 Target Serve
Holistic View % fop 5 Target Servers.

-~ =] Asset1 (1.1.1.2)
IoT Device Exploit (779) :—>)) Attacks: 135

=] Asset1 (1.1.1.4)

System Command Injectio. —9 e
a

Web System Expiot (655) ) Assett (1.1.1.3)
& Aftacks: 124

e Framevr En .. ) Asset1 (1.1.1.5)
o
Web Component Data Lea. —;})

Assett (1.1.1.1)

Attacks: 101

Top 5 Attack Sources Attacks Against Servers.
6000
4,000

2000

3D monitor page

Global Attack Monitor TS | FETRETTED

Overseas Attacks Domestic Attacks

Attacks Cyber Attack Defense

2958

Attacks Tracked

47

Target Groups Tracked

5.. Logged

Sources

Regions Tracked

8

IP Addresses. Tracked

High — Med — Low

Note:

For a 3D monitor, the display PC must be equipped with a discrete graphics card to avoid lagging
and stuttering problems.
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Outbound Threat Monitor

It monitors secure outbound access and shows which areas of the external network are accessed
and which servers and hosts launch the most outbound access.

The figure below shows the monitor page.

Outbound Threat Monitor Period: Last 7 days | 2023-03-17 01:02:13

Overview

%2190 o 994 3050

Outbound Attacks Unauthorized Access APTC&C

2320 L240

tivities Risky Access Stealth Comms

Overseas | Domestic

Top 5 Dst Countries

o
) retand
i \ b Top 10 Outbound Threats
B8 Argentina 2 s / ats  Threat Type
APT C&C(100),
APT C&(C(95), At
APT C&(C(95), At
APT C&C(95), At
APT C&C(100),
APT CBC(OS), At
APT CBC(OS), At
APT CBC(3), At
APT CBC(3), At

& severs 160 =] B sset2 (1117 APT CBC(95), A

= Hosts 0 Asset (1.1.12) Asset] (1.1.11) Asset2 (11.1.7)
Outbound Threats

ime Threat Monitoring 3,500
3,000

tected Sre st Threat Type ever n tatus. ration 2,500
2,000

1,500

1,000

500

[
0311 3- £X 0314 0315
®- Atta na ®- APTCaC
@ sus @ Risky Access @ Stealth Comms

Lateral Threat Monitor

It monitors lateral threat movement in the LAN and shows risks such as lateral attacks,
unauthorized access, suspicious activities, and risky access.

The figure below shows the monitor page.

Lateral Threat Monitor e Last 7 days | Fi2023-03-17 010229

D G sk — oot — S ety — ikyncs | 1oRSIntemal Threals Geve)

Asset] (1.1.1.1)

Asserz g
1113
Assets (1.1.1.26) @
UserGroup.. 8——

PAIRIPSEE (10...

Connections

Data Center

On the [Home/Data Center] page, you can view the access between servers and their inbound
and lateral attacks and filter the data to display by time period.
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Node settings

On the [Data Center] page, you can click [Node Settings] to customize the name of the server zone
and the visualization zone display, as shown in the figure below.

Node Settings

| Basics @

*Mame: Data Center

| Display Options

Data © Display by severity

Center: () Display specified

HQ: © Display by severity
() Display specified
© Display by severity

() Display specified

© Display by severity
() Display specified

Display mode

The display mode for [Data Center] can be set to the list or graphics (default) mode. You can click
the switch icon in the top right corner to switch between display modes. The data center
displayed in graphics mode is shown below. When you click a specific asset group, the
corresponding threats will be displayed on the right, as shown in the figure below.

Data Center
£3 Node Settings Open Monitor  C' Refresh Last 7 days

>

50 Ownen 36=(13563235412)

Assetl (1.1.1.4)

Asset! (1113)

Top Sources Al

Asset! (11.12)

Asset1 (1.1.1.5)

Attacks: 1645

o hssett (141) Overseas e 357

Top Target Servers Al

Assetl (.. L ——— 1
Access Asset1 (... L e— 172

l° Asset1 (..  — 325
ek
rAccess - Attacks | o Very-Low s low © Medium  High s Compromised Asset] (.. | — 284

The data center in list mode is shown below. In this mode, you can filter attacks in different
dimensions such as the period, view, and server level, and can export current status by clicking
the <Export> button.
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Data Center

& Export | C Refresh Last 7 days -

ey o ity [ cricd | mencienl | Tope conectors | s+ [ Gover | Ha || overmees | Domesic || e

No.  Source Ovner Severity Description Target Attacks > Techniques

1 Overseas - Hig Return Code 2000k, High Confidence ... 165: Asset1 (1.1.1.4) Assetl (1.1.1.2)A.,

2 Domestic - Hig Return Code 2000k, High Confidence .. 137: Assetl (1.1.1.1) Asset] (1.1.1.2)A.

Display on a large screen

In graphics mode, you can click <Cast Screen> to display the data on a large screen, as shown in
the figure below.

Data Center

Groups

Attacks: 0
UserGroup2

S
3

UserGroup1

Overseas Attacks

Attacker: 7 Attacks: 6139

Response

Nova Command collects logs through Stealth Threat Analysis (Nova Sensor), Next Generation
Application Firewall (NGAF), and other connected devices and uses big data analytics to derive
security alerts and security incidents for assets. The Response module can identify risky assets
involved in these security incidents and analyze and respond to these incidents properly.

Shortcut Menu

On the [Response] page, when you move the mouse to the [Response] menu, the Open in New
Page sign (@) appears. By clicking the sign, you can see [Risky Assets] in the shortcut menu that

appears in the bottom left corner of the page after you click " ", as shown in the figure

below.
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ONochommand Home  Response D Assets  Reports olistic ~ 2 0 amn

Response = .
P Risky Assets
B Risky Assets > | Status: Risk Level NovaGuard: Period 1P, IP range, tag, hostname:
Select v || Select v || Select v Last30days = [ sean ]
© Security Incidents
Al Risky Assets My Concerns £¥

© Security Alerts

T e S e
B Auto Response Al New Today Compromised A Critical Assets [— EtemalBlue Webshell DGA Domain Nar

[E) Response History - Export £ Auto Fix
2023-03-28

. || Low Activity 7 Days): 0 Tyee Risk Level © Security Incidents Last Detected NovaGuard Status Operation
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support@sangfor.com.cn (55.440.109) . ; -
1 e < Database Server A Compromised | MS17-010 | [ Meterpreter | [ RCE 2230320235756 @ Not installed Pending = .
w upload | 10 types of incidents

support@sangfor.com.cn (55.44.0.113)
2 e N Database Server A compromised 2023-03-2023:57:56 @ Not installed Pending 2 -
lue || ATSVC = MS$17-010
support@sangfor.com.cn (121.32.231.75)
3 o < Database Server A Compromised | [ Proxy tool 2023:03-202357:56 @ Notinstalled Pending = .
I | 1P R (192.168.31.22) ue JLATSVC /| MSI7-010
nternal P Range ( )
3 P ’ Database Serv A Compromised Meterpreter | fip || RCE 2020320235753 © Notinstaled Pending = .
I [ ATSVC | [ Wisi7-010
support@sangfor.com.cn (121.32.231.83)
5 w 9 Database Serve A Compromised [ Meterpreter | frp | [ RCE 2023-03-2023:57:53 (@ Not installed Pending 2 -
idents.
ATsve | [ wisi7-010
support@sangfor.com.cn (121.32.231.85)
6 G Database Serv A Compromised Meterpreter || RCE 2023.03:20235753 @ Notinstalled Pending o -

Il upload | 10 types of incidents

o

You can open a new page in the browser by clicking the corresponding option in the shortcut
menu. The data displayed on each page does not change during page switching to facilitate
operations. You can click the "x" sign next to each option to close the corresponding page, as
shown in the figure below.

AEtemalBlue || ATV | Ms17-010

Shortcut Menu &

Secunty Incidents *
Risky Assets

GoldenEye Traceback

Click the Clear sign " .1 " at the top right to delete all options from the shortcut menu and restore
the default settings.

Risky Assets

Nova Command allows you to filter risky assets by Risk Level, Status, NovaGuard, and other
supported criteria, which makes the response efficiently.

Risky asset filtration

Log into Nova Command as an administrator and filter risky assets on the [Response/Risky
Assets] page in the following ways:

1. Filter risky assets by Groups on the left sidebar.

2. Filter risky assets by Status for bulk operation purposes. The states are "All", "Pending",
"Suspended", "Fixing", and "Fixed".

3. Filter risky assets by Risk Level. The risk levels are "All", "Compromised", "High Risk", and
"Medium Risk". You need to make timely responses to compromised, high risk, and medium
risk assets to avoid business interruption caused by risk spread.

4. Filter risky assets by NovaGuard. The NovaGuard options are "Offline", "Online", "Disable",
"Uninstall", "Unauthorized", and "Not installed". This search condition is displayed only when
NovaGuard is connected to Nova Command.

Note:
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[Compromised]: Security-compromising incidents such as C&C, lateral movement, and attack
success occurred on the endpoint. The endpoint has been or is about to be controlled. Please
make a response as soon as possible.

[High Risk] The endpoint is found with weaknesses or is under reconnaissance or intrusion. In this
case, the endpoint might be exploited. Please make a response soon as possible.

[Medium Risk] The endpoint has been affected by medium risk viruses and might be exploited.
Please check and make a response.

5. Filter risky assets by Period to view and fix risks that occurred within the specified period.
The periods are "Last 30 days", "Last 7 days", "Last 24 hours", and "Custom".

6. Filter risky assets by IP address, IP range, asset group, or hostname.

7. Filter risky assets in the My Concerns module. For example, you can click <Server> to display
only risky assets of the server type in the list.

Risky Assets
| Status: Risk Level Endpoint Secure:  Period: IP, IP range, tag, hostname:
Select v | [ select v | select v Last30days = [ seaen I
All Risky Assets My Concerns 3

146 0 146 0 36 o
Al m New Today Compromised Assets | Critical Assets [ Im—— EtenalBlue

By filtering risky assets in one or multiple ways, you can accurately locate risky assets, analyze
them from different dimensions, and make a response. You can filter data in All Risky Assets, My
Concerns, and the asset list. The search boxes can remember your selection last time, so you do
not need to select them again next time.

Risky Asset Viewing

You can view the asset group structure of the current platform, statistics on all risky assets, risky
assets that you are concerned about, and the risky assets list, as shown in the figure below.

Risky Assets

Groups a «

Status: Risk Level Endpoint Secure:  Period: IP, IP range, tag, hostname:

= Select - Selet - | select v Last30days = [ sean I

=
UserGi 1
= UserGroup All Risky Assets My Concerns £¥
B UserGroup2
- 146 0 0 146 0 36 0
W UserGroup3
# All m Recurring New Today | Compromised Assets | Critical Assets Rone EternalBlue
& UserGroupa
& UserGroups B era & Bxport + L3 Auto Fix
-
¥ UserGroup No. Hostname Type Risk Level @ Security Incidents Last Detected Endpoint Secure Statu
- Ta
_ & Cryptominin, g || Cobaltstrike | | Mining virus
o Ta server8 (1.1.1.8)
1 Assetd ‘! ! Active Directory A Compromised | ngrok || CryptoSink || ProtonMiner 2023-03-170134:19 (@) Not installed Pending
7 T Romsomware .0 types of incidents
B AAAAAARARAAAAAARAI
& Cryptomining | [ Cobaltstrike || Mining virus
o @rsnear server?1 (11.1.71) . h
- NSISMiner i WannaMine4.0 -02- 1347
_ 2 A /AZ/A3/AL/AS Server F'S 2023-03-1701:3419 @ Not installed Pending
L mining
=
Asset]
B asse & Cryptomining | | CobaltStrike || Mining virus
st server 2 [11.1.72) c i NSISMiner v WannaMine4.0 0317 01:34¢
3 A AR AAS Server A 2023-03-1701:3419 ) Not installed Pending
W pccets mining
o
B psetd & Cryptomining | | CobaltStrike || Mining virus
73 (1.1.1.73) A
W psets server @ NSISMiner ” WannaMined.0 0317 01:34: f i
sef 4 LTS Server A 2023-03-1701:3419 @ Not installed Pending
= pssets mining
-
o an & Cryptomining | | Cobaltstrike || Mining virus
server74 (11.1.74) . -
- erver Ce NSISMiner v WannaMined.0 -03- 34 ot installec endine
o g 5 AT IAZAS A S A b 2022-03-1701:3419 ) Not installed Pending
mining
O A a
o 535B308365088268B881 & Cryptomining | [ CobaltStrike || Mining virus
server?5 (1.1.1.75) , - . .
e 6 Al/AZAYAL Server A NSISMiner L WannaMine4.0 2023-03-1701:34:19 @ Not installed Pending
e mining
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All risky assets

Risky assets of the last one month are displayed by default, and are classified into risky hosts and
servers by the platform. You can filter them as needed. The filtering takes effect at the same time
on data displayed in the Groups and My Concerns modules as well as on data in the asset list. By
clicking Server or Endpoints, you can view the details of risky server assets or endpoint assets in

the asset list.

Assets to concern about

You can specify the assets to concern about in the <My Concerns> module. You can click a card in
this module to filter assets to display and click the card again to cancel the filtering.

Setting of assets to concern about

You can click the settings button <

Lx > nextto My Concerns to set assets to concern about, as shown in the figure below.

Risky Assets

»

Select v | Select v || Select

Al Risky Assets

Status: Risk Level: Endpoint Secure:  Period: 1P, IP range, tag, hostname:

v Last30days

My Concerns [&¥]

N c

146 0 0 146 0 35 0
Al m Recurring New Today Compromised Asset Critical Assets. Ransomware EternalBlue

&2 Export ~

Neo. Hostname

serverg (1.1.1.8)
Asset2

server 1 (1.11.71)
A1/A2INS/ALIAS

£3 Auto Fix

Type Risk Level @ Security Incidents

& Cryptomining

Active Directory A Compromised | ngrok

Ransomware

& Cryptomining

Server A\ Compromised | NSISMiner || Ransomware

mining

Endpoint Secure Status Operation

2023-03-1701:34:19 (D Not installed Pending S| -

2023-03-1701:34:19 @ Not installed Pending 2| -

The default asset groups are "Recurring”, "New Today", "Compromised Assets", and "Critical
Assets". If you do not want to display assets in any of these groups, you can deselect their

checkboxes.

My Concerns

0 Select the items you are concerned about to display assets with certain conditions.

Add ltem
ltem
Recurring
MNew Today
Compromised ...
Critical Assets
Ransomware
EternalBlue
WebShell
DGA Domain N...

Conditions

The security risk recurred within 30 days on the endpoint.

Selected: 6/8

Operation

The security risk occurred for the first time within 30 days on the endpoint. -

Compromised Assets
Critical Assets
Ransomware
EternalBlue
WebShell

DGA Domain Names

You can also add groups by clicking <Add Item>.

NI IR N T
BB BB BB
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Add ltem =

*Mame:

* Conditions: @) Selected (O) Clear

D Asset Type
[*+]{ | Risk Level
[+{] Tags

[+]1"] Asset Criticality
Mo data available

0in all -

Specify the name and then select [Asset Type], [Risk Level], and [Asset Criticality] to specify
conditions, as shown in the figure below.

Add ltem

*Mame:

* Conditions: O Selected (0) Clear

D Asset Type
[+]{ ] Risk Level
[+{] Tags

[+]7] Asset Criticality
Mo data available

0in all -



You can edit the groups you are concerned about by clicking the < #* > button.

My Concerns

{1 Select the items you are concerned about to display assets with certain conditions.

& Add ltem

ltem

4]

Recurring

Mew Today

(< I <

Compromised ...

Critical Assets

4]

Ransomware
EternalBlue
WebShell

DGA Domain N...

Risky Assets
? | Status Risk Level:
Select v | Select v || Select

All Risky Assets
146
Al 4

No. Hostname

& Export ~

server8 (1.1.1.8)
Asset2

Risky assets list

Endpoint Secure

Conditions

The security risk recurred within 30 days on the endpoint.

The security risk occurred for the first time within 30 days on the endpoint.

Compromised Assets
Critical Assets
Ransomware
EternalBlue
WebShell

DGA Domain Names

Period:

- Last30days =

My Concerns {3

£3 Auto Fix

Type

Active Directary

IP, IP range, tag, hostname:

Risk Level ©

Security Incidents

Selected: 6/2

Operation

LIRS
B BB BB B

You can click <Refresh> to view new groups added to My Concerns, as shown in the figure below.

0 0 146 0 36 0
m Reeurring | NewToday Compromised Assets | Critical Assets | Ransomware EternalBlue

Last Detected Endpoint Secure

& Cryptemining | CobaltStrike | Mining virus

A\ compromised

Ransomware

ngrok || CryptoSink || ProtonMiner

2023-03-17 01:34:19 o Not installed
.9 types of incidents

Search

Status Operation

Pending &

You can view the asset name, risk level, security incident, the last detection time, status, and
NovaGuard in the list.

&2 Export v

No. Hostname

serverB (1.1.1.8)
Asset2

server71 (1.1.1.71)
A1/AZIA3/A4/AS

server72 (1.1.1.72)
A1/AZIA3/A4/AS

£3 Auto Fix

Type

Active Directory

Server

Server

Risk Level ®

A Compromised

A Compromised

A Compromised

Security Incidents Last Detected

& Cryptomining || CobatStrike || Mining virus

ngrok = CryptoSink | ProtonMiner 2023-03-17 01:34:19

Ransomware | .0 types of incidents

& Cryptomining || CobaltStrike || Mining virus

NSISMiner || Ransomware || WannaMine4.0 2023-03-17 01:34:19
mining
& Cryptomining || CobaltStrike || Mining virus

NSISMiner || Ransomware || WannaMined.0 2023-03-17 01:34:19

mining

You can click <...> to select a response operation to perform on the incident.

Risky servers

Endpoint Secure. Statu -+
© Not installed Pending
@ Notinstalled Pending
© Notinstalled Pending

Under All Risky Assets, you can click <Server> to display only the risky assets of the server type in

the risky assets list.
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Status: Risk Level: Endpoint Secure: Period: IP, IP range, tag, hostname:

Select = || Select ~ || Select - Last30days =] C'

All Risky Assets My Cancerns ¥

0 0 146 0 36 0
Recurring New Today Compromised Assets | Critical Assets [—— EternalBlue
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[] No. Hostname Type Rick Level (@ Security Incidents Last Detected Endpoint Secure Statu, -
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Ransomware | -9 types of incidents
& Cryptomining || CobaltStrike || Mining virus
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] 2 A/RIIAI/AL/AS Server M\ Compromised | NSISMiner || Ransomware | WannaMine4.0 2023-03-17 01:3419 () Not installed Pending

mining

You can click an asset name to view the risk details of a risky server, including statistics, security
incidents, incident view, and threats, as shown in the figure below.

& Risk Details Last 30 days

server8 (1.1.1.8)
Goldenye Traceback

Endpoint Secure: @) Notinstalled  Risk Level: Compromised  Type: Active Directory | Status: Pending

+ Timeline + Stages of Attack

Compromised [~

/ * @ > Y e
|

Normal Weaknesses Reconnaissance Exploitation cac Propagation Impact
02-20 0222 02-24 02-26 02-28 03-02 03-04 03-05 03-08 03-10 03-12 03-14 03-16 03-18 03-20

Incidents
2 Eot Threat Q
[1 No. Threat Direction Severity Attack Stage Detected By Last Detected Status Operation
O 1 Threatindicator match (CryptoSink mining) Destination QHigh & cac SipDataPlatform(10.2222.122) 2023-03-17 01:34:19 Pending 2
[m] 2 Threat indicator match (ProtonMiner mining) Destination O High i@ CaC SipDataPlatform(10.222.2.122) 2023-03-17 01:34:19. Pending &
O 3 Infected with a mining virus Destination @ High @ Impact SipDataPlatform(10.2222122) 20230317 011823 Pending [
[} 4 Infected with ransomware Source O High @ Propagation SipDataPlatform(10.2222.122) 20230317 011823 Pending 2|
O 5 Communication via ngrok Destination Q High & Cac SipDataPlatform(10.222.2.122) 2023-03-17 01:18:00 Pending 2| |-
[} 6 Cobalt Strike backdoor Destination Q High & Cac SipDataPlatform(10.222.2.122) 2023-03-17 01:17:36. Pending 2| -
O 7 Threatindicator match (WannaMine4.0 mining) Destination O High & cac SipDataPlatform(10.2222.122) 20230317 011736 Pending 2

In the statistics zone, risk level trend and stages of attack are displayed by default, as shown in the
figure below.

& Risk Details Last 30 days
server8 (1.1.1.8)
A 119
Endpoint Secure: @) Notinstalled Risk Level: Compromised  Type: Active Directory | Status: Pending
+ Timeline + Stages of Attack
Compromised I
/ 7 ) > ™y o
|

Normal Weaknesses Reconnaissance Exploitation cac Propagation Impact
0220 02722 02-24 0226 02-28 03-02 03-04 0306 03-08 0310 03-12 03-14 03-16 03-18 03-20

You can click the name of an incident to view its details, including hit rules, forensics (triggered by
specific rules), and response recommendations, as shown in the figure below.



Incident Details

]

Custom threat intelligence indicators are hit. B

Status: Pending

Detected By: SipDataPlatform(10.222.2.12... Attack Stage: @

Threat Type: Bots

Severity: @ High
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GoldenEye Traceback

req_body_len 0
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Integration I

Last Detected
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Threat Intelligence

+ Data Packet Code Converter Hex
Request Response
Request Header Resp Header
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Incident Details
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Incident Details

i)

Threat indicator match (CryptoSink mining) B -
Integration [JEC

Threat Type: Cryptomining Severity: @ High

Status: Pending
Incident ID: 1140060516

=d By: SipDataPlatform(10.222.212...  Attack Stage: B8 C&C

Threats Hit Rules Forensics Recommendations

| Recommendations £

Background
CryptoSink campaign exploits the vulnerability (CVE-2014-3120) in Elasticsearch systems running on both Windows and Linux platforms to mine XMR cryptocurrency. On Linux systems, it downloads malware

(downloader and Trojan), backdoors the server, and uses several different C&C servers for attacks. While on Windows systems, the payload downloads a malicious executable file from the attacker's server using a

popular technique. After infection, it renames the original rm command to rmm and replaces it with a malicious file named rm, then communicates with C&.C server. It searches for and kills competing crypto-miners,

deploys an XMRig crypto-miner to dig cryptocurrency and creates a new service to achieve persistence.

Impacts

It may result in CPU/GPU overusage and affect system performance eventually .

Troubleshooting

1. Check the intelligence details on Sangfor Neural-X Threat Intelligence (httpsi//sec.sangfor.com/analysis-platfarm).
2. Use Sangfor Endpoint Secure to perform a full scan. If no result is reported, check whether another antivirus tool is installed. Check and analyze the virus scanning and killing record for suspicious files.

3.1f Sangfor Endpoint Secure and ather antivirus tools identified no suspicious file, use the memory analytics tool to locate the process requesting for malicious intelligence to check whether the pracess is

suspicious.

Recommendations
1. Do not click on any email attachment from unknown sources or download any software from untrusted websites.

2. Fix the vulnerability in time by installing the corresponding patch on the host.
3. Install professional security softwars on endpoint devices and servers, Recammendation: Sangfor Endpoint Secure
4. Perform a full scan and virus removal on the virus-infacted host, and then restart the host and check whether there are new files or processes generated. We recommend Sangfor Anti-Mahware Software.

(http://edr.sangfor.com.cn/tool/SfabAntiBot.zip)
5. Scan for suspicious connections on the network and disable unnecessary services, ports and remote connections not to get infected again.

6. Perform all operations above on all other hosts on the network.

Previous Next

You can click <GoldenEye Traceback> on the risk details page to go to the GoldenEye Details page
where the following tabs are displayed: Access, Asset Details, Security Incidents, Security Alerts,
Traffic, Access Profile, Entry Point, and Traceback, as shown in the figure below.

Last 30 days

€ Risk Details
8 (1.1.1.8)

A Endpoint Secure: @ Not installed ~ Risk Level: Compromised  Type: Active Directory | Status: Pending

+ Timeline + Stages of Attack
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GoldenEye Details
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Risk Level: Ak Compromised Risk Details Groups: Asset2 Owner: M Open Ports: 1
Host Name: S8 Email Address: 13423565352/abc2@qa.com Asset Type: Active Directory
Access  AssetDefalls  Securtylncidents  SecurityAlers  Trafic  AccessProfle  EntryPoint  Traceback
Mode: Topological Graph Table
Access Type: Al Secure Suspicious Direction: | Laterally Active (5) Laterally Passive (5)  Outbound (18 Inbound (9) Display: 1 2 DstPort: | All v Application: Al -
5 0 f lateral access exists between this risky endpoint and other internal endpoints, virus may spread and user credential or data theft may occur. If the
Servers Hosts other endpoint is also risky, special attention should be drawn.

UserGroup1 (3:1.1.1)

RRIPER (10222.472) serGroupT (3.1.1.2)

servers (1.1.1.8)
o o

o Assetl (1113) 5
— Attack s




Risky hosts

Under All Risky Assets, you can click <Host> to display only the risky assets of the host type in the
risky assets list.

Status: Risk Level: Endpoint Secure: Period: IP, IP range, tag, hostname:
Select v Select v Select v Last30days =] EEN c
All Risky Assets My Concerns £F

232 Senl 2 106 252 0 36 0 |
All Bl Endpoins i New Today Compromised Assets Critical Assets Ransomware EternalBlue
_J

You can click an asset name to view the risk details of a risky host, including asset level trend,
stages of attack, incident view, and threats, as shown in the figure below.

& Risk Details Last 30 days

UnclassifiedServersIPRange (2.1.1.82)
A e

Endpoint Secure: @ Notinstalled  Risk Level: Compromised Type: Server | Status: Pending

« Timeline « Stages of Attack
[

Compromised /

/ ¥ @ S ) oY

Low Normal

Normal
02-20 0222 02-24 02-26 0226 03-02 03-04 03-06 03-08 03-10 03-12 03-14 03-16 03-15 03-20

Incidents
2 Expor Threat Q
No.  Threat Direction Severity Attack Stage Detected By Last Detected Status Operation
1 Custom threat intelligence indicators are hit. Destination Q High @ Cac SipDataPlatform(10.222.2.122) 2023-03-20 17:47:39 Pending 2 -
2 Custom threat intelligence indicators are hit. Destination O Med @ Cac SipDataPlatform(10.222.2.122) 2023-03-20 17:47:39 Pending ||

In the statistics zone, risk level trend and stages of attack are displayed by default, as shown in the

UnclassifiedServersiPRange (2.1.1.82)
A Coordinated Response ~ [IRCEERZRIEu e
Endpoint Secure: @ Not installed  Risk Level: Compromised  Type: Server | Status: Pending

« Timeline « Stages of Attack

Compromised /

Weaknesses Reconnaissance Exploitation cac Propagation Impact
02720 02°22 0224 0226 02-28 0302 03-04 03-06 03-08 0310 0312 0314 0316 03-18 03-20

You can click the name of an incident to view its details, including hit rules, forensics (triggered by
specific rules), and response recommendations, as shown in the figure below.


af://n280

Incident Details

]

Custom threat intelligence indicators are hit. B

Status: Pending

Detected By: SipDataPlatform(10.222.2.12... Attack Stage: @

Threat Type: Bots

Severity: @ High

cac Incident ID: 1141000098

Threats Hit Rules Attacker Analysis Forensics Recommendations
All Targets (1 « -
gets (1) Attacker Victim Attack Result
Select - . -
4 5555.55.55(United States) serverB (1.1.1.8) Compromised

serverd (1.1.1.8) Details Original Logs

Attacks: 3 Compromised

Last Detected: 2023-03-20 17:47:39 + Details

T | s ——
sl Attack Result: Compromised Y
Asset? » W
Server Port: 14060 Protocol: hitp Internst

+ Latest Attack Details

indicator

rsp_body_len

+ Timeline  ~

|8 gundamé.com/test

1163

http_status_code

GoldenEye Traceback

req_body_len 0

404

Integration I

Last Detected

2023-03-20 17:47:39

55.55.55.55
United States
Port: 80

Threat Intelligence

+ Data Packet Code Converter Hex
Request Response
Request Header Resp Header
GET/userfiles/photos/small/imdex.asp?article SUIZHTTR/1.1 HTTP/1.1404NotFound
Host: www.gztenon.com Content-Type: text/html
Connection: Keep-Alive Server: IS
Accept-Encoding: gzip X-Powered-By: WAF/2.0
CF-IPCountry: CN Date: Wed,23Aug201702: 23: 16GMT
CF-RAV: 302221cA400430F-S7V Content-l enath: 1163
Tinall - PerPage 10 ~
Incident Details
Custom threat intelligence indicators are hit. B
9 Integration RS
Status: Pending Threat Type: Bots Severity: @ High
Detected By: SipDataPlatform(10.222.2.12...  Attack Stage: B8 C8C Incident ID: 1141000098
Threats Hit Rules Attacker Analysis Forensics Recommendations
No. RulelD Rule Name Detection Engine Threat Type Severity ATT&CK Attack Technique
1 141000098 Custom threat intelligence indi.. ~ Custom Threat Intelligence Dat.. Bots @ High -
Tinall . PerPage 10 ~



Incident Details x

Threat indicator match (CryptoSink minin

9 ( YR 9) IE Integration [JEC
Status: Pending Threat Type: Cryptomining Severity: @ High
Detected By: SipDataPlatform(10.222.2.12...  Attack Stage: B C&IC Incident ID: 1140060516

Threats Hit Rules Forensics Recommendations

| Recommendations £

Background

CryptoSink campaign exploits the vulnerability (CVE-2014-3120) in Elasticsearch systems running on both Windows and Linux platforms to mine XMR cryptocurrency. On Linux systems, it downloads malware
(downloader and Trojan), backdoors the server, and uses several different C&C servers for attacks. While on Windows systems, the payload downloads a malicious executable file from the attacker's server using a
popular technique. After infection, it renames the original rm command to rmm and replaces it with a malicious file named rm, then communicates with C&.C server. It searches for and kills competing crypto-miners,

deploys an XMRig crypto-miner to dig cryptocurrency and creates a new service to achieve persistence.

Impacts

It may result in CPU/GPU overusage and affect system performance eventually .

Troubleshooting

1. Check the intelligence details on Sangfor Neural-X Threat Intelligence (httpsi//sec.sangfor.com/analysis-platfarm).
2. Use Sangfor Endpoint Secure to perform a full scan. If no result is reported, check whether another antivirus tool is installed. Check and analyze the virus scanning and killing record for suspicious files.
3.1f Sangfor Endpoint Secure and ather antivirus tools identified no suspicious file, use the memory analytics tool to locate the process requesting for malicious intelligence to check whether the pracess is

suspicious.

Recommendations

1. De not click on any email attachment from unknown seurces or download any software from untrusted websites.
2. Fix the vulnerability in time by installing the correspanding patch on the host.

3. Install professional security softwars on endpoint devices and servers. Recommendation: Sangfor Endpoint Sseurs

4, Perfarm a full scan and virus removal on the virus-infected host, and then restart the host and check whether there ars new files or processes gensrated. We recommend Sangfor Anti-Mahware Software.
(http://edr.sangfor.com.cn/tool/SfabAntiBot.zip)

5. Scan for suspicious connections on the network and disable unnecessary ssrvices, ports and remote connections not to get infected again.

6. Perform all operations above on all other hosts on the network.

Previous Next

You can click <GoldenEye Traceback> on the risk details page to go to the GoldenEye Details page
where the following tabs are displayed: Access, Asset Details, Security Incidents, Security Alerts,
Traffic, Access Profile, Entry Point, and Traceback, as shown in the figure below.

€ Risk Details Last 30 days

servers (1.1.1.8)
Endpoint Secure: @ Notinstalled  Risk Level: Compromised  Type: Active Directory | Status: Pending

Coordinated Response.

« Timeline « Stages of Attack
Compromised [
High - 9 d U4
L3 ) ) 14
Low
Normal Weaknesses Reconnaissance Exploitation cac Propagation Impact

0220 02-22 0224 02-26 02-26 03-02 03-04 03-06 03-08 03-10 03-12 03-14 03-16 03-18 03-20

GoldenEye Details

1118 8
Risk Level: Ak Compromised Risk Details Groups: Asset2 Owner: M Open Ports: 1
Host Name: S8 Ermail Address: 13423565352/abc2@qq.com Asset Type: Active Directory.
Access Asset Details Security Incidents Security Alerts Traffic Access Profile Entry Point Traceback
Mode: Topological Graph Table
Access Type: Al Secure ‘Suspicious Direction: | Laterally Active (5) Laterally Passive (5)  Outbound (18] Inbound (9) Display: 1 2 DstPort: Al ~  Application:  All -
5 0 If lateral access exists between this risky endpoint and other internal endpoints, virus may spread and user credential or data theft may occur. If the
Servers Hosts other endpoint is also risky, special attention should be drawn.

UserGroup1 (31.1.1)

RRIPER (10222.472) serGroupT (3.1.1.2)

server8 (1.1.1.8)

Asset] (1 93) Asset (16

Export risky assets

— Arack 5



The risky assets list and risk reports can be exported on the Risky Assets page. You can click
<Export> to export all data of the current page in XLSX format by default. At the same time, by
clicking the IP address of a risky asset, you can go to the Risk Details page to export the list of
security incidents, inbound attacks, or data in another supported dimension, which will not be
described in detail here.

&) Bulk Operation ~ £x Auto Fix

B No. Hostname

UnclassifiedServersiPRange (2.1.1.95)
UnclassifiedServersiPRange

UnclassifiedServersiPRange (2.1.1.115)
UnclassifiedServersiPRange

UnclassifiedServersiPRange (2.1.1.118)
UnclassifiedServersiPRange

UnclassifiedServersiPRange (2.1.1.108)
UnclassifiedServersiPRange

Type

Server

Server

Server

Server

Rick Level &

A Compromissd

A Compromised

A Compromised

A Compromised

Security Incidents

Last Detected

2023-03-20 17:47:39

2023-03-20 17:47:39

A 2023-03-20 17:47:39

2023-03-20 17:47:39

Endpoint Secure

O Not installed

O Not installed

O Not installed

O Not installed

Status Operation
Pending &
Pending =IRS
Pending | -
Pending =IRS

By clicking <Export Report>, you can configure the report to export as needed. For example, you
can specify the period, report name, and items, as shown in the figure below.

Report Settings

Format:

Period:

Report Name:

[tems:

O POF

0O Last week

O Default

Last

2 weeks

Custom

Latent Threat

Response to Risky Assets

Weakness

Last 30 days

You can view and analyze risky assets, and make a response to them in the following ways:

1. Coordinated response: Respond to risky assets through corresponding policies.
2. Manual response: Perform the following operations on risky assets after multidimensional
analysis:

Mark as Fixed: It means the risk is fixed. You can add remarks and upload images for future
tracing.

No.

&2 Export ¥

Hostname

UndlassifiedServersIPRange (2:1.1.93)
UnclassifiedServersIPRange

UnclassifiedServersiPRange (2.1.1.114)
UnclassifiedServersiPRange

UnclassifiedServersiPRange (2.1.1.122)

UnclassifiedServersiPRange

UnclassifiedServersiPRange (2.1.1.120)
UnclassifiedServersiPRange

£3 Auto Fix

Type

Server

Server

Server

Server

Risk Level @

A\ compromised

A\ compromised

A Compromised

A Compromised

Sec

urity Incidents

EN-webshell L&
BN -XMLSHERSSRIEA

EN-PythonHRIGIEN

Last Detected

2023-02-20 17:47:39

2023-03-20 17:47:39

2023-02-20 17:47:39

2023-03-20 17:47:39

Endpoint Secure

© Not installed

© Not installed

© notinstalled

© notinstalled

Status Operation

Pending & \E‘

Pendi
" B Markas Fixing

© Suspend

o -

Pendi

Pending 2|


af://n298

Fixed =

{1 It may take some time to change the status of all alerts associat... *

Remarks (optional)

& Upload Image @

DK Cancel

Mark as Fixing: It means the risk is being fixed and still requires attention.

B No. Hostname Type Risk Level (& Security Incidents Last Detected Endpoint Secure Status Operation

UnclassifiedServersiPRange (2.1.1.93)

1 UnclassifiedServers/PRange Server A Compromised | SN webshel Lf$ 2023-03-2017:4739 ) Not installed Pending = B

B Mark as Fixed
UndlassifiedServersiPRange (21.1.114)
ooz UnclassifiedServers/PRange Seey A Compromised

S XMLSHERETATE N 2023-03-2017:4739 @ Not installed

UnclassifiedServerslPRange (2.1.1.122)

] UndlassifiedServersIPRange Server A Compromised | SN JavaScriptRBBIEA 2023-03-2017:4739 @) Not installed Pending

) suspend

UnclassifiedServersiPRange (2.1.1.120)

Ce d
o ¢ UndlassifiedServersIPRange S A Compromis=

-PythontBiE A 2023-03-2017:47:39 @ Not installed Pending 2|

Fixing x

£1 1t may take some time to change the status of all alerts associ

Remarks (optional)

A Upload Image @

OK Cancel

Suspend: It means you understand the risk and will fix it later.

Bulk Operation ~ & Export ~ {3 Auto Fix

= No. Hostname Type Risk Level (O Security Incidents Last Detected Endpoint Secure Status Operation

UnclassifiedServerslPRange (2.1.1.93) .
C d
L UnclassifiedServersiPRange S Qe

{-webshell & 2023-03-20174739 @ Not installed Pending =[]

® Markas Fixed

UndlassifiedServersiPRange (2.1.1.114) . T

SEM-XMUAERREEA -03-: AT @ i
UnclassifisdServersiPRange Server A Compromised 2023-03-20 17:4739 @ Not installed Pendi
UnclassifiedServersiPRange (2.1.1.122)

i Ce ised
a 2 UnclassifiedServersiPRange Server A Compromise

=N -JavaScriptRESEA 2023-03-20 17:4730 () Not installed Pendi.

UnclassifiedServerslPRange (2.1.1,120)

m] 4 UnclassifiedserversiPRange Server A Compromised | SEM-PythonfiEIEN 2023-03-20 174739 @ Not installed Pending ||



Suspend x

Are you sure you want to suspend this
(2.1.1.93)?

It may take some time to change the status of all alerts
associated with this asset. You can check the progress
by viewing the message displayed in the upper-right

CoOrmer.

Bulk response

You can select several assets for manual response in a batch on the Risky Assets page.

Bulk Operation ~

&2 Export ~ £¥ Auto Fix

Mark as Fixed

Type Risk Level @ Security Incidents Last Detected Endpoint Secure Status Operation

Mark as Fixin
B N HserversiPRange (2.1.1.93)

© suspend iServersiPRange Server A Compromised | EEX-webshell £ 2023-03-2017:47:39 @ Not installed Pending 2|

2 d::::z;!::z:zzz:‘;;::3: e Server A\ Compromised 2023-03-2017:47:39 () Not installed Pending S -
3 d::::zzg::zzzzj';;::3:Z”m) Server A Compromised | EEX-JavaScriptREEEA 2023.03-2017:47:39 @) Not installed Pending 2 -
. ﬁlﬂiﬁiﬁlﬁ:ﬁiﬁiili::ZZ (PEHEY) Server A Compromised | EEY-PythonfREEA 2023-032017:47:39 @ Not installed Pending =

Auto response

On the Risky Assets page, you can click <Auto Fix>to make auto response to risky assets in the
following three cases.

If no new incidents occur within a certain number of days on an asset, the status of the asset
automatically changes to Fixed. The time period can be customized.

If no black processes are investigated by NovaGuard, the incident is marked as Fixed.

If the status of risky assets in NovaGuard is normal, the risky assets are marked as Fixed.

The figure below shows the Auto Fix page.

Auto Fix X

i no new incidents occur within 31 days on an asset, automatically change status to fixed.
1f no black processes are investigated by Endpaint Secure, mark the incident as fixed
@ After this option is enabled, gray files in processes will be

ignered and the incident will be marked as fixed.

If the status of Endpoint Secure assets is normal, risky assets are marked as Fixed.

Restore Defaults “ Cancel

Coordinated response

Nova Command can fix security incidents on assets such as botnets, exploits, and scanning &
eavesdropping based on various response policies, to help you fix risks in a granular and efficient
manner. To apply coordinated response, you need to perform the following steps:


af://n314
af://n317
af://n324

Select an asset whose risks need to be fixed and then click " ="".

The Coordinated Response page appears. You will be asked to select response policies, as shown
in the figure below.

& Export v £¥ Auto Fix

No. Hostname Type Risk Level © Security Incidents Last Detected Endpoint Secure Status Operation

UnclassifiedServersiPRange (2.1.1.93)

C d | EEN-webshel biE -03-20 17:47: ; g
1 UndlassifiedServersIPRange Server A Compromise 2023-03-2017:47:39 ) Not installed Pending \E‘
. i Coordinated Response|
UnclassifiedServersiPRange (2.1.1.114) B XML
2 o Server A compromised | EEL-XMLSIRESEE N 2023-03-2017:47:39 @ Not installed Pending

UnclassifiedServersiPRange

B UnclassifiedServersIPRange (2.1.1.122) Server A Compromised | EES JavaScriptREE)

UndlassifiedServersiPRange 2023-03-2017:47:38 @ Not installed Pending .

UnclassifiedServersiPRange (2.1.1.120)

Ce d
UndlassifiedServersIPRange B A Compromise

2023-03-2017:47:39 @ Notinstalled Pending & -

You can display available response policies by selecting Event or Alert from the drop-down list at
the top. The platform provides some predefined policies, such as Threat Scan, Block Domain
Name/URL, VM Suspend, Snapshot, VM Add, VM Shutdown, Block Endpoint, Account Lockout,
Browsing Risk Notification, Endpoint Lockout, and Access Control. You can also clone or customize
policies. The following figure shows the coordinated response settings page.

Coordinated Response X
C* Refresh All Incident Types ¥ || Name, device, IP, policy Q
No.  Name Hit Incident Device IP Address Policy Type
Threat Scan - Predefined Sangfor Endpoint S...
(o] 1 S F an and block/t All Incident sa.n?for

Cyber Com... Cyber Command (... Builtln Strategy

Sangfor Endpoint S...

2 All Incident Sangfor NGAF (v8.0... Cyber Command (..  Builtln Strategy
Sangfor NGAF (v8.0...

3 All Incident Sangfor Endpoint ...  Cyber Command (...  Builtln Strategy
Endpoint Lockout - Predefined ST (i (e
fvou use a Sundrav AP or Sundray switch for . angfor Network C... .

4 ¥ All Incident Sangfor Cyber Com... Cyber Command (...  Builtln Strategy

o . Sangfor I1AM .

5 when they All Incident Sangfor IAG Builtin Strategy
Account Lockout - Predefined Sangfor 1AM

6 Block communication between infected endpoints All Incident Sangfor IAG Cyber Command (..  Builtln Strategy
Block Domain Name/URL - Predefined - Incident . Sangfor NGAF (v8.0... .

7 e e e et All Incident Sangfor NGAF (v8.0... Cyber Command (..  Builtln Strategy

Per Page | 20 v 12inal -
Add Policy Next Close

For endpoints with NovaGuard installed, when security incidents can be fixed in NovaGuard, the
endpoints will automatically adopt actions such as "Threat Scan", "Access Control", "Block
Endpoint", "Isolate Malicious Processes", and "Malicious File Fixing" depending on circumstances.

By clicking the <" > sign next to a response policy, you will directly go to the canvas page of the
policy, as shown in the figure below.

Threat Scan - Predefine Sangfor Endpoint §...
(o] 1 Sta quick scan arfd blockftrust detected All Incident Sangfor Cyber Com... Cyber Command (..  Builtin Strategy
Block Endpoint - Predefifhed Sangfor Endpoint S...
2 Block th t for N

eriod All Incident Sangfor NGAF (vB.0.. Cyber Command (...  Builtn Strategy

By clicking <Next>, you will go to the parameter settings page of the selected response policy,
where you can configure the mapped device and options related to the response action, as shown
in the figure below.



Coordinated Response X

UnclassifiedServersIPRange (2.1.1.93)

P Threat Scan - Predefined

* Device: © sangfor Endpoint Secure

Sangfor Endpoint Secure (SASE)

Sangfor Endpoint Secure is not configured on the System = Response Apps page. Settings

*Call Device IP: v

*Scan Method: © Quick Scan Full Scan

“Fixing Method: O Auto lsolate Report but Not Isclate

Fix Threats: If malicious files of high severity are found: Isclate -
If malicious files of medium severity are found: Isclate -
If malicious files of low severity are found: Isolate -
If unknown malicious files are found: lanore hd

Previous Close

After you click <Execute>, the response action starts to be executed. The system prompts the
message of <Executed> at the top of the page after the execution is completed.

(& NovaCommand Home  Response etectio sse olistic 2 0 .mn

Response

B Risky Assets

© Security Incidents

Risky Assets

e 30 days E c

On the [Response/Response History/Auto Response History] page, you can view the response
history, including the status, result, policy, and other related information, as shown in the figure

pans =
ey A v - ecurity Alert viratrd Acticr
ik
Ko, R Py [ Foly Tyoe Soptcation Seuriy incdeats Bl Teve Eearuned By Evaumon ftene Coodspmd bt Ramas Dysrarioa
- Alots Towsan Scan - Preda.. 2108 Sultin Seratwgy Snglor fndeired.. e il Lnk G 0080528 vE00 [ Ot @

GoldenEye Traceback

Channel 1

On the [Response/Risky Assets], you can click <GoldenEye Traceback> on the details page of a risk
to go to the GoldenEye Details page where the following tabs are displayed: Access, Asset Details,
Security Incidents, Security Alerts, Traffic, Access Profile, Entry Point, and Traceback, as shown in
the figure below.


af://n339
af://n340

€ Risk Details

A UnclassifiedServersiPRange (2.1.1.114)
Endpoint Secure: @) Not installed  Risk Level: Compromised Type: Server | Status: Pending

+ Timeline + Stages of Attack

Compromised

" 13 @
Low
Normal Weaknesses Reconnaissance
02-26 02-25 03-02 03-04 03-05 03-05 03-10 03-12 03-14 03-16 03-15 03-20 03-22 03-24 03-26

Incidents
i Export
No.  Threat Direction Severity Attack Stage Detected By
1 Custom threat intelligence indicators are hit. Destination & Medium @ Cac SipDataPlatform(10.222.2.122)

GoldenEye Details

1P/Domain/URL/Port v 211m1e
211114 8
Risk Level: 4k Compromised Risk Details Asset Group: UnclassifiedServersiPRange Owner: Not specified Open Ports: 0
Host Name: Not specified Email Address: Not specified Asset Type: Server
Access  AssetDefals  Securly Incidents  SecurtyAles  Trafic  AccessProfile  Entiy Point  Traceback
2 Export
No.  Threat Direction Severity Attack Stage Detected By
1 Custom threat intelligence indicators are hit. Destination S Medium i@ Cac SipDataPlatform(10.222.2.122)

Fields:

Exploitation

Last Detected

2023-03-20 17:47:39

2023-02-20 00:00:00 - 2023-03-21 23:50:59

Last Detected

2023-03-20 17:47:39

Last 30 days

Coordinated Response | INCREEISERIEE=R IR

e

cac Propagation

- O

Impact

Threat

O

Status Operation

Pending S -

Threat

[}

Status Operation

Pending S -

|

PerPage | 10 v

Access: It displays access information such as the access type and direction in table or topological

graph mode, as shown in the figure below.

Last 30 days

2 DstPort: All

1p/Domain/URL/Port AJERERE

1118 B

Risk Level: £\ Compromised Risk Details Asset Group: Asset2 Owner: Open Ports: 1

Hst Name: Email Address: 13423565352/abc2@qg.com Asset Type: Active Directory

Access  AssetDefalls  Securityincidenis  SecurityAle's  Trafic  AccessProfile  EniryPoint  Traceback
Mode: Topological Graph Table
Access Type: Al Secure Suspicious Direction: | Laterally Active (5) Laterally Passive (5] Outbound (18 Inbound (9) Display: 1
Servers Hosts other endpoint is also risky, special attention should be drawn.
erGroup? (31.1.1)
10.222567er8 (1.1.1.8)

UsgrGroupl (3.1.1.2)

Assetl (1113) =)

&

Search

~  Application: All -

f lateral access exists between this risky endpoint and other internal endpoints, virus may spread and user credential or data theft may accur. If the

In two-level display mode, you can drill down to level 2 access to display a more complete access

topology, as shown in the figure below.

Access Asset Details Security Incidents Security Alerts Traffic Access Profile Entry Point Traceback
Servers Hosts other endpoint is also risky, special attention should be drawn.
iz O
3.1.1.58)terminal57 (3.1.1 51:)
831054 € 31152)
TC1(3.1.1.56) TB1(3.1.1.60)
UserGroup (21.1.1)
Tce1rE ME@ (=)
e @) Aé & !1.1.1.24)6
Assetd (11.118) Assets (1111 Zé
TB1(3.1.1.59)
Ao 11119 Qe = Assets (1.1.1.30)
Assetd (1.1.1.19) e
Ta (3.11.69) ARIPEE (10222472 Assetl (1113)  pgemts (11:1.27)
Te (3.1.167)

14 ! server8 (1.1.1.8) Asset3 (1.1.1.23)

(=4
(=}

UserGrotpt (3.1.2)
Asset3 (1.11.11) PIRN2

o
P ﬂ.?m Qs;etﬁ (1:1.1.28) Aﬂﬁ (1.1.1.25)
(=2 Q s

Assetd (1.1.1.16)
Th (3.1.161)

UserGroup5 (3.1.1 ze

Te (3ehed1 (1.1.1.81)

% o

Asset2 (1.1.15)
3.1.1.64)
Asset] (1.1.14)
Asset1 (1/1119)
Asset3 (1.1.1.15)

f lateral access exists between this risky endpoint and other internal endpoints, virus may spread and user credential or data theft may occur. If the

— Attack s
— Suspicious 72
— Seaure 82

— Connected



The description of each line or sign is given on the bottom right of the page, as shown in the

figure below.

— Attack 5
— Suspicious 72
— Secure g2
— Connected

==+ Unknown

6 Server
9 Host

Asset Details: It displays the details of risky assets, as shown in the figure below. Information on
this tab is the same as asset details in the Assets module.

1P/Domain/URL/Port -

1118 8
Risk Level: A Compromised Risk Details

Host Name:

Access  AssetDefalls  Security Incidents
Basics OpenPorts  Account  Application
Basics I Collapse
Virtual Machine
- B sasics

Asset Name :
MAC Address

External Domain Name
Asset Group

Type

05 Type:

Vendor :

Last Discovered:
Approval Time:

Remarks

~ B virtual Machine ©

Name

o

Status:

1118

Asset Group: Asset2 Owner. Open Ports: 1

Email Address: Asset Type: Active Directory

Security Alerts  Traffic Access Profile EnfryPoint  Traceback

Hardware ~ Detected By
server8 1P Address
cciceiceiceiesiOB Hostname
Asset Owner
Asset2 Criticality
Active Directory Tags
VMware 05 Details

First Discovered:

2023-03-20 17:46:51 Approval Status:

Type:

08 Type:

Last 30 days

118

Noncritical

123

2023-03-17 003113

Manual Approval Not Required

Security Incidents: It displays the security incidents associated with an asset, as shown

figure below.

1P/Domain/URL/Port AERE!

1118 B
Risk Level: 4k Compromised Risk Details

Host Name:

Access  AssetDetalls  Securlly Incidents
2 Exort

No.  Threat
1 Custom threat intelligence indicators are hit.
2 Custom threat intelligence indicators are hit.
3 Threatindicator match (CryptoSink mining)
4 Threatindicator match (ProtonMiner mining)
5 Infected with a mining virus
6 Infected with ransomware
7 Communication via ngrok

8  Cobalt Strike backdoor

9 Threatindicator match (WannaMine4.0 mining)

1.8

Asset Group: Asset2 Owner. Open Ports: 1

Email Address: 13423565352/abc2@qg.com Asset Type: Active Directory

Security Alerts Traffic Access Profile Entry Point Traceback

Direction Severity Attack Stage Detected By

Destination @ High & cac SipDataPlatform(10.222.2.122)
Destination S Low & cac SipDataPlatform(10.222.2.122)
Destination @ High & cac SipDataPlatform(10.222.2.122)
Destination @ High & cac SipDataPlatform(10.222.2.122)
Destination O High © Impact SipDataPlatform(10.2222122)
Source @ High @ Propagation SipDataPlatform(10.222.2.122)
Destination @ High & cac SipDataPlatform(10.222.2.122)
Destination @ High @ CaC SipDataPlatform(10.222.2.122)
Destination S High & cac SipDataPlatform(10.2222122)

Last 30 days

Last Detected Status
2023-03-20 17:47:39 Pending
2023-03-20 17:47:39 Pending
20230317 013419 Pending
20230317 013419 Pending
2023-03-17 011823 Pending
20230317 011823 Pending
2023-03-17 01:1800 Pending
2023-03-17 01:17:36 Pending
20230317 011736 Pending

9inall

in

Threat

the

Operation

2 -

LN R TR VAR IR IR I ]

PerPage | 10~

Security Alerts: It displays the security alerts associated with an asset, as shown in the figure

below.



1118 8

Risk Level: Ak Compromised Risk Details Asset Group: Asset2 Owner: Open Ports: 1
Host Name: Email Address: 13423565352/abc2@qq.com e: Active Directory
Access  AsselDefalls  Security Incidents  SecurityAles  Trafic  AccessProfle  EniryPoint  Traceback
& Export Include Noncompliant Code Alerts

No.  Threat Confidence Severity Attacker IP Attack Stage Target IP Sensor Device Last Detected Status Operation
1 Custom threat intelligence indicators are .. @ Low QLow 55.55.55.55(United Sta.. C&C 1118 SipDataPlatform(10.222.2.122) 2023-03-2017:47:39  Pending S|
2 Custom threat intelligence indicators are .. @ Low O High 55.55.55.55(United Sta.. i CBIC 1118 SipDataPlatform(10.222.2.122) 2023-03-2017:47:3¢  Pending e

3 (MS17-010)Microsoft Windows SMB Serv... @ Low @ High 1118 @ Propagation 1444 SipDataPlatform(10.222.2.122) 2023-03-2017:46:00  Pending El

4 Threatindicator match (ProtonMiner mini.. & Low O High & Cac 1118 SipDataPlatform(10.222.2.122) 2023-03-1701:3419  Pending 2| -

5 Threatindicator match (CryptoSink mining) & Low O High B Cac 1118 SipDataPlatform(10.222.2.122) 2023-03-1701:3419  Pending Bl

6  FTP server weak password @ Low @ High 55.55.55.55(United Sta..  J Weaknesses 1118 SipDataPlatform(10.222.2.122) 2023-03-1701:33:39  Pending 2| -

Traffic: It displays the statistics on traffic in three directions: lateral, outbound, and inbound.

Information such as rates, top 5 applications, application traffic, top 5 protocols, and protocol
traffic is collected, as shown in the figure below.

Access Asset Details Security Incidents Security Alerts Traffic Access Profile Entry Point Traceback

Direction: Lateral Outbound Inbound

+ Realtime Monitoring

Rates -
Me/s
0015
oo
0005
0
2023-02-26 2023-03-02 2023-03-06 2023-03-10 2023-03-15 2023-05-19 2023-03-23 2023-05-2
— Outbound  — Inbound
+ ApplicationTraffic Top 5 Application ~» ProtocolTraffic Top5Protocel  ~
MB MB
00s o1
005 0.075
004 005
002 0.025
3 3
20230226 2023-03-02 2023-03-06  2023-03-10 2023-03-15 20230319 2023-03-23 202370 2023-02-26 20230302 2025-03-06 20230310 2023-03-15  2023-03-19  2023-03-23 20230

— Unknown Unknawn Unknown  — Unknown  — Unknown —TcP@n TCP 25) TCP (443)

Access Profile: It displays the profile of lateral access (destination), lateral access (source),
outbound access, and inbound access from the following aspects: traffic trend, access trend,

access periods, usual source subnets, source endpoints, top 5 applications, and top 5 destination
ports, as shown in the figure below.

Access Asset Details Security Incidents Security Alerts Traffic Access Profile Entry Point Traceback
Direction: | Lateral Access (dst) Lateral Access (src) Outbound Access inbound Access @ Only 30 days of UEBA data is shown.
Traffic Trend BaselineOnly ¥ ByTrend ~ (@  Access Trend Baseline Only By Trend  ~ @
5
a0k 1500
1000
7o
s00
- . -
0226 0303 0308 0313 0318 0323 0226 0303 o308 a1 0318 0323
saseline saseline
Access Periods o)
03-21
03-22
03-23
03-24
03-25
03-26
03-27
00:00 04:00 08:00 12:00 16:00 20:00 24:00



Source Endpoints View More »

A total of 10 internal endpoints accessed this server. 0 of those had an access count below the threshold (2%). Top 0 endpoints with the fewest
connections:

No. Source Endpoints Connections

Percent
1 1117 100 11.8%
2 1.1.1.8 100 11.8%
3 1.1.1.10 52 6.2% W
4 1.1.1.9 52 6.2% W
5 11111 40 47% @
Top 5 Apps Top 5 st Ports

o) -422) o 1¢482) P

606) 21 346)

76)

o

Entry Point: It provides a summary of attacks against an endpoint and suggestions for tracing.
The attack history is shown on a timeline where entry points are visualized. You can click a date
on the timeline to locate the risk description on the right, as shown in the figure below.

Access Asset Details Securiy Incidents Security Alerts Traffic Access Profile Entry Point Traceback

« Traceback

Last 30 Days

.
today: Communicati
55.55.55.55 (United States) started < ction against the host, 1 type(s) of attacks, total 12, and the host itself
(Inbound Attack) 1109601 (Beijing) started Syt against the host, 1 type(s) of attacks, total 4 , and the host itself e
(Inbound Attack ) 55.55.55.55 (United States) started oloit against the host, 5 type(s) of attacks, total 34
(Inbound Attack ) 219.137.100.5 (Guangdang) started oloit against the host, 4 type(s) of attacks, total 28
(Inbound Attack ) 223.144.0.1 (Hunan) started Web Compo oloit against the host. 3 type(s) of attacks, total 24 ~ Bxpand
(Inbound Attack ) 55.55.55.55 (United States) started SO Injection . System Co on against the host, 2 type(s) of attacks, total 400, and the host itseff exist SOL Injection . 0S Command Inject
55.55.55.55 (United States) Itis suspected that through htt <angforcom/autatest fop against the host, 1 pages to uploaded Webshell, and attacked 220
(Inbound )1312.0.1 (italy) This host suffered 000), outbound traffic 195.31KB., inbound traffic 195.31KE , access duration 666hour
55.55.55.55 (United States) started Directory T
. Explo it against the host, 8 type(s) of attacks, total 980

Traceback: It displays the attack network in a topological graph or table. The number at the top
of Direct Sources represents the number of first-level attackers who launch attacks against an
asset. The number at the top of indirect sources represents the number of second-level attackers.

Both first-level and second-level attacks are further classified into LAN and WAN attacks, as shown
in the figure below.

Access Asset Details Security Incidents Security Alerts Traffic Access Profile Entry Point Traceback
Mode: Topological Graph Table Al Attacks -
Direct Sources LAN WAN Indirect Sources LAN WAN
©2 iz (14.1.12)
Assetd (1.1.1.17) o e
e v :\a@ds eeeee 1
S8 A1)
o (1118) A& 2001 0"
£ Useroroupt (.1 iclssifiedgnsshiy 1.1
Asset? (111.1.3) - .
ssetd (1.11.16) 110.960.1 Bejingie_ g, Vesreroup? B-1.14)
16113201 (Peru)
Asset3 (111 ‘SJOamavmos (GuengAssetl (10 ([ semer 73 (11173
Asset2 (111.12) (Maloysia
N TALIZET (Malay ssets(1.11.27)
223.144.0.1 (Hunan, @ e
55,855.54 (United..55.55,55.55 (United .. Q/ server77 (10.1.77)
% e Assetl (1115)
A TN Grovp et 1 1.
N ) <2rGroup
PARIPEE (10.222472) setver72 (11.1.72)
+ ‘ )
561.112.1 (reland) hssets (11129 (@) =@ 11179
- v @ (M UserGroud 129 a.

Note:



The GlodenEye Details page displayed when a LAN IP address is entered for search is different
from that displayed when a WAN IP is entered for search. The following figure shows the page for
LAN IP addresses.

GoldenEye Details

1P/Domain/URL/Port ARREEE] 2023-02-2100:0000 - 2023-03-22 2358:59
11118
Risk Level: Ak Compromised Risk Details Asset Group: Asset] Owner: Not specified Open Ports: 0
Host Name: Not specified Email Address: Not specified Asset Type: Server

Access  AssetDefals  SecurilyIncidents  SecurtyAlerts  Trafic  AccessProfle  EniryPoint  Traceback

Mode: Topological Graph Table

Access Type: Al Secure Suspicious Direction: Laterally Active (71) Laterally Passive (27)  Outbound (20) | Inbound (12) Display: 1 2 DstPort: Al v Application: Al -

71

Servers

0

Hosts

Iflateral access exists between this risky endpoint and other internal endpoints, virus may spread and user credential or data theft may occur. If the

other endpoint is also risky, special attention should be drawn.

The following figure shows the page for WAN IP addresses.

1P/Domain/URL/Port

3.1.1.46(Singapore) B
IR

© ' Last Detected: -

+ Access Map

Mode: Topological Graph

Access Type: Secure Access.

|P  External P Address

Table

First Detected: -

Suspicious Access

AEERRFT

Direction: | Qutbound Access (0

Inbound Access (0)

DstType: | All -

2023-03-17 00:00:00 - 2023-03-23 23:59:59

DstPort: Al -

‘

Application: | Al

Date Occurred

You can also access GoldenEye Traceback in other ways.

Channel 2

= I

— Successful

BB Asset A O

On the [Home/Overview] page, you can search for assets by IP address, domain name, URL, or
port in the GoldenEye Traceback module to access GoldenEye Traceback, as shown in the figure

below.

Overview ATT&CK Capabilties

Service Time

mmuﬂ days

Channel 3

Pending Risks

m 3978

Security Alerts

Triage

v

GoldenEye Traceback &

49 o

1P/Domain/URL/Port -
Security Incidents

1P/Domain/URL/Port

Sre/Dst

You can access GoldenEye Traceback by clicking the shortcut menu icon in the bottom left corner

of the page.

Response

B Risky Assets o

© Security Incidents

Select

© Security Alerts

O Auto Response

Response History

Status:

Risky Assets

Risk Level:

v | | select v | | select

Al Risky Assets

Al

Host

o

Endpoint Secure:

Period:
v Lest30days

My Concerns ¥

m‘

1P, IP range, tag, hostname:

B B
New Today Compromised Assets al Assets [I— EtemalBlue

=

B 2 Export ~ £x Auto Fix
MNo. Hostname. Type Risk Level © Security Incidents Last Detected Endpoint Secure Status Operation
UnclassifiedServersiPRange (2.11.93) == = Pend
erver Compromised | SREY-webshel Ef& 03.20 1747 o installe ending
1 i s A comp 20230320 17:4739 @ Not installed S
UndlassifiedServersiPRange (2.1.1.114) ey
2 § e 2 Server A Compromised | EEL-XMUIESIEN 2023-03-2017:4739 @ Not installed Pending 2 -
UndlassifiedServersiPRange
UnclassifiedServersiPRange (2.11.122) — ==
erver ompromised | SE-JavaScriptiRESEA 0320 1747: ot instlle endin -
3 UnclassifiedServersiPRange B A compromised | ZEL Pt 2023:03-20 174739 @ Not installed Pending =
UnclassifiedServersiPRange (2.1.1.120) = =
erver ‘ompromisec EEL-PythonREFEN -03-; 247 ot installe endin -
3 UnclassifiedServersiPRange B A Compromised | EEYPython ) 2023-03-20 174739 @ Not installed Pending =
UnclassifiedServersiPRange (2.1.1.97) T
5 UndlassifiedServersiPRange Server A Compromised | SEV-EFER 2023-03-2017:47:39 @ Not installed Pending 2 -
UnclassifiedServersIPRange (2.1.1.89) [
5 ! SR Server A Compromised | SEUEE 2023:03-20 174739 @) Not installed Pending 2|
UndlassifiedServersiPRange
UnclassifiedServersiPRange (2.1.1.96) o e
Shortcut Menu ® 7 iy 9° ¢ ) Server A Compromised | ERV-EFEH 2023-03-20 17:47:30 (@) Not installed Pending 2 -
UndlassifiedServersiPRange
P ———
8 § e Server A Compromised | BENXSSEE 2023-08-20 17:47:30 @ Not installed Pending & -
. UndlassifiedServersIPRange
UnclassifiedServersiPRange (211,65 T
GoldenEye Traceback 9 ¥ 9° ) Server A Compromised | EEN-AREERS 2023-03-2017:47:30 @ Not installed Pending 2 -
UndlassifiedServersIPRange
UndlassifiedServersiPRange (2.1.1.104) =
§ erver Compromised | EENXSSKE 0320 1747: ot instlle endin -
° 10 UnclassifiedServersiPRange s A pr 2023-03-2017:47:39 @ Not installed Pending =
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Risky Users

On the Risky Users page, security incidents are displayed by endpoint name or username. This
module is available only when Nova Command is integrated with Internet Access Gateway (IAG),
IDTrust, SSL VPN, Sundray NAC, and Dr.COM, and is not displayed by default.

Source of Risky Users

On the [Response/Risky Users] page, you can click <Settings> to specify the user view, which can
be the endpoint name or username. Users can be synchronized from [Sundray NAC], [IAG], [VPN],
[IDTrust], and [Dr.COM], as shown in the figure below.

Display Options

Display Name (@: © Hostname ! Username ()
Excluded MAC Addresses (3):
@ New i Delete
O No.  Excluded MAC Addresses Operation

No data available.

wa <l

Risky User Viewing

The page of risky users is refreshed every three minutes. You can select another interval from the
drop-down list, as shown in the figure below.

// picture

Scenarios of risky users are [All] (default) and [New Today]. If you are concerned about only risky
users added today, you can select the [New Today] scenario. The period is set in days and can be
30 days at most, as shown in the figure below.

// picture

Summary

Risky users are classified into normal users, high-risk users, and severe users. Asset groups with
high-risk and severe users are marked in red. You can filter and export risky users by user type, as
shown in the figure below.

// picture


af://n384
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Details

In the risky user list, risky users are displayed by endpoint name, real-time IP address, asset
group, risk level, security incident, and when the incident was last detected, as shown in the figure
below.

// picture

Note:

<Severe User: >A host asset associated with the user has been attacked or has security incidents
that caused it to become compromised, such as remote access, lateral attacks, and APT. This
asset has been or is about to be controlled and requires immediate attention.

High-risk User: A host asset associated with the user has been infected or is propagating a virus.
This asset is at risk of being leveraged by an attacker and requires immediate attention.

When you select several risky users on the page, you can click <Export> to export them in XLSX
format to local, as shown in the figure below.

// picture

You can click a specific risky user to drill down to its details page where you can see user
information such as the risk level, asset group, and user source, as shown in the figure below.

// picture

You can view the risk level trend of each risky user. The default period is seven days, as shown in
the figure below.

// picture

Risky users are displayed by incident. Based on security alerts, security incidents are mapped in
various dimensions of the built-in algorithm, as shown in the figure below.

// picture

Incidents

Incidents

On the Incidents page, by clicking the <Threat> field, you can drill down to the forensics and view
the incident details such as the alert summary, threat analysis, hit rules, attacker analysis, and
response recommendations, as shown in the figure below.

// picture
// picture

On the [Threats] tab, attack targets, alert quantity, alert details, and original logs are displayed, as
shown in the figure below.

// picture

You can scroll up and down in the [Details] section to view the data packet information, as shown
in the figure below.

// picture
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Hit rules

You can view the list of rules related to the event. Information such as the rule ID, rule name,
detection engine, threat type, severity, and ATT&CK attack technique is displayed in the list, as
shown in the figure below.

// picture

You can click a rule ID to go to [System/Security Capabilities/Detection Engines]. On the page that
appears, you can view or edit the rule details, as shown in the figure below.

// picture
Attacker analysis

You can view the attacker IP address, region, attack count, attackers on the same subnet, target IP
addresses, first attack time, last attack time, lockout status, and intelligence, as shown in the
figure below.

// picture

You can click <Lockout> or the <// picture> icon in the [Operation] column to select the configured
Next Generation Application Firewall (NGAF) for performing correlated block, as shown in the
figure below.

// picture

You can click the <// picture> icon in the [Operation] column to view the threat intelligence or
attacker profile, as shown in the figure below.

// picture

You can click the value in the "Attackers on the Same Subnet" or "Target IPs" column to view the
attacker IP addresses or target IP addresses, as shown in the figure below.

// picture
// picture

If a lot of attacker IP addresses are associated with the event, you can click <Export> to export the
attacker IP list in XLSX format.

Recommendations

Troubleshooting suggestions, fixing suggestions, and daily maintenance suggestions are provided
based on the background and impact of the event, as shown in the figure below.

// picture

Response to Risky Users

Coordinated response

On the [Response/Risky Users] page, you can view the risky user list. By clicking a specific user,
you can drill down to the user details page where you can view associated security incidents. By
clicking the "// picture" icon of each incident, you can respond to the risky user according to its
associated source, as shown in the figure below.

// picture

// picture
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The Coordinated Response dialogue box appears. You can view available response policies by
selecting Event or Alert from the drop-down list at the top. The platform provides some
predefined policies, such as Threat Scan, Block Domain Name/URL, VM Suspend, Snapshot, VM
Add, VM Shutdown, Block Endpoint, Account Lockout, Browsing Risk Notification, Endpoint
Lockout, and Access Control. You can also clone or customize policies. The following figure shows
the predefined threat scan policy.

// picture

By clicking <Next>, you will go to the parameter settings page of the selected response policy,
where you can configure the mapped device and options related to the response action, as shown
in the figure below.

// picture

After you click <Execute>, the response action starts to be executed. The system prompts the
message of <Executed> at the top of the page after the execution is completed.

// picture

On the [Response/Response History/Auto Response History] page, you can view the response
history, including the status, result, policy, and other related information, as shown in the figure
below.

// picture
Manual operation

Besides coordinated response, you can also make manual responses to risky users. After manual
response, the status of the risky users will change. Then you can select a risky user to drill down
to the user details page, as shown in the figure below.

// picture

When you click the
"// picture" icon in the [Operation] column, you can see three options: [Mark as Fixed], [Mark as
Fixing], and [Suspend], as shown in the figure below.

// picture
// picture

Mark as Fixed: It means the risk of this asset is fixed. You can add remarks and upload images
for future tracing.

Mark as Fixing: It means the risk of this asset is being fixed and still requires attention.

Suspend: It means that you have known the risk of this asset and will fix it later.

Security Incidents

The [Security Incidents] page provides the search, statistics, traceback, and forensics of security
events and security alerts. This function is used frequently in security operations and receives a
lot of attention. It includes two sublevels, namely security events and security alerts. A security
event is the result of a security alert. When an endpoint is infected by malicious files or viruses or
is controlled by attackers, a security event, such as C&C, backdoor, channel communication,
brute-force attack on LAN, remote task execution, and virus infection, is generated from the
corresponding security alert.
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Security Incidents

Incident Filtering

On the [Response/Security Events/Security Incidents] page, you can view the distribution of
security events and filter them by the following criteria, as shown in the figure below.

Response = . .
P Security Incidents
Risky Assets
& Risky Asset Group Q| € sty Type: Severity Attack Stage: Threat Type: Period: 1P, IP range, description, hostname:
Pending |+ Select v select v [Select - [ select - Last30days E] [ sean Q]
@ Security Incidents G-l
LA L] Incidents (49 in Total)
© Security Alerts
Stages of Attack
O Auto Response
(8 Response History 13 @ > ) °
Weaknesses Reconnaissance Exploitation cac Propagation Impact
2 Export
ifiedServersiPRang
Filter: | Status: Pending X Clear Filter
No.  Threat Risky Assets  Severity Attack Stage Threat Type. Last Detected Status Operation
AAAAAAAA/ 1 83 @ High © Impact Cryptominins g 2023-03-20 17:46:00 Pending & -
2 60 @ High & Cac Cryptominins g 2023-03-17 01:34:19 Pending 2 -
3 56 @ High & Cac Proxy Tools 2023-03-17 01:18:00 Pending & -
4 41 QHigh i@ cac Cobaltstrike 2023-03-17 01:17:36 Pending &
H 36 @ High @ Propagation Ransomuare 2023-03-17 01:18:23 Pending & -
6 22 QHigh i@ cac UDP flood 2023-03-20 17:47:39 Pending &
7 20 @ High & Cac Cryptominins g 2023-03-17 01:34:19 Pending & -
8 18 @ High & Cac Cryptominins g 2023-03-17 01:34:19 Pending 2 -
P 9 16 @ High @ cac Cryptomining g 2023-03-17 01:34119 Pending 2 -
o 0 15 @High @ cac Coptomining 20230317 013419 Pending 2
st thrast intallinanca indicatore ara hit 15 ik = cac 70 i n22.02.0 174730 Dancline ol

Parameters:
Status: Includes All, Pending, Suspended, Fixing, and Fixed.
<Type>: Includes All, Server, and Host.

<Severity>: Includes All, High, Medium, and Low. The event severity is evaluated based on its
impact scope and depth.

Attack Stage: Includes All, Weakness, Reconnaissance, Exploitation, C&C, Propagation, and
Impact. The stage of a security event is determined based on the standard attack chain model of
the industry.

Threat Type: A threat can be classified into three levels. You can filter events by the detailed
threat type or keyword of the threat type for fuzzy search, as shown in the figure below.
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| Select - Last 30 days

virus| x

EHET AN
(=] Email Attack
(= Virus-attached Email

Virus-Attached SMTP Email
Virus-Attached POP3 Email
Virus-Attached IMAP Email
Other Virus-Attached Email

(=] Maliciaus File Infection

Infectious Virus

l p PN Y T B Y

<Period>: You can search for security events by time period, including last 30 days, last 7 days,
last 24 hours, and custom. To search for security events that occurred 30 days ago, you can select
custom, as shown in the figure below.

* | | Select v | Select v | | Select v Select v Last 30 days
Last 30 days

€« < 2023 Feb »o» 2023  Mar > @ Last 7 days
Last 24 hours

Sun Mon Tue Wed Thu Fri  Sat Sun Mon Tue Wed Thu Fri  Sat

1 2 3 4 1 2 & 4
5 & 7 B 9 0 N 5 & 7 =3 9 10 1N
12 13 14 15 16 17 18 12 13 14 15 16 17 18
19 20 @ 22 23 24 25 19 20 21 22 @ 24 25
26 27 28 260 27 28 29 30 N

Search: You can search for security events by IP, IP range, description, asset group, and endpoint
name.

Incident Statistics

In the middle of the [Response/Security Events/Security Incidents] page, you can view the event
statistics, which are classified into several parts, including weakness, reconnaissance, exploitation,
C&C, propagation, and impact, according to the event attribute. Each part has its quantitative
statistics, and the sum of events of each part is the same as that of all events, as shown in the

figure below.
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Incidents (49 in Total)

Stages of Attack

. - i) G 0
13 @ > e 0]
Weaknesses Reconnaissance Exploitation C&C Propagation Impact

Incident Viewing

You can use the above conditions to search for specific security events and view the event details.
Each event in the event list includes the content of the threat, incident attribute, risky assets,
confidence, severity, tag, attack stage, threat type, engine, last detected time, status, and
operation, as shown in the figure below.

No.  Threat Risky Assets  Severity Attack Stage Threat Type Last Detected Status Operation
1 Infected with a mining virus 83 @ High © Impact Cryptamining 2023-03-20 17:46:09 Pending S| -
2 Threat indicator match (WannaMined.0 mi... 60 @ High & Cac Cryptomining 2023-03-17 01:34:19 Pending 2| -
3 Communication via ngrok s6 @ High & Cac Proxy Tools 2023-03-17 01:18:00 Pending 2| -
4 Cobalt Strike backdoor 421 @ High & Cac Cobaltstrike 2023-03-17 01:17:36 Pending 2| -
5 Infected with ransomware 36 @ High @ Propagation Ransomware 2023-03-17 01:18:23 Pending 2| -
| 6  Custom threat intelligence indicators are hit. 22 @ High & Cac uDP flood 2023-03-20 17:47:39 Pending 2| -
7 Threat indicator match (ProtonMiner mining) 20 @ High & Cac Cryptomining 2023-03-17 01:34:19 Pending 2| -
8  Threat indicator match (NSISMiner mining) 18 @ High & Cac Cryptomining 2023-03-17 01:34:19 Pending 2| -
9 Threat indicator match (Eop-PowerShell Cra.. 16 @ High & Cac Cryptomining 2023-03-17 01:34:19 Pending 2| -
10 Threat indicator match (Anonym mining) 15 @ High & Cac Cryptomining 2023-03-17 01:34:19 Pending 2| -
11 Custom threat intelligence indicators are hit. 13 @ High & Cac Tep flood 2023-03-20 17:47:39 Pending 2| -
12 Access to malicious domain name (wanna... 1 @ High & Cac Cryptomining 2023-03-17 01:34:19 Pending 2| -
13 Access to malicious domain name (bitcoin.. 1 @ High & Cac Cryptomining 2023-03-17 01:34:19 Pending 2| -
14 Threat indicator match (Fsysna mining) 10 @ High & Cac Cryptomining 2023-03-17 01:34:19 Pending 2| -
Parameters:

Risky Assets: The number of risky assets associated with the security event. You can click the
event to go to the [Incident Details] page, where you can select [Risky Assets] to view the number
of risky assets, as shown in the figures below.

No.  Threat Risky Assets  Severity Attack Stage Threat Type Last Detected Status Operation
1 Infected with a mining virus @ High @ Impact Cryptomining 2023-03-20 17:46:09 Pending 2 |
2 Threat indicator match (WannaMine4.0 mi... 60 @ High B cac Cryptomining 2023-03-17 01:34:19 Pending & |-
3 Communication via ngrok 56 @ High @ cac Broxy Tools 2023-03-17 01:18:00 Pending &
Incident Details b

@ Infected with a mining virus &

L . . Mark as Fixed
Status: Pending Threat Type: Cryptomining Severity: @ High _

Detected By: SipDataPlatform(10.222.2.12... Attack Stage: ® Impact Incident ID: 117830003
Threats Hit Rules Attacker Analysis Risky Assets Recommendations
&2 Export All Statuses M
No.  Risky Assets Type Threat Detections  Last Detected Status Operation

UnclassifiedServersiPRange (2.1.1.4)

1 Server 2 2023-03-20 17:45:09 Pending
UnclassifiedServersIPRange - E
Asset] (11.1.1)
2 S Y Server 28 2023-03-20 17:46:09 Pending B -
Assetl
UnclassifiedServersiPRange (2.1.1.6
3 nelassifiedServers|PRange (2.1.1.6) Server 2 2023-03-20 17:46:09 Pending B

UnclassifiedServersIPRange

Status: Includes Pending, Fixing, and Suspended.

<Last Detected: >The last time when the event was detected, as shown in the figure below.
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[- ] MNo.  Threat Risky Assets  Sewerity Attack Stage Threat Type Last Detected Status QOperation
1 Infected with a mining virus 83 @ High © Impact Cryptomining 2023-03-20 17:46:09 Pending & |
2 Threat indicator match (WannaMined.0 mi.. 60 D High & C&C Cryptomining 2023-03-17 01:34:18 Pending =
3 Communication via ngrok s6 @ High & Cac Proxy Tools 2023-03-17 01:18:00 Pending S| -
4 Cobalt Strike backdoor a1 @High & Cac CobaltStrike 2023-03-17 01:17:36 Pending =

Engine: The built-in engine that detects the event, as shown in the figure below.

B No.  Threat Risky Assets  Severity Attack Stage Threat Type Last Detected Status Operation
1 Infected with a mining virus 83 @High © Impact Cryptomining 2023-03-20 17:46:09 Pending a® ||
2 Threat indicator match (WannaMined.0 mi. 60 @ High & Cac Cryptomining 2023-03-17 01:34:19 Pending & -
3 Communication via ngrok 56 @ High & Cac Proxy Tools 2023-03-17 01:18:00 Pending & -
4 Cobalt Strike backdoor 41 Q@ High & Cac CobaltStrike 2023-03-17 01:17:36 Pending & -
5 Infected with ransomware 36 @ High @ Propagation Ransomware 2023-03-17 01:18:23 Pending & -
| 6 Custom threat intelligence indicators are hit. 22 @ High & Ccac UDP flood 2023-03-20 17:47:39 Pending & -
7 Threatindicator match (ProtonMiner mining) 20 @ High @ Cac Cryptomining 2023-03-17 01:34:19 & -

Status: The security status of the risky asset. When multiple risky assets exist and are all fixed,
[Fixed] will be displayed. When one or more risky assets are pending, [Pending] will be displayed,
as shown in the figure below.

No.  Threat Risky Assets  Sewerity Attack Stage Threat Type Last Detected Status Operation
1 Infected with a mining virus 83 @ High @ Impact Cryptomining 2023-03-20 17:46:08 Fixed 28
2 Threatindicator match (WannaMine4.0 mi. 60 @ High & cac Cryptomining 2023-03-17 01:3419 Fixed = |
3 Communication via ngrok 56 @ High B Cac Proxy Tools 2023-03-17 01:18:00 Pending 2 -
4 Cobalt Strike backdoor 41 @ High & cac CobaltStrike 2023-03-17 01:17:36 Fixed = B
5 Infected with ransomware 36 @ High @ Propagation Ransomuware 2023-03-17 01:18:23 Pending &
6 Custom threat intelligence indicators are hit. 22§ High B cac UDP flood 2023-03-20 17:47:39 Pending | -

Incident Details

You can select a security event to go to the [Incident Details] page, where you can view the event
overview, threat analysis, hit rules, attacker analysis, risky assets, and recommendations, as
shown in the figure below.

Incident Details x

e Infected with a mining virus B

Status: Fixed Threat Type: Cryptomining Severity: @ High
Detected By: SipDataPlatform(10.222.2.12... Attack Stage: @ Impact Incident ID: 117830003
Threats Hit Rules Attacker Analysis Risky Assets Recommendations
All Targets (83] « .
gets (83) Attacker Victim Attack Result Lsst Detected
Select v
4 55.55.55.54(United States) UnclassifiedServersiPRange (2.1.1.4) Compromised 2023-03-20 17:46:09
UnclassifiedServersiPRa... Details Original Logs
Attacks: 2 Compromised
Last Detected: 2023- # Details
UserGroup (3.1.1.1) @ Access Mining Poal Server
Attacks: B Compromised Protocol: http v
Last Detected: 2023-03-20 17: Victim | Pool |
B 2114 @ Returned Response IP - 55.55.55.54
P :Ir\da;fl-ﬁ;jServers\PRange l;mle:EStates
ort: ort:
Attacks: 28 G SEReY Reoleensd
Last Detected: 2023-03-20 17:46:00 | ©® Submit Task 4

UserGroup2 (31.1.7)

Attacks: 2 e ] + Latest Attack Details

Last Detected: 2023-03-: url www.fyl8.com/guoneixinwen/138845.htm

UnclassifiedServersiPRa... + Timeline | ~
Attacks: 2 Compromised

Last Detected: 2023-03-20 17:46:0

83inall - 2 e A7 2

@
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Incident details

You can view the status, threat type, severity, data source, incident ID, and attack stage of the
incident, as shown in the figure below.

Infected with a mining virus B
Status: Fixed Threat Type: Cryptomining Severity: 9 High
Detected By: SipDataPlatform(10.222.2.12... Attack Stage: @ Impact Incident ID: 117830003

For events marked as fixing or fixed, you can click <Response History> to view the policy
execution history, as shown in the figure below.

Coordinated Response Details

Overview:

2023-03-28 O
18:56:13 ©) Manually Executed Policies: Threat Scan - Predefined Qrailed ® v

You can click ">" to view the policy execution process, as shown in the figure below.

Coordinated Response Details x
Overview:
2023-03-28 Q
18:56:13 o Manually Executed Policies: Threat Scan - Predefined D Failed ® v

Expand  Execution Result

You can click <Expand> to go to the [Response/Response History/Auto Response History] page, as
shown in the figure below.

Response =
Risky Assets  Security Incidents  Security Alerts  Auto Response History  Coordinated Actions
[ Risky Assets .
o Categories || Alstatuses ~ || Asset 1P, policy name, security incident, fixed by Q0
© Security Incidents Filter: | event6422¢7c60a724834161819 against the host, X Clear Filter
No.  Running Poli Asset P Policy Type Application s Incidents  End Time Executed B Execution Status ion Remarks Operation
Security Alerts g Policy y Ty ol ity y P
1 ThreatScan- Prede.. 1.1.1.1,1.1.121.1.0.  Builtin Strategy Sangfor Endpoint ... Incident-Proxy Tools ~ 2023-03-28 18:56:14 admin Driled ® Execute Again

O Auto Response

[E] Response History

You can click the event ID to go to the [System/Security Capabilities] page and view the event
details, as shown in the figure below.

Communication via ngrok B

Mark as Fixed JiE

Status: Pending | Coordination Logs Threat Type: Proxy Tools Severity: @ High
Detected By: SipDataPlatform(10.222.212..  Attack Stage: B C&C Incident ID: 117651001

Threats Hit Rules Attacker Analysis Risky Assets Recommendations
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Engine Type Q €« Q@new-~

B No.  AlertID

[ Intelligence Detect...
1 217651001
Ransomware Intell...
Cryptomining Intel...

Normal Virus Intell...

Custom Threat Int...

Threats

Logc of the routine operation detection mode: Generate security incidents for alerts with high risk and definite threats. You can customize the policy for alert and incident genertion and restore all configurations to defaults.

Restore Defaults

All Alerts | Allincidents ~ | 117651001 xQ
Incident ID Threat Name Severity Threat Type Time Created Status T Security Alerts Security Incidents  Operation
117651001 Communication vi.. @ High Prosy Tosls 2021-11-22 15:10:45 v Enabled Enabled P
Tinall PerPage 20 ¥

On the [Threats] tab, attack targets, alert quantity, alert details, and original logs are displayed, as
shown in the figure below.

Threats Hit Rules Attacker Analysis
All Targets (55) &«
Select - .
terminals7 (3.1.1.57)
Attacks: 3 Attempted
Last Detected: 2023-03-17 01:18:00

Asset1 (1.1.1.1)
Attacks: 3 Attempted

Last Detected: 2023-03-17 01:

8:00

Assetl (1.1.1.2)
Attacks: 3 Attempted

Last Detected: 2023-03-17 01:

8:00

Risky Assets Recommendations

Attacker Victim Attack Result Last Detected

55.55.55.55(United States) terminal57 (3.1.1.57) Attempted 2023-03-17 01:18:00

Details Original Logs
* Details

Vicim —
B 21157 Attack Result: Attemnpted AN 55.35.35.55
TA/TB1/TCT > w United States
Server Port: 56138 Protocol: ngrok Internet  Port: 443

+ Latest Attack Details

tls nameserver tunnelus.ngrokcom

You can scroll up and down in the [Details] section to view the data packet information, as shown

in the figure below.

Threats Hit Rules Attacker Analysis
All Targets (18) «
Select -

server72 (1.1.1.72)
Attacks: 40 Compromised

Last Detected: 2023-03-17 01:3

119

server73 (1.1.173)
Attacks: 40 Compromised

Last Detected: 2023-03-17 01:34:19

server74 (1.1.1.74)
Attacks: 40 Compromised

Last Detected: 2023-03-17 01:34:19

server75 (1.1.175)
Attacks: 40 Compromised

Last Detected: 2023-03-17 01:34:19

server71 (1.1.171)
Attacks: 40 Compromised

Last Detected: 2023-03-17 01:34:19

|-

18in all

Risky Assets Recommendations

Attacker Victim

* LAleat ALLELK LEtans

indicator B js.myking.pw:280/v.sct
rsp_body len 1163
+ Timeline |~

+ Data Packet

Request

Attack Result Last Detected

Golaentye iracenack | Inreat inteingence
req_body._len 0

hitp_status code 404

Code Converter

Response

Request Header
GET/userfiles/photos/smallfimdexasp?article_SUIb2HTTR/1.1
Host: www.gztenon.com

Connection: Keep-Alive

Accept-Encoding: gzip

CF-IPCountry: CN

CF-RAY: 392aa1c640943ef-SZV

CF-Visitor: {"scheme": "http"}

Accept-Language: zh-cn,en-us,zh-tw.en-gb.en;

Accept: */*

User-Agent: Mozilla/5.0(iPhone;U:CPUiPhone034 OlikeMacOSX;en- Response Body

Response Header

HTTP/1.1404NotFound
Content-Type: text/html

Server: IS

X-Powered-By: WAF/2.0

Date: Wed,23Aug201702: 23: 16GMT
Content-Length: 1163

us)AppleWebKit/532.9(KHTML, likeGecko)Version/4.0.5Mobile/8A293Safar

i/6531.22.7
CF-Connecting-IP: 106.11.159.135

Request Body

You can click the <Original Logs> tab to view the logs related to the alerts, as shown in the figure

below.
Threats Hit Rules Attacker Analysis
All Targets (18) «
Select -

server72 (1.1.1.72)
Attacks: 40 Compromised

Last Detected: 2023-03-17 01:34:19

server73 (1.1.1.73)
Attacks: 40 Compromised

Last Detected: 2023-03-17 01:34:19

server74 (1.1.1.74)
Attacks: 40

Compromised

4 555555.55(United States)

Risky Assets Recommendations

Attacker Victim

server72 (1.1.1.72)

Attack Result Last Detected

Compromised 2023-03-17 01:34:19

Details Original Logs

Logs: 44 All Attack Results  * || Src IP/Dst IP Q
No. Time Description RulelD  LogType AttackS.. SrclP Dst IP DstPort  StatusC.. AttackR..
1 2023-03-1701:3419  Threatindicator matc..  140060..  Malicio..  Crypto.. 11172 55555.. 80 - Compr

2 2023-03-1701:3418  Threatindicator matc...  140060...  Malici Crypto.. 11172 55555.. 80 =

3 2023-03-1701:341%  Threatindicator matc...  140060..  Malicio..  Crypte.. 11172 55555.. 80 - Compr
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You can click the content in the "Description" column to view the original log information for
higher judging efficiency, as shown in the figure below.

Log Details 3
&2 Extract Threat Intelligence No.:1 Previous Nex
Srclp: 11172 - ‘ DstIP: 55555555

ttpProts
= SrcPort: 14060 prretese B Dst Port: 80

Data Packet JSON Detection Info
+ Data Packet Code Converte Hex
Request Response
Request Header Response Header
GET/userfiles/photos/small/imdex.asp? HTTP/1.1404NotFound
article SUIb2HTTP/1.1 Content-Type: text/html
Host: www.gztenon.com Server: IIS
Connection: Keep-Alive X-Powered-By: WAF/2.0
Accept-Encoding: gzip Date: Wed,23Aug201702: 23: 16GMT
CF-IPCountry: CN Content-Length: 1163

CF-RAY: 3923a1c6409143ef-SZV

CF-Visitor: {"scheme”: *http'}

Accept-Language: zh-cn,en-us zh-tw,en-gb,en;

Accept: Response Body

User-Agent:
Mezilla/5.0(iPhone;U;CPUiPhone0$4_0likeMacOSX:en-
us)AppleWebKit/532.9(KHTML likeGeckalVersion/4.0.5Mobil
/8A2935atari/6531.22.7

CF-Connecting-IP: 106.11.159.135

Request Body

You can click <Go to Logs> to redirect to the <Logs> page and filter the logs related to this alert, as
shown in the figure below.

Threats Hit Rules Attacker Analysis Risky Asssts Recommendations
All Targets (18 &
gets (18) Attacker Victim Attack Result Last Detected
Select - . ;
4 55.5555.55(United States) server72 (11.1.72) Compromised 2023-03-17 01:34:19
server72 (11.1.72) Details Original Logs
Attacks: 40 Compramised —
Last Detected: 2023-03-17 01:34:19 Logs: 44 Attack Results  ~ |/ Src IP/Dst IP Q
No. Time Description Rule ID logType  AttackS.. SrclP Dst IP DstPort  StatusC.. AttackR...
server73 (1.1.1.73)
Rimd =l SrmzEi=z 1 2023-03-1701:3419  Threatindicator matc.. 140060.. Malicio.. Crypto.. 11172  55.555.. 80 = Compr...
Last Detected: 2023-03-17 01:34:19
2 2023-03-17 01:34:19 Threat indicator matc...  140060... Malicio... Cry 1.1.1.72 55.55.5... 80 - Compr...
server74 (1.1.1.74)
Attacks: 40 Compromised 3 2023-03-17 01:34:19 Threat indicator matc...  140060... Malicio... Crypto... 1.1.1.72 55.55.5... 80 - Compr...
Last Detected: 2023-03-17 01:34:19 o N
4 2023-03-1701:3418  Threatindicator matc.. 140060..  Malicie.. Crypto.. 11172  55555.. 80 - Compr...
server75 (1.1.1.75) 5 2023-03-1701:3419  Threatindicator matc.. 140060.. Malicio.. Crypto.. 11172  55.555.. 80 - Compr...
Attacks: 40 Comoromised
Logs
& Bport © & Code Converter Open Menitor ' Refresh Refresh Interval: Disabled ~
2023-03-17 00:32:49 - 2023-03-17 01:34:19 Security Logs - Direction v Recent Searches  Bookmarks.

AND @ (+  Ad )

-

* Total Entries (44 in Total)  Display Trend Graph
Cryptomining (44)

No.  Time logType ¥ AttackType ¥ Attack Subtype ¥ SrcIP Y XFE Y SrcPort ¥ DstiP ¥ Dst Port Y RequestURL  Severity ¥ Description Status Code ¥ Data Source ¥ Attack State W Whitelist |
»
1 2023-03-1701:3419  Malicious File..  Cryptomining  Cryptomining 111,72 - 14060 55.55.55.55 EY jsmykingpu..  High Threatindicat.. - SipDataPlatfo.. Compromised  No
2 20230317013419  MaliciousFile.. Cryptomining  Cryptomining 11172 - 14060 55.55.55.55 EY jsmykingpu..  High Threatindicat.. - SipDataPlatfo.. Compromised  No
3 20230317013419  MaliciousFile.. Cryptomining  Cryptomining 11172 - 14060 55.55.55.55 EY jsmykingpu..  High Threatindicat.. - SipDataPlatfo.. Compromised  No
4 20230317013419  MaliciousFile.. Cryptomining  Cryptomining 11172 - 14060 55.55.55.55 EY jsmykingpu..  High Threatindicat.. - SipDataPlatfo.. Compromised  No
5 2023-03-1701:3419  Malicious File..  Cryptomining  Cryptomining 111,72 - 14060 55.55.55.55 EY jsmykingpu..  High Threat indicat... SipDataPlatfo.. Compromised  No
6 202303-17013419  MaliciousFile.. Cryptomining  Cryptomining 11172 - 14060 55.55.55.55 EY jsmykingpu..  High Threatindicat.. - SipDataPlatfo.. Compromised  No
7 20230317013418  MaliciousFile.. Cryptomining  Cryptomining 11172 - 14060 55.55.55.55 EY jsmykingpu..  High Threatindicat.. - SipDataPlatfo.. Compromised  No

Hit rule

You can view the list of rules related to the event. Information such as the rule ID, rule name,
detection engine, threat type, severity, and ATT&CK attack technique is displayed in the list, as
shown in the figure below.
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Incident Details X

@ Threat indicator match (NSISMiner mining) B

Mark as Fixed S

Threat Type: Cryptomining Severity: @ High

Incident ID: 1140060493

Status: Pending

Detected By: SipDataPlatform(10.222.2.12... Attack Stage: B C&.C

Threats Hit Rules Attacker Analysis Risky Assets Recommendations
No. RuleID Rule Name Detection Engine Threat Type Severity ATT&CK Attack Technique
1 140050493 Threat indicator match (NSISMi...  Cryptomining Intelligence Data..  Cryptomining S High

You can click a rule ID to go to [System/Security Capabilities/Detection Engines]. On the page that
appears, you can view or edit the rule details, as shown in the figure below.

@ Logic of the routine operation detection mode: Generate security incidents for alerts with high risk and definite threats. You can customize the policy for alert and incident generation and restore all configurations to defaults. | Restore Defaulls

Engine Type Q <« O New ~ All Alerts - All Incidents - 140060493 xQ
Ean No. AlertID Incident I Threat Name Severity Threat Type Tags Intelligence ... Time Created Status 7 Security Alerts Security Incidents  Operati...
[ Intelligence Detect.. .
1 2140060483 11400604903 Threat indicate... @ High Cryptomining mining, No.. 1 2023-03-1618:2446 Enabled Enabled 2

Ransomware Intelli...

Cryptomining Intel PerPage | 20~
Normal Virus Intell...
Custom Threat Int...

Others.

File Analytics

Attacker analysis

You can view the attacker IP address, region, attack count, attackers on the same subnet, target IP
addresses, first attack time, last attack time, lockout status, threat intelligence, and attacker
profile, as shown in the figure below.

Incident Details X

e Threat indicator match (NSISMiner mining) B

Mark as Fixed S

Threat Type: Cryptomining Severity: @ High

Incident ID: 1140060493

Status: Pending

Detected By: SipDataPlatform(10.222.2.12...  Attack Stage: B C&C

Threats Hit Rules Attacker Analysis Risky Assets Recommendations
& Export
No.  Attacker IP Region XFF Attacks Attackers on the Same Subnet  Target IPs  First Detected Last Detected Status Operatic ==
1 53.33.33.33 United States - 792 1 18 2023-03-17 00:32:49  2023-03-17 01:3419  Uncorrelated a E

You can click <Lockout> or the < @ > icon in the [Operation] column to select the configured

Next Generation Application Firewall (NGAF) for performing correlated block, as shown in the
figure below.

Coordinated Block

@ To use coordinated block with NGAF, make sure that the NGAF ...

“ Object:

“ Lockout:

= Device:

Remarks:

55.55.535.55 *

7

X

Configure Now

Select

Remarks

You can click the < B > icon in the [Operation] column to view the threat intelligence, as shown

in the figure below.
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Threats Hit Rules Attacker Analysis Risky Assets Recommendations
& Export
No. Attacker IP Region XFF Attacks Attackers on the Same Subnet  Target IPs  First Detected Last Detected Status Operatic -
1 55555555 - - 165 1 15 2023-03-1700:32:49  2023-03-1701:3419  Uncorrelated a

View Intelligence

You can click the value in the "Attackers on the Same Subnet" or "Target IPs" column to view the
attacker IP addresses or target IP addresses, as shown in the figure below.

Attackers on the Same Subnet

No. Attacker IP

1 55.55.55.55

Targets

Target IP

31151

31.1.52

31.1.53

3.1.1.54

3.1.1.55

If a lot of attacker IP addresses are associated with the event, you can click <Export> to export the
attacker IP list in XLSX format.

Risky assets

You can view the information about risky assets associated with the security event and perform
operations such as export, bulk operation, and coordinated response of one event, as shown in
the figure below.

Threats Hit Rules Attacker Analysis Risky Assets Recommendations
Bulk Operation ~ > Export All Statuses -
[ Mark as Fixed Type Threat Detections Last Detected Status Operation
Mark as Fixing
1.54) .
Server 11 2023-03-17 01:34:19 Fixed =]
) suspend
b (3.1.1.61)
2 Ta,/’EFb ! Server 11 2023-03-17 01:34:19 Fixed 2
3 12’:?;,‘:':2) Server 11 2023-03-17 013419 Fixed a
TC (3.1.1.53) )
4 : s 11 2023-03-17 01:34:19 Fixed
TV erver ixe =]
No.  Risky Assets Type Threat Detections  Last Detected Status Operation
1 15\/1331 D Server 11 2023-03-17 01:34:19 Fixed
b (34.1.61) Response History
2 : ! Server 11 2023-03-1701:34:19 Fixed
Ta/Tb
TC (3.1.1.52
3 TA/“TBNC ) Server 11 2023-03-17 01:34:19 Fixed a2

You can hover over a risky asset to view the asset details or risk details, as shown in the figure
below.
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3| Bulk Operation ~ B Export All Statuses

No.  Risky Assets Type Threat Detections  Last Detected Status Operation
T8 (3.1.1.54)

1 Ti;;‘1"4* Server 11 2023-03-17 01:3419 Fixed =]

Asset Information x4
111611

2 Tb[‘;J‘m’ Server 11 2023-03-17 01:34:19 Fixed 2
Ta/T Asset Name:  TB @
TC(3.1.1.52) Hostname: -

3 ' ) Server 11 20230317 01:3419 Fixed =]
TA/TB/TC | Last IP Detected: 3.1.1.54

. Last Online:  2023-03-17 01:18:02

TC (3.1.1.53) . .

4 Tagmee | AssetGroups T8 Server 11 2023-03-17 01:3419 Fixed 2
N T Server

5 TC;T' A58 AC Address: - Server 11 20230317 01:3419 Fixed =]
afTc

Owner:

5 e Server 11 2023-03-17 01:3419 Fixed 2
WRETED Asset Details  Risk Details

Recommendations

Troubleshooting suggestions, fixing suggestions, and daily maintenance suggestions are provided
based on the background and impact of the event, as shown in the figure below.

Incident Details b

Threat indicator match (WannaMine4.0 mining) E

Status: Fixed Threat Type: Cryptomining Severity: @ High
Detected By: SipDataPlatform(10.222.2.12...  Attack Stage: @ C&C Incident ID: 1140060509
Threats Hit Rules Attacker Analysis Risky Assets Recommendations

| Recommendations #

Background

In recent days, Sangfor security team found a new variant of WannaMine, WannaMine4.0, that spread rapidly in the way same as WannaCry family variants, across local area network through SME. This attack event
is carefully designed like WannaMine3.0, in that involved modules are varied, scope of infection is wide and relations are sophisticated. Comparing with earlier versions, WannaMine4.0 stands out with the
characteristics of combination shift and antivirus evasion. Every time WannaMine4.0 starts as host startup, it loads spoolsv.exe and subsequently performs scan the local area network on port 445, Taking
advantage of ExternalBlue vulnerability, it quickly spreads on the internal network and conduct mining activities, cause drags and pessibly blue screen on compromised hosts and server, posing great impacts on

business security.

Impacts

1. It may result in CPU/GPU overusage and affect system performance eventually.

2. Its complex combination and antivirus evasion make itself even more stealthy and anti-virus harder.
Troubleshooting

1. Check the intelligence details on Sangfor Neural-X Threat Intelligence (https://sec.sangfor.com/analysis-platform)
2. Use Sangfor Endpaint Secure to perform a full scan. If no result is reported, check whether another antivirus tool is installed. Check and analyze the virus scanning and killing record for suspicious files.
3. 1f Sangfor Endpoint Secure and other antivirus tools identified no suspicious file, use the memory analytics tool to locate the process requesting for malicious intelligence to check whether the process is

suspicious.

Recommendations

Ransomware Detection

1. Sangfor offers customers and users a free anti-malware software to scan for and remove the ransomware. Simply download it from
Package for 64-bit OS: httpi//go.sangfor.com/edr-tool-20180824

Package for 32-bit OS: http://go.sangfor.com/edr-tool-20180824

2. Security Endpoint Secure, NGAF and Cyber Command are capable to detect this ransomware.

Protection

Install EternalBlue patch on victim computers to fix the vulnerability from the official site of Microsoft: https://technetmicrosoft.com/zh-cn/library/security/ms17-010.aspx.
2. Back up critical data files regularly to other hosts or storage devices.

3. Do not click on any email attachment from unknown sources or download any software from untrusted websites.

4, Disable unnecessary file sharing ports like 445.

5. For Sangfor NGAF customers, update NGAF to version 8.0.5 or later and enable Sangfor Engine Zero.

6. Deploy Sangfor security product and connect to cloud-based Sangfor Neural-X to detect for new threats.

Perform security scan and virus removal on the whole network to enhance network security. We recommend Sangfor Cyber Command, NGAF, and Endpoint Secure to protect your internal network from

Incident Fixing

Security events can be fixed through manual operation and coordinated response. The status of a
security event can be Fixed, Fixing, and Suspended after the manual operation. When the
coordinated response operation is performed, the event is fixed automatically or manually
according to the response policy.

Manual operation

On the [Response/Security Events/Security Incidents] page, you can select an event and click the <
=== >jcon in the <Operation> column, as shown in the figure below.

2 Threat indicator match (WannaMine4.0 mi... 60 @ High @ Cac Cryptomining 2023-03-17 01:34:19 Fixed 2 a

3 Communication via ngrok 56 9 High B cac Proxy Tocls 2023-03-17 01:18:00 F”‘d”f‘ . S e
Coordination ...

4 Cobalt Strike backdoor a1 @ High & cac Cobaltstrike 2023-03-17 01:17:36 Fixed = a8
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3 Communication via ngrok 56 @ High @ cac Prosy Taols 2023-03-17 011800 Pending & [~
Coordination ...

Mark as Fixed

4 Cobalt Strike backdoor 41 ﬂ High i@ cac CobaltStrike 2023-03-17 01:17:36

Mark as Fixing
5 Infected with ransomware 36 @ High @ Propagation Ransomware 2023-03-17 01:18:23 Pe

0 suspend

When you select <Mark as Fixed>, a pop-up box appears, where you can add remarks and upload
images when needed. Then, the content in the <Status> column is changed to [Fixed], as shown in
the figure below.

Fixed 4

1 i may take some time to change the status of all alerts generat... *

Remarks (o

=]

tional)

& Upload Image @

You can click an event to go to the [Incident Details] page to fix the event manually, as shown in
the figure below.

Threats Hit Rules Risky Assets Recommendations
All Targets (39 « ft
gets (39) Attacker Victim Attack Result Last Detected
Select - B
4 Asset] (11.1.1) Asset! (1.1.1.2) Compromised 2023-03-17 01:18:23

Asset! (1.1.1.2) Details Original Logs
Attacks: 3 Compromised
Last Detected: 2023-03-17 01:18:23  Details
Assetl (1.1.1.3) Attacks: 2 Victim
Attacks: 23 e —] B 1111 Attack Result: Compromised B 1112

Asset] 1S Assetl

: 2023-03-17 01:18:23

Last Detected: 2023-03-17 01:18:23 corver | Porti61107 Protocol: http cover | PortiB0

Asset2 (1.1.1.6)

Attacks: 2 Compromised + Latest Attack Details

Last Detected: 2023-03-17 01:18:23

You can click the [Risky Assets] tab on the [Incident Details] page to fix risky assets manually as
needed, as shown in the figure below.

Threats Hit Rules Risky Assets Recommendations
& Export All Statuses M
No.  Risky Assets Type Threat Detections  Last Detected Status Operation
80 (1.1.1.80 )

1 CeEl d Server 3 2023-03-17 01:18:23 Pending B E‘

AV/R2/A3

= @ Mark as Fixing

2 IR Server 3 2023-03-17 0111823 Pe

AT/A2/A3 © suspend
s Assets (1.1.1.24) Server 3 2023-03-1701:18:23 oo do Whitelist

Asset5

Coordinated response

On the [Response/Security Events/Security Incidents] page, you can click the < & > icon in the

[Operation] column, and the [Coordinated Response] dialog box pops up. You can perform the
coordinated response operation according to policies, as shown in the figure below.
2 Infected with ransomware 36 @ High @ Propagation Ransomware 2023-03-17 01:18:23 Pending 2|

3 Custom threat intelligence indicators are hit. 22 @ High & C&c UDP flood 2023-03-20 17:47:39 Pending 2 |-

4 Threat indicator match (ProtonMiner mining) 20 @ High & Cac Cryptomining 2023-03-17 01:34:19 Pending 2 [
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If you want to perform the coordinated response operation for the risky endpoint associated with
the security event, click the < =" > icon in the [Operation] column on the [Risky Assets] tab of the

[Incident Details] page.

Incident Details X
9 Threat indicater match (ProtonMiner mining) |§
. - Mark as Fixed S
Status: Pending Threat Type: Cryptomining Severity: @ High _
Detected By: SipDataPlatform(10.222.2.12... Attack Stage: B8 C&IC Incident ID: 1140060486
Threats Hit Rules Attacker Analysis Risky Assets Recommendations
B2 Export All Statuses d
No. Risky Assets Type Threat Detections  Last Detected Status Operation

1 Asset] (1.1.1.4) Server 11 2023-03-17 01:34:19 Pending
Assetl

In this case, the [Coordinated Response] dialog box appears. You can select Event or Alert to filter
out predefined policies, such as Threat Scan, Block Domain Name/URL, VM Suspend, Snapshot,
VM Add, VM Shutdown, Block Endpoint, Account Lockout, Browsing Risk Notification, Endpoint
Lockout, and Access Control. You can also add cloned or customized policies as required, as
shown in the figure below.

Coordinated Response X
C Refresh All Incident Types a Name, device, IP, policy type Q
No. MName Search Q IP Address Policy Type
Threat Scan - Predefined =H All r Endpoint S...
(o] 1 Start a full/quick scan and block, ir Cyber Com...  Cyber Command (..  Builtln Strategy
mal les [#] Incident cations
Block Endpoint - Predefined [+] Alert r Endpoint S...
2 Blo r NGAF (v8.0.. Cyber Command (...  Builtln Strategy
cations
Access Control - Predefined ir NGAF (v8.0...

3 ndpoint fror

ir Endpoint 5...  Cyber Command (...  Builtln Strategy

cations

Endpoint Lockout - Predefined

- o S ir Network C... .
4 you use a Sundray AP < 0 r Cyber Com... Cyber Command (...  Builtin Strategy
Browsing Risk Netification - Predefined LAM
; ) r .
5 Users will be r nt risks when they rIAG - Builtln Strategy
s he Inter
Account Lockout - Predefined Sangfor 1AM
6 Block communication between infected endpoints All Incident Sangfor IAG Cyber Command (...  Builtln Strategy
= 3 Applications
Block Domain Name/URL - Predefined - Incident . Sangfor NGAF (v8.0.. .
7 e e Flnemeio Alanan 101 Kl Fia All Incident Sangfor NGAF (v8.0.. Cyber Command (..  Builtln Stratsgy
PerPage | 20 ~  10inal -
Add Policy Next Close

After you click <Next>, the [Coordinated Response] dialog box appears. You can configure
parameters related to coordinated response, such as device. The parameters vary based on the
policy. The figure below takes the policy for threat scan as an example.



Coordinated Response X

P Threat Scan - Predefined

* Device: © Sangfor Endpoint Secure

Sangfor Endpoint Secure (SASE)

Sangfor Endpoint Secure is not figured on the System > Response Apps . Settings
*Call Device IP: -
*Scan Method: O Quick Scan Full Scan
“Fixing Method: O Auto Isolate Report but Not Isolate
Fix Threats: If malicious files of high severity are found: Isclate v

If malicious files of medium severity are found: Isclate
If malicious files of low severity are found: Isclate

If unknown malicious files are found: Ignore

Previous Close

After you click <Execute>, the response action starts to be executed. The system prompts the
message of <Executed> at the top of the page after the execution is completed.

(© NovaCommand ome  Response ssets Holistic ~ ® @ aimin

Response

B Risky Assets 5

© Security Incidents

Risky Assets

Period:

Last 30 doys E c

On the [Response/Response History/Auto Response History] page, you can view the response
history, including the status, result, policy, and other related information, as shown in the figure
below.

Risky Assets Security Incidents Security Alerts Auto Response History Coordinated Actions
All Categories - | | All Statuses ~ | | AssetIP, policy name, security incident, fixed by Q

No.  Running Policy Asset [P Policy Type Application Security Incidents End Time Executed By Execution Status Coordinated Action  Remarks Operation
1 ThreatScan-Prede.. 11471,10.17211...  Builtin Strategy Sangfor Endpoint3...  Incident-Ransomw...  2023-03-28 18:13:12 admin OFailed © View - Execute Again
2 ThreatScan- Prede.. 1.1.1.1,1.1.1.21.1.1...  Builtin Strategy Sangfor Endpoint S...  Incident-Proxy Tools  2023-02-28 18:56:14 admin Qriled@ View - Execute Again

Security Alerts

Like the [Security Incidents] module, the [Security Alerts] module is also frequently used by users
and is indispensable for operations. In this module, security alerts can be displayed by correlation
or by details. When alerts are displayed by correlation, the attacker IP and target IP have a many-
to-many relationship; when alerts are displayed by details, the attacker IP and target IP have a
one-to-one or one-to-many relationship. You can switch between the two modes with one click, as
shown in the figure below.

Response

Security Alerts

B Risky Assets C Refresh Last 30 days

© Security Incidents

© Security Alerts

[ Auto Response

Pending x| v | | Select

Alerts (100 in Total)

[E] Response History Alerts by Severity Stages of Attack

o D D ® d
otigh 65 - - .
© Medium 25 13 @ -_> e e
\ elow 10
Weaknesses Reconnaissance Exploitation cac Propagation Impact

2 Export
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Alert Filtering

By correlation

On the [Response/Security Events/Security Alerts] page, you can view the distribution of security
alerts and filter them according to the following criteria, as shown in the figure below.

Response =

Security Alerts

B Risky Assets C Refresh

@ Security Incidents

© Security Alerts

O Auto Response

°
»

Alerts (100 in Total)

Alerts by Severity.

® High 65 .0
o Medium 25 @
o low 10
Weaknesses Reconnaissance

2 Export

[E] Response History

Filter: _ Status: Pending X

No.  Threat Direction Risky Assets Severity
1 Inbound 2 @ High
2 Inbound 22 QHigh
3 Inbound 6 @ High
4 Inbound 3 @High
5 Inbound 7 Q@ High
6 Inbound 4 QHigh
7 Inbound 13 Q@ High
o 8 Inbound 6 @ High
. ~—
Parameters:

Status: Includes All, Pending, Suspended, Fixing, and Fixed.

<Type>: Includes All, Server, and Host.

Attack Stage

@ cac

& cac

@ cac

& CaC

@ cac

& cac

@ cac

Last 30 days

Last Detected

2023-03-20 17:47:39

2023-03-20 17:47:39

2023-03-20 17:47:39

2023-03-20 17:47:30

2023-03-20 17:47:39

2023-03-20 17:47:39

2023-03-20 17:47:39

2023-03-20 17:47:39

<Asset Group>: You can select different asset groups from the drop-down list.

°

Impact

Clear Filter

Direction: The data flow direction of a security alert, including none (local alerts), inbound (such
as attacks launched from the outside), lateral (internal attacks), and outbound (such as malicious

outbound access), as shown in the figure below.

P Address/IP Range/Threat Description
Status: Type: Groups: Direction: Confidence: Severity: Attack Stage: Threat Type:
Pending X | v | Select * | [ select - Select * | [ select - select - select
Al
Alerts (100 in Total)
None
Alerts by Severity ges of Attack
Inbound

o High - Lateral _o ] .
® Medium 25 Outbound “ @ __>
) ® Low 10
Weaknesses Reconnaissance Exploitation

et

e @
Propagation Impact

<Severity>: Includes All, High, Medium, and Low. The alert severity is evaluated based on its

impact scope and depth.

Attack Stage: Includes All, Weakness, Reconnaissance, Exploitation, C&C, Propagation, and
Impact. The stage of a security alert is determined based on the standard attack chain model of

the industry.

Threat Type: A threat can be classified into three levels.

<Period>: You can search for security alerts by time period, including last 30 days, last 7 days, last
24 hours, and custom. To search for security alerts that occurred 30 days ago, you can select

custom, as shown in the figure below.
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Last 30 days

Last 24 hours
@ 2023 Feb > o» 2023 Mar >o»

Last 7 days
Sun Mon Tue Wed Thu Fri  Sat Sun Mon Tue Wed Thu Fri  Sat
Last 14 days
1 2 E] 4 1 2 3 4 Last 30 days
5 <] 7 g 9 10 N 5 5] 7 g 9 10 11
12 13 4 15 16 17 18 12 13 14 15 16 17 18
19 20 @ 22 23 24 25 19 20 21 22 @ 24 25
26 27 28 26 27 28 29 30 31
14 06 14 06

Search: You can perform a fuzzy search of security alerts by IP, IP range, description, asset group,
and endpoint name.

By details

When security alerts are displayed by details, more criteria can be used for alert search, as shown
in the figure below.

Security Alerts
By Detail: () 8 setiings C' Refresh Refresh Interval: Disabled ~ Include Noncompliant Code Alerts  Last 30 days
Click to select field Reset | Add to Bookmarks
Target Endpoints: Threat Type: Results Severity Attack Stage: Status Status Codes Direction:
Select v || Select - | Select v Select v | Select v || select v | select v || select - ~
« Critical Assets + Threat Rankings Display Critical Alerts Only
© No critical assets configured. Configure Now Cryptomining 357 Web System Exploit 200 loT Device Explait 267
& Export Open Monitor
No. Last Detected Threat Threat Type ¥ Attack Stage ¥ Target 1P ¥ Attacker IP T XFE @ Y Result T Status Co.. URL Status T Operati...
1 20230823 Brute force attack on SME(...  Brute-Force Atta.. @ Propagation 10.90.28.124 10.87.67.110 - Attemn... - - pending 2 -
19:38:00
2 *2023-03-23 Brute-force attack on SMB(...  Brute-Force Atta... @ Propagation 10.90.28.124 10.87.67.84 - Attem... - - Pending & e
12:30:00
3 *2023-03-23 Brute-force attack on SMB(...  Brute-Force Atta... @ Propagation 10.90.28.121 10.90.28.182 - Attem... - - Pending & e
09:48:43
* 2023-03-23 Brute-force attack on SMB(...  Brute-Force Atta... @ Propagation 10.90.28.124 10.87.67.110 - Attem... - - Pending & e
06:57:07

<Search box>: You can search alerts by threat, asset IP, target IP, attacker IP, proxy server IP, and
URL, as shown in the figure below.

Security Alerts
By Details (@) B Settings C Refresh Reiresh Interval: Disabled ~ Include Noncompliant Code Alerts ~ Last 30 days
Click to select field Reset | Add to Bookmarks
Available Fields Packet Retrieval Status Status Code: Direction
~ || select v || Select = | Select - ~
Threat Asset P Target IP Attacker IP XFF URL

<Target Endpoints>: Includes Server and Host.

<Threat Type>: A threat can be classified into three levels. You can expand each threat level by
clicking <[>, or filter alerts by entering keywords in the search box for fuzzy search, as shown in
the figure below.
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Click to select field

Reser | A4 0 Boskearks

Target Endpoints Result: Severity Attack Stage: Status: Status Code Direction:
Select - - Sele - Select - Select - Select - Select - Select - e
Critical Assets Search 2 Threat Rankings | Display Critical Alerts Only
SR Configure Now Cryptomining 357 Web System Exploit 299 | loT Device Exploit 267
(7111 Weaknesses Risk =
2 Exort W) Open Montor
(7171 Access Risk
No. LastDetecte  [1] ] Service Detection Type ¥ Attack Stage T Torget 1P T Attacker IP T XFF @ Y Result ¥ StatusCo.. URL Status T Operati...| =
1 e2023.03- |/l | Endpoint Detection Force Atta.. @ Propagation 10.90.28.124 10.87.67.110 - Attem... - Pending o -
193800 (1] Websie Attack
2 *2023-03- 2] Backdoor Communication Force Atta.. @ Propagation 10.80.28.124 10.87.67.84 - Attem... - Pending -2
12:30:00
(1111 Account Attack
s 202303 ForceAtta.. @ Propagation  10.90.28.121 10.90.28.182 - Attem... - Pending &

Attack and Exploit
09:48:43

<Result>: Includes Compromised, Succeed, Attempted, and Failed. Compromised indicates further
destruction after a successful attack.

<Severity>: Includes High, Medium, and Low.
<Status>: Includes Pending, Suspended, Fixing, and Fixed.
<Status Code>: The status codes are classified into 1XX, 2XX, 3XX, 4XX, and 5XX.

<Direction>: Includes Outbound Access, Lateral, and Inbound Access. Each direction has different
access directions between asset types, as shown in the figure below.

Target Endpoints: Result: Severity Attack Stage: Status: Status Code:
Select M v | | Select v | | Select v | | Select v | | Select M Select
. : . . =M an
Critical Assets Threat Rankings Display Critical 4
© Nocritical assets configured. Configure Now Cryptomining 357 |/ [] Outbound Access
Server > Internet
¥ Export ) Open Monitor Host = Internet
No. Last Detected Threat Threat Type T Attack Stage T Target P T Attacker 1P T XF@Y [T Lateral
) Server » Server
1 *2023-03-23 Brute-force attack on SMB(...  Brute-Force Atta... @ Propagation 10.90.28.124 10.87.67.110
19:38:00 Server > Host
2 *2023-03-23 Brute-force attack on SMB(...  Brute-Force Atta.. & Propagation 10.90.28.124 10.87.67.84 e e
12:30:00 Host = Host
3 *2023-03-23 Brute-force attack on SMB(...  Brute-Force Atta.. @ Propagation 10.90.28.121 10.90.28.182 [=1{] Inbound Access

09:48:43

<Groups>: You can select a group from the drop-down list.

Internet > Server

<Read>: Includes Read and Unread. When the <By Details> mode is selected, alerts are constantly
refreshed in chronological order, with those that are read displayed in normal text and those that
are unread displayed in bold text, as shown in the following figure.

(B Copy ~ B Bulk Operation ~ B Wark ~ &% Export W) Open Monitor
B No. LastDetected Threat Threat Type ¥ Attack Stage T Target P ¥ Attacker P ¥ XF@Y Result ¥ Status Co.. URL Status T Operati... -
read
1 2023-03-23 Brute-force attack on SMB(En...  [rute-Force Attac.. @ Propagation 108028124 10.8767.110 At Pending &
10:38:00
2 2023-03-23 Brute-force attack on SMB(En..  Brute-Force Attac.. @ Propagation 10.90.28.124 10.87.67.84 A Pending =
12:30:00
3 *2023-03-23 Brute force attack on SMB(..  |Brute-Force Atta.. @ Propagation  10.90.28.121 10.90.28.182 Attem Pending = -
09:48:43
unread
4 +2023.03-23 Brute force attack on SMB(.. |Brute-Force Ata.. @ Propagation  10.90.28.124 10.87.67.110 Attem pending Z -
06:57:07

Critical assets

When the <By Details> mode is selected, you can set the criteria for critical items, including critical
assets, critical alerts, and critical attackers. These criteria have an "OR" relationship, which means
the items will be highlighted in the statistics and list if any of these criteria are met, as shown in
the following figure.



Settings

Critical o . . o L
@ If any of the follow: ng criteria are met, the inciden... X
CDN Ass... .
Critical Assets
Alert
Asset.. : | Select
Audio Al..

Critical Alerts

Threat...: | Select v

Rule ID: Enter a rule ID.

[S]

Critical Attackers

Region: Select

Asset ... : | Select

Restore Cancel

+ Critical Assets Display All Critical Assets
#955,55.55.55 1427 ™a0.62.62.62 267 | ™110.96.0.1 254
1140 216 ™219.137.100.5 198 | ™171.104.0 196
5611121 143 ™161.132.04 139 =10.2224.72 134
0,000 119 1411281 118 | ™M1.1.1.5 113
22314401 101 ™200.10.1001 95 | H111.2 B2
2 -

After the criteria are set, you can select the <Display Critical Assets Only> check box to display the
critical items. This check box is not selected by default, and all security alerts are displayed, as
shown in the following figure.

+ Critical Assets [ ] Display All Critical Assets + Threat Rankingg [ | Display Critical Alerts Only

55.5555.55 1427 H60.62.62.62 267 M1109601 254 Cryptomining 357 Web System Exploit 299 loT Device Exploit 267

M11aa 216 M219.137.1005 198 M171.10401 196 05 Kemel Exploit 259 System Command Injection 222 Web Framework Exploit 214

RECIRRER] 142 H161.13200 130 M10222472 134 Metasplait 172 ProxyTools 164 Trojan 150

Ho.0.00 119 | Hia1a28a 118 HMias 13 Brute-Force Attack on SSH Acco... 153 Brute-Force Password Attack 151 Phishing Email 148

H2z3.14401 101 | H200.101001 o5 M2 82 Web Compenent Data Leakage 125 FTP Weak Passwerds 100 LDAP Weak Passwords 100
1z - s -

CDN assets

If you are using CDN, you can mark CDN assets separately to ensure they can be identified in real-
time alerts, in order to facilitate tracing and analysis. You can enter the information about one
asset per row, as shown in the following figure.



Settings *

Critical

CDN A...: | Enter the CDN asset IP addresses, cne entry per row. If this asse (B
CDN Ass...
Example:
Alert Attacker IP
Audio Al.. 200.200.1.2 5

Restore Cancel

Alert

You can specify the log types for which you want to generate alerts. By default, all log types are
selected, or you can specify the log types as needed, as shown in the following figure.



Settings *

Critical Alert Generation Configuration @
CDN Ass...
Log T... : | All “
Alert E‘ All
Audio Al.. Alarm Coy [+] Weaknesses Risk
Enable [+] Access Risk

[+] Service Detection

Conte...
[+] Endpoint Detection
[+] Website Attack
[+] Backdoor Communication
. [+] Account Attack
Field ...

[+] Attack and Exploit

Restore Cancel

You can also customize the <Copy> action by selecting the <Enable> check box. In the Content
Preview box, you can specify the content and fill in common parameters with the constants in
Field Settings, as shown in the following figure.

Settings

Critical Alert Generation Configuration @

CDN Ass...
LogT..: | All M

Alarm Copy Customization

Enable @
Conte...: | Sangfor Cyber Command detects {Threat Description} launched
by the source IP {Attacker IP} at the destination IP {Victim IP} at
{Last Detected}. Black the source IP {Attacker [P}
Restore Defaults
Field S...: {Attacker IP} {attacker Branch} IWictim 1P}
{Victim Branch} {XFF} {Last Detected)
{Threat Description} {Threat Type}

Restore

After you click <OK>, you can select an alert in the alert list and click \Copy Alert>. The content
that you have copied is the same as that you have just edited, as shown in the following figure.




(B Copy ~ 8| Bulk Operation ~ ® Mark ~ % Export Open Monitor

Copy Alert cted Threat Threat Type T Attack Stage T Target 1P ¥ Attacker I ¥ XFQ@T Result T Status Co.. URL Status T Operati... =

Copy Attacker IP
1323 Brute-force attack on SMB(En..  Brute-Force Attac.. @ Propagation 1090.28.124 1087.67.110 - Attempu. - - Pending 2 -

Copy XFF 0

T2 2023-03-23 Brute-force attack on SMB(En...  Brute-Force Attac... & Propagation 1090.28.124 10.87.67.84 - Attemp... - - Pending B e
12:30:00

. E new SE3

: 1 Sangfor Cyber Command detects Brute-force attack on SMB (Endpoint
Secure) launched by the source IP 10.87.67.84 at the destination
IP-10.90.28.124 . at-2023-03-23-12:30:00. -Block: the source IP
10.87.67.84.

Audio alert

When security alerts are displayed by details, you can set audio alerts. For new security alerts that
meet the conditions for audio notifications (the refresh interval is one minute by default), you will
hear a tip sound. For those that do not meet the conditions or when there are no new security
alerts, you cannot hear the tip sound even when the audio notification is enabled, as shown in the

following figure.

Settings

Critical Audio Notification @

CDMN Ass... Tip So...: [EEULLTGY] Replace Restore Defaults

Alert Notifi...
Critical @

Audio Al..
Severity High * -
Result Succeed * -

Restore Cancel

You can click <Replace> to replace the default tip sound. The audio file in MP3 format is
supported. You can click <Audition> to listen to the audio. By editing the notification content, you
can specify the conditions for audio notification. The options (Critical, Severity, and Result) are in
an "AND" relationship.

Alert Statistics

When security alerts are displayed by correlation, the alert statistics are displayed in the middle of
the [Response/Threats/Security Alerts] page and classified into three parts by severity (high,
medium, and low). The number of alerts is displayed for each part, as shown in the following
figure.
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IP Address/IP Range/Threat Description

Status: Type: Groups: Directic

Pending * v | | Select v Select v Select

Alerts (100 in Total)

+ Alerts by Severity

1 00 ® High 65

@ Medium 25

Total Alerts

® Low 10

The number of security alerts in each stage of attack is displayed. The total number of security
alerts is the same as the sum of alerts classified by severity, as shown in the following figure.

+ Stages of Attack

.9 126} 6] ® \d
][. T TTEITEE @ g :—> e -@
Weaknesses Reconnaissance Exploitation Cac Propagation Impact

Alert Viewing

By correlation

You can search for specific security alerts by the conditions below the search box. Fields for each
alert in the list include threat, direction, risky assets, confidence, severity, attack stage, threat type,
engine, last detection time, status, and operation, as shown in the figure below.

Security Alerts
CED C Refresh Last 7 days
IP Address/IP Range/Threat Description | Reset
Status: Type: Groups: Direction: Confidence: Severity: Attack Stage: Threat Type:
Select - Select - Select - Select - Select - Select - Select - Select -
Alerts (1 in Total)
+ Alerts by Severity + Stages of Attack
1 ® High 0 - - L]
o vedom 1 p | JrrT— @ m __> e Q
Total Alerts ® Low 0
Weaknesses i itati cac Propagation Impact
¥ Export
Filter: | Status: Pending X Clear Filter
No.  Threat Direction Risky Assets  Severity Attack Stage Last Detected Status Operation
1 Brute-force attack on SMB(Endpoint Secure) Lateral 1 @ Medium @ Propagation 2023-03-23 19:38:00 Pending B All
Threat
Direction

Risky Assets
Confidence

Severity

Attack Stage
Threat Type
Engine

Status

Operation

Fields:
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Risky Assets: Represents the number of risky assets associated with the alert. You can view the
number in the Risky Assets column on the Risky Assets - Targets tab after you click a threat, as

shown in the figure below.

Ne. Threat Direction
1 Custom threat intelligence indicators are it Inbound
2 Custom threat intelligence indicators are hit Inbound
3 Custom threat intelligence indicaters are hit. Inbound
4 Custom threat intelligence indicators are hit Inbound
5 Custom threat intelligence indicators are it Inbound
6 Custom threat intelligence indicators are hit Inbound
7 Custom threat intelligence indicaters are hit. Inbound
Details

e Custom threat intelligence indicators are hit. B

Status: Pending Threat Type: UDP flood

Attack Stage: B C&C Alert ID: 2141000082

Threats Hit Rules Attacker Analysis Risky Assets-Target
&% Export
No.  Risky Assets
; UnclassifiedServersIPRange (2.1.1.60)
UnclassifiedServersiPRange
5 UnclassifiedServerslPRange (2.1.1.61)

UndassifiedServersiPRange

Risky Assets [ Severity
2 | @ High
22 | @ High
@ High
@ High
@ High
@ High

@ High

o

-

»

Severity: @ High
Confidence: @ Medium

Recommendations

Type

Server

Server

Attack Stage Last Detected Status Operation
B cac 2023-03-20 17:47:38 Pending B -
B CaC 2023-03-20 17:47:39 Pending B -
B cac 2023-03-20 17:47:39 Pending B -
B Cac 2023-03-20 17:47:38 Pending B -
B Cac 2023-03-20 17:47:39 pending B -
B CaC 2023-03-20 17:47:39 Pending B -
B cac 2023-03-20 17:47:39 Pending B -
X
. Mark as Fixed JEE
Detected By: SipDataPlatform...
All Statuses -
Threat Detections  Last Detected Status Operation
1 2023-03-20 17:47:39 Pending E -
1 2023-03-20 17:47:39 Pending E b

Direction: Represents the data flow direction of a security alert. Available options include None,
Inbound (attacks launched from the outside), Lateral (lateral attacks), and Outbound (malicious
outbound access), as shown in the figure below.

Filter. | Status: Pending X Clear Filter
No.  Threat Direction Risky Assets  Severity Attack Stage Last Detected Status Operation
1 Custom threat intelligence indicators are hit Inbound 2 @High & cac 2023-03-20 17:47:39 Pending g -
2 Custom threat intelligence indicators are hit. Inbound 22 @ High B cac 2023-03-20 17:47:39 Pending B -
3 Custom threat intelligence indicators are hit. Inbound 6 @ High B cac 2023-03-20 17:47:39 Pending B -
4 Custom threat intelligence indicators are hit. Inbound 3 @High B Cac 2023-03-20 17:47:39 Pending B -
5 Custom threat intelligence indicators are hit. Inbound 7 @High & Cac 2023-03-20 17:47:30 Pending B -
6 Custom threst intelligence indicators are it Inbound 4 @Hgh & cac 2023-03-20 17:47:39 Pending B -
Status: Includes Pending, Fixing, and Suspended.
<Last Detected: >The last time when the alert was generated, as shown in the figure below.
No.  Threat Direction Risky Assats Severity Attack Stage Last Detected Status Operation
1 Custom threat intelligence indicators are hit. Inbound 2 @ High & cac 2023-03-20 17:47:39 Pending B -
2 Custom threst intelligence indicators are hit inbound 22 @High & cac 20230320 17:47:39 Pending B -
3 Custom threat intelligence indicators are hit Inbound 6 @ High & cac 2023-03-20 17:47:39 Pending B -
4 Custom threat intelligence indicators are it Inbound 3 @High & cac 2023-03-20 17:47:39 Pending B -
5 Custom threat intelligence indicators are hit. Inbound 7 @High & cac 2023-03-20 17:47:39 Pending B -
Details X
G Custom threat intelligence indicators are hit. [§
. . Mark as Fixed JC
Status: Pending Threat Type: Bots Severity: @ High Detected By: SipDataPlatform... _
Attack Stage: B C&C Alert ID: 2141000095 Confidence: @ Medium
Threats Hit Rules Attacker Analysis Risky Assets-Target Recommendations
All Targets (2 « e
gets (2) Attacker Victim Attack Result Lost Detected
Select - : .
4 55.55.55.35(United States) Asset3 (11111 Compremised 2023-03-20 17:47:39
Asset3 (1.1.1.17) Details Original Logs
Attacks: 3 Compromised
* Details
UserGroups (31.1.12) Victim attacks: 3 Attacker
Attacks: 3 ] B 1111 Attack Result: Compromised Y 55.35.35.55
Asset3 » W United States
: 2023-03-20 17:47:39 . - .
Last Detected: 2023-03-20 17:4 comer | Port 14060 Protocol: hitp oot Port: 80

2in all

+ Latest Attack Details
indicator

rsp_body_len

L Thelen

[B gundamd.comytest

1163

req_body_len

http_status_code

GoldenEye Traceback | Threat Intelligence
0

404



Engine: Represents the built-in engine that detects the incident.

Status: Represents the fixing status of the alert. If the alert involves several risky assets that are
all fixed, [Fixed] will be displayed. If one or more risky assets are pending fixing, [Pending] will be
displayed, as shown in the figure below.

No.  Threat Direction Risky Assets  Severity Attack Stage Last Detected Status Operation
1 Custom threat intelligence indicators are hit. Inbound 2 @High @ cac 2023-03-20 17:47:3% Pending B
2 Custom threat intelligence indicators are hit. Inbound 22 Q@ High & C&C 2023-03-20 17:47:30 Fixed B 2
3 Custom threat intelligence indicators are hit. Inbound 6 @ High & cac 2023-03-20 17:47:39 Pending B -
4 Custom threat intelligence indicators are hit. Inbound 3 Q@ High & C&C 2023-03-20 17:47:30 Pending B
5 Custom threatintelligence indicators are hit. inbound 7 @High B cac 2023-03-20 17:47:39 Pending B
6  Custom threatintelligence indicators are hit. Inbound 4 QHigh B cac 2023-03-20 17:47:39 Pending B

By details

When security alerts are displayed by details, fields for each alert include last detection time,
threat, threat type, attack stage, severity, target IP, target group, attacker IP, asset of attacker,
proxy server IP, result, status code, attacks, URL, threat intelligence, device, data source, status,
and operation, as shown in the figure below.

Ne.  Last Detected Threat Threat Type T Attack Stage T TargetIP T Attacker IP T XFF @Y Result T Status Co.. URL Status ¥

Operati.. -

1 2023-03-23 Brute-force attack on SMB(En...  Brute-Force Attac.. @ Propagation 10.90.28.124 10.87.67.110 Pending & -
10:38:00

2 2023-03-23 Brute-force attack on SMB(En...  Brute-Force Attac.. @ Propagation 10.90.28.124 10.87.67.84 Pending S -
12:30:00

5 ®2023-03-23 Brute-force attack on SMB(..  Brute-Force Atta.. @ Propagation 10.90.28.121 10.80.28.182 Pending & -
09:48:43

a 20230323 Brute-force attack on SMB(..  Brute-Force Atta.. @ Propagation 10.90.28.124 10.87.67.110 Pending & -
06:57:07

5 *2023-03-23 Brute-force attack on SMB(..  Brute-Force Atta.. @ Propagation 10.90.28.121 10.87.67.84 Pending S -
04:56:00

6 °2023-03-22 Brute-force attack on SMB(..  Brute-Force Atta.. @ Propagation 10.90.28.121 10.90.28.182 Pending S -
23:36:00

2 Export M Open Monitor

No. Last Detected Threat Threat Type T Attack Stage T URL Threat Intelligence Sensor Device T Platform @  Status T Operati.

1 2023-03-23 Brute-force attack on SMB(End...  Brute-Force Attac.. @ Propagation Sangfor Endpoint Secure(10.22..  Current Pla...  Pending & -
19:38:00

2 2023-03-23 Brute-force attack on SMB(End. Brute-Force Attac.. @ Propagation Sangfor Endpoint Secure(10.22..  Current Pla...  Pending & e
122000

3 *2023-03-23 Brute-force attack on SMB(E...  Brute-Force Atta.. @ Propagation sangfor Endpoint Secure(10....  CurrentPl...  Pending & e
09:48:43

4 ®2023.03.23 Brute force attack on SMB(E...  Brute-Force Atta.. @ Propagation Sangfor Endpoint Secure(10....  CurrentPl..  Pending S -
06:57:07

5 ©2023.03-23 Brute force attack on SMB(E...  Brute-Force Atta.. @ Propagation Sangfor Endpoint Secure(10....  CurrentPl..  Pending S -
04:56:00

6 °2023-03-22 Brute-force attack on SMB(E...  Brute-Force Atta.. @ Propagation Sangfor Endpoint Secure(10....  CurrentPl..  Pending S -
23:36:00

Fields:

<Threat Type: >Represents the threat subcategory of the alert.
<Severity:> Includes High, Medium, and Low.

<Target Group: >Represents the asset group to which the target belongs.

<Asset of attacker: >Includes Internet assets and LAN assets, as shown in the figure below.

Target Endpoints Threat Type:

Select “ Select

all
Display All Critical Ass
Server
1427
Host

<Proxy Server IP: >Records the proxy information about Cdn-Src-Ip, X-Forwarded-For, X-Real-IP,
and Clienttip.


af://n653

<URL: >Represents the URL involved in the alert details.
<Data Source: >Nova Command or a lower-level platform.
<Operation: >Includes manual operations and coordinated response.

You can click the < > icon of some fields to further filter alerts, including threat, attack stage,
severity, target IP, target group, attacker IP, asset of attacker, result, status code, device, and
status, as shown in the following figure.

No. Last Detected Threat Threat Typd Y] © Attack Stage T Severity T Target IP ¥ Target Group ¥ Attacker IP T Asset of Attacke.. XFF @ T Result T StatusCon A
Ha 200328 Brute-force attack on SMB(En..  Brute-Force Attac.. @ Propagation (9 Medium 1090.28.124 FIRIPEE 10.87.67.110 FIFIPER Attempu. - 2
19:38:00
) 2023-03-23 Brute-force attack on SMB(En...  Brute-Force Attac... @ Propagation & Medium 10.80.28.124 ARIPER 10.87.67.84 ARIFER A 1
12:30:00
"3 ©2023.03.23  Brute-forceattackon SMB(.. Brute-ForceAtta.. @ Fropagation (9 Medium 109028121 HRIPEE 10.50.28.182 ARIPTEE - Attem... - 1
00:48:43

Filter

Threat Type

Cryptomining

Web System Exploit

loT Device Exploit

05 Kemel Exploit

System Command Injection
Web Framework Exploit

Metasploit

62inall 2 34 -

Alert Details
By correlation

You can select a security alert to go to the Details page, where you can see the basic alert
information, threat information, hit rules, attacker analysis, risky assets (target), and
recommendations, as shown in the figure below.


af://n670
af://n671

Details

Custom threat intelligence indicators are hit. B
Status: Pending Threat Type: Bots

Attack Stage: B8 C8(C Alert ID: 2141000095

+ Data Packet

Request

Severity: @ High
Confidence: @ Medium

Detected By: SipDataPlatform...

GoldenEye Traceback

Threats Hit Rules Attacker Analysis Risky Assets-Target Recommendations
All Targets (2 «
gets (2) Attacker Victim Attack Result
Select - .
4 Asset3 (11.1.11) Compromised
Asset3 (1.1.1.11) Details Original Logs
Attacks: 2 Compromised
Last Detected: 202 ¢ Details
UserGroupd (31.1.12) Vi Attacks: 2
- 1111 ) . "~
Attacks: 3 (EErsETr s Attack Result: Compromised A
[ &8 Asset3 » W
Last Detected: 2023-03-20 17:47:39 . rotocol: http
Server Port: 14060 Protacol: hty Internet
2inall .
e - + Latest Attack Details
indicator [B gundama.com/test req_body _len 0
rsp_body_len 1163 http_status_code 404
o Timeline

Last Detected

Mark as Fixed J

2023-03-20 17:47:39

55.55.55.55
United States

Port: 80

Code Converter

Response

Attacker

Threat Intelligence

Request Header

CF-IPCountry: CN

Basic information

GET/userfiles/photos/smallfimdex.aspZarticle_SUIb2HTTP/1.1
Host: www.gztenon.com
Connection: Keep-Alive

Accept-Encoding: gzip

CF-RAY: 392221¢6409f43¢f 52V
CF-Visitor: {*scheme": “htp"}

Accept-Language: zh-cn,en-us,zh-tw,en-gb,en;

Response Header
HTTP/1.1404NotFound
Content-Type: text/html

Server: IIS

X-Powered-By: WAF/2.0

Date: Wed,23Aug201702: 23: 16GMT
Content-Length: 1163

Tinall

Per Page

10

You can view the status, threat type, severity, data source, attack stage, and alert ID of the alert, as

shown in the following figure.

Custom threat intelligence indicators are hit. B

Status: Pending

Attack Stage: B C&C

Threat Type: Bots

Alert ID: 2141000095

Severity: @ High
Confidence: @ Medium

Detected By: SipDataPlatform...

You can click the alert ID to go to the [System/Security Capabilities/Detection Engines] page,
where you can view the details, as shown in the figure below.

Custom threat intelligence indicators are hit. B

Status: Pending

Attack Stage: B C&C

© New ~ a¥ Imoort &% Export
No. Alert D Incident ID Threat Name Intellige...
1 2141000.. 1141000095 Custom threat..  URL

Threat Type: Bots

Alert ID| 2141000095

Severity T Threat Type Tags

@ High

Bots

=i |

Severity:@ High
Confidence: @ Medium

All Alerts - All Incidents

Intelligence... Time Crested Intelligence Indicator

2023-03-17 00:31:18  gundamd.com/test

Tinall

Detected By: SipDataPlatform...

2141000095

Status

v

Security Alerts

Enabled

PerPage 20

On the Detection Engines page, you can also click < #* >to edit the alert information, including

xQ

Seu

Enabl

enabling or disabling security alert or security incident, changing the severity, and specifying the
background, impacts, and recommendations, as shown in the following figure.



Rule Details x

Status: Enabled

Alert ID: 2141000085

Incident ID: 1141000095

Security Alert: © Enabled Disabled

Security Incident: © Enabled Disabled

Intelligence Type: URL -
“Intelligence Indicator: A importFile | (@

qundam.com/test

Threat Type: Bots -
Severity: High -
Intelligence Source: | Specify the intelligence source.

Threats

On the [Threats] tab, attack targets, alert quantity, alert details, and original logs are displayed, as
shown in the figure below.

Threats Hit Rules Attacker Analysis Risky Assets-Target Recommendations
All Targets (2 « .
gets (2) Attacker Vietim Attack Result Last Detected
Select M .
“ Asset3 (1.1.1.11) Compromised 2023-03-20 17:47:39
Asset3 (1.1.1.17) Details Original Logs
Attacks: 3 Compromised I
Last Detected: 2023-03-20 17:47:39 + Details
UserGroup3 (31.1.12) Vici Attacks: 2
Attacks: 3 ] B 1111 Attack Result: Compromised {l} 33:33.53.53
Asset3 i v United States
Last Detected: 2023-03-20 17:47:39 corer Port: 14050 Protocol: hitp intemet PO 80
+ Latest Attack Details GoldenEye Traceback | Threat Intelligence
indicator [B gundama.com/test req_body len 0
rsp_body_len 1163 http_status_code 404
+ Timeline  ~
+ Data Packet Code Converter Hex

Request Response

Request Header Response Header
GET/userfiles/photos/small/imdex.asparticle_SUIbL2HTTP/1.1 HTTP/1.1404NotFound

Host: www.gztenon.com Content-Type: text/html

Connection: Keep-Alive Server: IIS

Accept-Encoding: gzip X-Powered-By: WAF/2.0
CF-IPCountry: CN Date: Wed,23Aug201702: 23: 16GMT
CF-RAY: 302321c640043ef-SZV Content-Length: 1163

CF-Visitor: {*scheme": “htp"}

Accept-Language: zh-cn,en-us,zh-tw,en-gb,en;

You can scroll up and down in the [Details] section to view the data packet information, as shown
in the figure below.



All Targets (2) «

Select -

Asset3 (1.1.1.11)
Attacks: 3 Compromised

Last Detected: 2023-03-20 17:47:39

UserGroup3 (3.1.1.12)
Attacks: 3 Compromised

Last Detected: 2023-03-20 17:47:39

2inall

Attacker Vietim Attack Result Last Detected
+ Latest Auack Uetans olgentye Iracepack | Inreat nteigence
indicator B gundam@.com/test req_body_len 0
rsp_body len 1163 hitp status_code 404
+ Timeline  ~
* Data Packet Code Converter Hex
Request Response
Request Header Response Header

GET/userfiles/photos/smallfimdex.asp?article_SUIb2HTTP/1.1

Host: www.gztenon.com

Connection: Keep-Alive

Accept-Enceding: gzip

CF-IPCountry: CN

CF-RAY: 392aa1c6409f43ef-S7V

CF-Visitor: "scheme": "http"}

Accept-Language: zh-cn,en-us,zh-tw,en-gb,en;

Accept: /*

User-Agent: Mozilla/5.0(Phone;U;CPUPhone0S4 OlikeMacOSX;en-

HTTP/1.1404NotFound
Content-Type: text/html

Server: lIS

X-Powered-By: WAF/2.0

Date: Wed,23Aug201702: 23: 16GMT
Content-Length: 1163

ponse Body

us)AppleWebKit/532.9(KHTML likeGecko)Version/4.0.5Mokbile/8A293S afar

i/6531.22.7
CF-Connecting-IP: 106.11.159.135

Request Body

You can click the <Original Logs> tab to view the logs related to the alert, as shown in the figure

below.
Threats Hit Rules Attacker Analysis
All Targets (2) «
Select -

Asset? (11.1.11)
Attacks: 3 Compromised

Last Detected: 2023-03-20 17:47:39

UserGroup3 (3.1.1.12)
Attacks: 3 Compromised

Last Detected: 2023-03-20 17:47:39

2in all

Risky Assets-Target Recommendations

Attacker Victim

4 55.555555(United States) Asset3 (1.1.1.11)

higher judging efficiency, as shown in the figure below.

Details Original Logs
Lags: 3 All Attack Results ¥ || Src IP/Dst IP Q
No. Time Description Rule D LogType AttackS.. SrclP Dst 1P DstPort  StatusC.. AttackR
1 2023-03-20 17:47:39 Custom threat intelli... 141000... Bots 1111 53.55.5... 80 - Compro...
2 2023-03-2017:4739  Custom threat intelli.  141000.. Malicio..  Bots 11111 55555. 80 = Compro..
3 2023-03-20 17:47:39 Custom threat intelli... 141000... Malici Bots 1111 53.55.5... 80 - Compro...
. . " T . . . .
You can click the content in the "Description" column to view the original log information for
Log Details X
B Extract Threat Intelligence No.: 1 Next
Src IP: 1.1.1m o : Dst IP: 55.55.55.55
= Src Port: 14060 “pPratoco B Dst Port: 80
Data Packet JSON Detection Info
+ Data Packet Code Converter Hex

Request

Attack Result Last Detected

Compromised 2023-03-20 17:47:39

Response

Request Header
GETfuserfiles/photos/smallfimdex.asp?
article SUIL2HTTP/1.1

Host: www.gztenon.com

Connection: Kesp-Alive
Accept-Encoding: geip

CF-IPCountry: CN

CF-RAY: 392aa1c640943ef-52V
CF-Visitor: {"schema: "http’}

Accept: *f*

User-Agent:

&/BA293Safari/6531.22.7
CF-Connecting-IP: 106.11.159.135

Response Header
HTTP/1.1404NotFound
Content-Type: text/html

Server: Il

X-Powered-By: WAF/2.0

Date: Wed 23Aug201702: 23: 16GMT
Content-Length: 1163

Accept-Language: zh-cn,en-us zh-tw.en-gb,en;

Respanse Body

Mozilla/5.0(iPhone;U;CPUiPhone0S4 _OlikeMacOSX;en-
us)AppleWebKit/532.9(KHTML likeGecka)Version/4.0.5Mobil

Request Body



You can click <Go to Logs> to redirect to the <Logs> page and filter the logs related to this alert, as
shown in the figure below.

Threats Hit Rules Attacker Analysis Risky Assets Target Recommendations
All Targets (2 « -
gets (2) Attacker Victim Attack Result Last Detected
Select - B 2
4 555555.55(United States) Asset3 (1.1.1.11) Compromised 2023-03-20 17:47:39
Asset3 (1.1.1.11) Details Original Logs
Attacks: 3 Compromised —
Last Detected: 2023-03-20 17:47:39 Logs: 3 Go to Logs All Attack Results Sre IP/Dst IP
No. Time Description RuleID  LogType AttackS.. SrcIP Dst IP DstPort  StatusC.. AttackR..
UserGroup3 (3.1.1.12)
Grizies) Sowpininesd 1 2023-03-2017:47:3¢  Custom threat intelli.  141000.. Malicio.. Bots 11111 55.555.. 80 = Compra..
Last Detected: 2023-03-20 17:47:39
2 2023-03-2017:47:39  Custom threatintelli.  141000.. Malicio..  Bots 11111 55555.. 80 - Compro...
3 2023-03-2017:47:39  Custom threatintelli.  141000.. Malicio.. Bots 11111 55555.. 80 E Compro...
Logs
& Bport @ & Code Converter Open Monitor (' Refresh  Refresh Interval: Disabled ~
2023-03-20 17:47:39 - 2023-03-20 17:47:39 Security Logs ~  Direction - Recent Searches  Bookmarks
(rle 1410000557 AND sr st 73 L»
AND o (+ ad )
Total Entries (3 in Total) af Display Trend Graph
Bots (3)
No. Time LogType ¥ Attack Type ¥ Attack Subtype ¥ SrcIP ¥ XFFY SrcPort W DstlP W DstPort Y Request URL Severity W Description Status Code W DataSource W Attack State W Whitelist
»
1 2023-03-2017:47:39  Malicious File..  Bots Bots 111 - 14060 55.55.55.55 80 gundam.co. High Custom threa... - SipDataPlatfo..  Compromise 4 No
2 2023-03-2017:4739  Malicious File..  Bots Bots 111 - 14060 5555.55.55 80 gundam?.co. High Custom threa... - SipDataPlatfo..  Compromise 4 No
3 2023-03-2017:47:39  Malicious File..  Bots Bots 11am - 14060 55.5555.55 80 gundam.co. High Custom threa.. - SipDataPlatfo...  Compromise 4 Ne

You can view the rule ID list related to the alert, containing information such as rule ID, rule name,
detection engine, threat type, severity, and ATT&CK attack technique, as shown in the figure
below.

Threats Hit Rules Attacker Analysis Risky Assets-Target Recommendations
Mo. RuleID Rule Name Detection Engine Threat Type Severity ATT&CK Attack Technigue
1 141000095 Custom threat intelligence indi..  Custom Threat Intelligence Dat..  Bots O High

You can click a rule ID to go to [System/Security Capabilities/Detection Engines]. On the page that
appears, you can view or edit the rule details, as shown in the figure below.

© New ~ ¥ Import & Export All Alerts * | AllIncidents ~ 141000095 xQ
No. AlertID Incident ID Threat Name Intellige... Severity T Threat Type Tags Intelligence... Time Created Intelligence Indicator Status | Security Alerts  Set -
1 2141000.. 1141000095 Custom threat... URL @ High Bots SEN-E. 1 2023-03-17 00:31:18  gundam@.com/test v Enabled Enable

Tinall PerPage 20
Attacker analysis

You can view the attacker IP address, region, attack count, attackers on the same subnet, target IP
addresses, first attack time, last attack time, lockout status, and intelligence, as shown in the
figure below.

Threats Hit Rules Attacker Analysis Risky Assets-Target Recommendations
& Export
No. Attacker IP Region XFF Attacks Attackers on the Same Subnet  Target IPs  First Detected Last Detected Status Operatic -
1 55.55.55.55 United States - 6 1 2 2023-03-2017:47:30  2023-03-2017:47:39  Uncorrelated a E

You can click the < & > icon in the [Operation] column to select the configured Next Generation

Application Firewall (NGAF) for performing correlated block, as shown in the figure below.



Coordinated Block o

@ To use coordinated block with NGAF, make sure that the NGAF . Configure Now
* Object: 55.55.55.55 = -
* Lockout: ‘ 7 days + @
* Device: ‘ Select | D
Remarks: temarks

You can click the value in the "Attackers on the Same Subnet" or "Target IPs" column to view the
attacker IP addresses or target IP addresses, as shown in the figure below.

Attackers on the Same Subnet

No. Attacker IP

1 55.55.33.35

Targets

No. Target IP

1 1111

2 31102

If multiple attacker IPs are associated with the alert, you can click <Export> to export the attacker
IP list in the XLSX format.

Risky assets - target

You can view the information about risky assets associated with the security alert and perform
operations such as export, bulk operation, and manual operation, as shown in the figure below.

I8 Bulk Operation = 2 Export All Statuses -

Mark as Fixed k

Type Threat Detections  Last Detected Status Operation
Mark as Fixing "
(1.1.1.41) )
Server 1 2023-03-20 17:47:39 Pending B -
@ suspend
UserGroup3 (3.1.1.12 )
2 sorGroups ( ) Server 1 2023-03-20 17:47:39 Pending B -
UserGroup3
B Bulk Operation ~ &% Exportt All Statuses -
-] No.  Risky Assets Type Threat Detections  Last Detected Status Operation
Asset3 (1.1.1.11
1 el ) Server 1 2023-03-20 17:47:30 Pending B -
Asset3
UserGroup3 (3.1.1.12) )
2 Server 1 2023-03-20 17:47:39 Pendin
UserGroup3 . B E‘

@ Mark as Fixing

0 suspend
2o Whitelist



You can hover over a risky asset to view the asset details or risk details, as shown in the figure
below.

Bulk Operation ~ &2 Export All Statuses
[-] No.  Risky Assets Type Threat Detections  Last Detected Status Operation
1 2222 (EELAY Server 1 2023-03-20 17:47:39 Pending B -
Asset Information vr
2 dz:gi:iz Server 1 2023-03-20 17:47:39 Pending B -
AssetNams:  Asset3 (@
Hostname:
Last IP Detected: 1.1.1.11
Last Online:  2023-03-20 17:46:41
Asset Group:  Assetd
Type: Server
MAC Address:
Cwner:
Asset Details  Risk Details
Recommendations

Troubleshooting and fixing suggestions are provided based on the alert background and impact,
as shown in the figure below.

Details X

Custom threat intelligence indicators are hit. B

. Mark as Fixed 8

Status: Pending Threat Type: Bots Severity: @ High Detected By: SipDataPlatform... -
Attack Stage: B C&C Alert ID: 2141000095 Cenfidence: @ Medium

Threats Hit Rules Attacker Analysis Risky Assets-Target Recommendations

| Recommendations £

Background

Impacts

Troubleshooting

1. Check the intelligence details on Sangfor Neural-X Threat Intelligence (httpss//wiki.sec.sangfor.com.cn/analysis-platformlang =EN-US).

2.1f Sangfor Endpoint Secure has been deployed, it is recommended to integrate it to report its virus detection logs to Cyber Command for threat remediation and host scans. If Sangfor Endpoint Secure is not

deployed, it is recommended to use the Sangfor antivirus toal for virus detection and removal: http://endpoint sangfor.com/#/index/home

3. 1f Sangfor Endpoint Secure and other antivirus tools identified ne suspicious file, use the memory snalytics tool to locate the process requesting for malicicus intelligence to check whether the process is

suspicious.

Recommendations

1. Check whether the endpsint is required by the servic. If so, add the sndpoint IP to the global whitslist.
2. Check whether the action is performed by internal users. If so, deal with it according to the internal regulations.

3.1f the case is none of the above, the sndpoint could be under the control of hackers or may have became a zombie. You should do the following:

(1) De not open email from unknown senders, and do not open attachment files in the mail.

{2) Do nat click on the unknown link in the email. The user can check the reputation of a website before visiting it.

(3) Back up important documents. The best practice for backup is to adopt the 3-2-1 rule. Make at least three copies, save them in two different formats, and store the copies in different places.
Recommended antivirus softwars:

httpy//endpoint.sangfor.com/#finformation/all_tools

By details

After you click a threat in the list, the Details page appears, which displays basic alert information,
alert details, hit rules, original logs, attacker analysis, and recommendations, as shown in the
figure below.


af://n714
af://n717

Details Hit Rules Original Logs Attacker Analysis Recommendations

¢ Details
Vichi Attacks
= Attacks: 10 =
E 1117 Attack Result: Compromised Y 55.55.55.55
Asset2 > w United States
Gerver  Port: 14060 Protocol: http Intemet  Port: 80
+ Latest Attack Details GoldenEye Traceback | Threat Intelligence
indicator |B pixeldra.in/api/download/I9RRye req_body _len 0
rsp_body_len 1163 http_status_code 404
* Data Packet Code Converter UTF-8 Hex
Request Response
Request Header Response Header
GET/userfiles/photos/small/imdex.asp?article_SUIb2HTTP/1.1 HTTP/1.1404NotFound
Host: www.gztenon.com Content-Type: text/html
Connection: Keep-Alive Server: IS
Accept-Encoding: gzip X-Powered-By: WAF/2.0
CF-IPCountry: CN Date: Wed,22Aug201702: 23: 16GMT
CF-RAY: 392a3a1c6409f43ef-52V Content-Length: 1163

CF-Visitor: {"scheme": "hitp"}

MAccept-Language: zh-cn,en-us zh-tw,en-gb.en;

Accept: *f*

User-Agent: Mozilla/5.0(iPhone;U;CPUIPhone0S4 _OlikeMacOSX;en- Response Body
us)AppleWebKit/532.9(KHTML likeGecko)Version/4.0.5Mobile/8A293S afari

f6531.22.7

CF-Connecting-IP: 106.11.159.135

Request Body
Basic information

You can view the status, threat type, severity, data source, attack stage, and alert ID of the alert, as
shown in the following figure. You can click the ID to view details on the System/Security
Capabilities/Detection Engines page.

Details

@ Brute-force attack on SMB(Endpoint Secure) B

Status: Pending Threat Type: Brute-Forc... Severity: @ Medium

Detected By: Sangfo... Alert ID: 217900005 Attack Stage: @ Propagation

Details

You can view the attack direction, source IP, destination IP, and protocol on the <Details> tab. The
latest alert details and data packet information are also displayed, as shown in the figure below.

Details Hit Rules Original Logs Recommendations
+ Details
Attacks Victi
= Attacks: 1 =
E 192.168.10.2 Attack Result: Attempted E 10.222.1.28
AEIPEE > P PREE
Server Port: - Server Port: -
+ Latest Attack Details
attack_count 2 Endpoint Secure Block Stat... Unblocked

Hit rules



You can view the rule ID list related to the incident, containing information about the rule ID, rule
name, detection engine, threat type, severity, and ATT&CK attack technique, as shown in the
figure below.

Details Hit Rules Original Logs Recommendations
No. Rule ID Rule Name Detection Engine Threat Type Severity ATT&CK Attack Techni...
1 17900003 Brute-force attack on ...  Others Brute-Force Account A... @ Medium Brute Force

You can click a rule ID to go to [System/Security Capabilities/Detection Engines]. On the page that
appears, you can view or edit the rule details, as shown in the figure below.

@ New Enable Disable Reslore All Alerts v | | Allincidents * 17900003 xQ
No.  Alert ID Incident ID' Threat Name Severity Threat Type Time Created Status Security Alerts Security Incidents Operation
1 217900003 117900003 Brute-force attack .. &9 Medium Brute-Force Attack on...  2021-10-16 16:13:40 v Enabled Disabled 4

1inall - PerPage 20
Original logs

You can view the logs related to the alert, as shown in the figure below.

Details Hit Rules Original Logs Recommendations

Logs: 1 All Attack Results v || Src IP/Dst IP Q
No. Time Description Rule ID Log Type Attack Su..  SrclIP DstIP Dst Port Status Co.. Attack Re...

1 2023-03-17 13:08:31 Brute-force attack on.. 17900003 Account..  Brute-For.. 192.168.1.. 10222128 - - Attempted

You can click the content in the "Description" column to view the original log information for
higher judging efficiency, as shown in the figure below.

Log Details X
W& Extract Threat Intelligence No.:1 MNext
ﬁ Src IP: 1117 ﬁ Dst IP: 55.55.55.55
httpProtocol
Src Port: 14060 BRines Dst Port: 80

Data Packet JSON Detection Info

+ Data Packet Code Converter UTF-8 Hex

Request Response

Request Header Response Header
GET/userfiles/photos/smallfimdex.asp? HTTP/1.1404NotFound
article_SUIb2HTTP/1.1 Content-Type: text/html

Host: www.gztenon.com Server: IS

Connection: Keep-Alive X-Powered-By: WAF/2.0
Accept-Encoding: gzip Date: Wed,23Aug201702: 23: 16GMT
CF-IPCountry: CN Content-Length: 1163

CF-RAY: 392aa1c6409f43=f-S2V

CF-Visitor: {"scheme": "hitp"}

Accept-Language: zh-cn,en-us,zh-tw,en-gb,en;

Accept: 5/ Response Body

User-Agent:

Mozilla/5.0{iPhone;U:CPUiPhone 0S54 _OlikeMacOSX:en-
us)AppleWebKit/532.9(KHTML likeGecka)Version/4.0.5Mabil
e/BA293%afar/6531.22.7

CF-Connecting-IP: 106.11.159.135

Request Body

You can click <Go to Logs> to redirect to the <Logs> page and filter the logs related to this alert, as
shown in the figure below.



Details Hit Rules Original Logs Attacker Analysis Recommendations

Logs: 11 All Attack Results ~ Src IP/Dst IP Q
No.  Time Description Rule ID Log Type Attack Su..  Src|P DstIP Dst Port Status Co...  Attack Re...
1 2023-03-17 01:34:19 Threat indicator matc... 140060486 Malicious... Cryptomi... 1117 55.55.55.55 80 - Compro...
2 2023-03-17 01:34:19 Threat indicator matc... 140060486  Malicious... Cryptomi.. 1.1.1.7 53.33.33.35 80 - Compra...

Logs

& Bport® | | Code Converter OpenMonitor (¥ Refresh  Refresh Interval: Disabled

2023-03-17 00:32:49 - 2023-03-17 01:34:19 Security Logs v Direction - Recent Searches  Bookmarks
(rle i 1460604887) AND s st 470 ::
AND -0 (+ _ad )

* Total Entries (11 in Total) 4 Display Trend Graph
Cryptomining (1)

No. Time logType ¥ AttackType ¥ Attack Subtype ¥ SrcIP Y XFE Y SrcPort ¥ DstiP Y DstPort Y RequestURL  Severity ¥ Description Status Code ¥ Data Source ¥ Attack State W Whitelist
i 1 2023-03-1701:3419  MaliciousFile..  Cryptomining  Cryptomining ~ 1.1.1.7 - 14060 55.55.55.55 80 pixeldrain/ap..  High Threat indicat... - SipDataPlatfo..  Compromised  No

2 2023037013419 MaliciousFile.. Cryptomining  Cryptomining 1117 - 14060 55.55.55.55 80 pixeldrain/ap..  High Threat indicat.. - SipDataPlatfo.. Compromised  No

3 202303-17003249  MaliciousFile.. Cryptomining  Cryptomining 1117 - 14060 55555555 80 pixeldrain/ap..  High Threat indicat.. - SipDatePlatfo..  Compromised  No

4 2023037003249 MaliciousFile.. Cryptomining  Cryptomining 1117 - 14060 55.55.55.55 EY phxeldrain/ap..  High Threatindicat.. - SipDataPlatfo..  Compromised  No

5 2023-03-17003249 Malicious File.. Cryptomining  Cryptomining  1.1.1.7 - 14060 55.55.55.55 EY pixeldrain/ap..  High Threatindicat.. - SipDataPlatfo..  Compromised  No

6 202303-17003249 MaliciousFile.. Cryptomining  Cryptomining 1117 - 14060 55.55.55.55 EY pixeldrain/ap..  High Threatindicat.. - SipDataPlatfo..  Compromised  No

Attacker analysis

You can view the attacker IP address, region, attack count, attackers on the same subnet, target IP
addresses, first attack time, last attack time, lockout status, and intelligence, as shown in the
figure below.

Details Hit Rules Original Logs Attacker Analysis Recommendations
B Export
No.  Attacker IP Region XFF Attacks Attackers on the Same Subnet  Target IPs First Detected Las -
1 55.55.55.55 United States - 1 1 1 2023-03-17 00:32:4%  2023-

You can click <Lockout> or the < ﬁ > icon in the [Operation] column to select the configured

Next Generation Application Firewall (NGAF) for performing correlated block, as shown in the
figure below.

Coordinated Block e

(@) To use coordinated block with NGAF, make sure that the NGAF ... Configure Mow

* Object: 55.55.55.55 % -

* Lockout: 7 days + @

* Device: Select * D

Remarks: Remarks

Cancel




You can click the value in the "Attackers on the Same Subnet" or "Target IPs" column to view the
attacker IP addresses or target IP addresses, as shown in the figure below.

Attackers on the Same Subnet

No. Attacker P

1 55.55.55.55

Targets

No. Target IP

1 1117

If multiple attacker IPs are associated with the alert, you can click <Export> to export the attacker
IP list in the XLSX format.

Recommendations

Troubleshooting and fixing suggestions are provided based on the alert background and impact,
as shown in the figure below.

Details *
Threat indicator match (ProtonMiner minin E
@ ( g} l_ Integration Mark as Fixed | ==
Status: Pending Threat Type: Cryptomini... Severity: g High
Detected By: SipDat... Alert 1D: 2140060486 Attack Stage: B C&C
Details Hit Rules Qriginal Logs Attacker Analysis Recommendations

| Recommendations &

Background

ProtonMiner is a mining virus that exploits vulnerabilities in Redis and Weblogic to distribute itself. First, attackers control an infected host to download and execute
uuu.sh script. Once the script starts running, it downloads mining program and configuration files to mine cryptocurrency, and downloads worms to attack other
hosts. ProtonMiner checks whether the current account has root privilege, terminates other botnet processes (if any), writes itself into system file crontab, and

modifies settings of iptables to allow malicious activities on some ports.

Impacts

1. The virus may result in CPU/GPU overusage and affect system performance eventually.

2. The virus may download other worms to spread viruses and infect other LAN hosts.

Troubleshooting

1. Check the intelligence details on Sangfor Neural-X Threat Intelligence (httpsy//sec.sangfor.com/analysis-platform).

2. Use Sangfor Endpoint Secure to perform a full scan. If no result is reported, check whether another antivirus tool is installed. Check and analyze the virus scanning
and killing record for suspicious files.

3. If Sangfor Endpoint Secure and other antivirus tools identified no suspicious file, use the memory analytics tool to locate the process requesting for malicious

intelligence to check whether the process is suspicious.

Recommendations

1. Do not launch database or web server with root account. If attackers invade the services started via root account successfully, they may obtain all privileges of the
compromised hosts.

2. Fix the vulnerability in time by installing the corresponding patch on the host.

3. Install professional security software on endpoint devices and servers. Recommendation: Sangfor Endpoint Secure

4, Perform a full scan and virus removal on the virus-infected host, and then restart the host and check whether there are new files or processes generated. We
recommend Sangfor Anti-Malware Software. (http://edr.sangfor.com.cn/tocl/SfabAntiBot.zip)

5. Scan for suspicious connections on the network and disable unnecessary services, ports and remote connections not to get infected again.

6. Perform all operations above on all other hosts on the network.
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Alert Action

Only manual operation is supported when security alerts are displayed by correlation, while both

manual operation and coordinated response are supported when security alerts are displayed by
details.

Manual operation
Method 1: Direct operation

When security alerts are displayed by correlation, you can choose a security alert and select an
operation such as <Mark as Fixed>, <Mark as Fixing>, and <Suspend>. The page will be refreshed
when the status changes, as shown in the figure below.

No.  Threat Direction Risky Assets  Severity Attack Stage

Last Detected Status Operation

{ Gl e trbem sam i Inbound 2 @High & cac 2023-03-20 17:47:38 Pending B[
2 Custom threat intelligence indicators are hit. Inbound 22 @High & cac 2023-03-20 17:47:39 Fixe BB Merk as Fixing

Q) suspend
3 Custom threat intelligence indicators are hit. Inbound 6 ® High @ Ccac 2023-03-20 17:47:39 er

Lo Whitelist

Fixing X
{1 It may take some time to change the status of the alert. You can... X
Remarks (optional|
A

& Upload Image @

When security alerts are displayed by details, you can choose a security alert and select an
operation such as <Mark as Fixed>, <Mark as Fixing>, <Suspend>, and <Whitelist>, as shown in
the figure below.

No.  Last Detected

1 2023-03-23
22:38:00

2+ 2023-03-23
14:08:28

3 *2023-08-23
13:53:00

Attack Stage T

@ Propagation
@

@ Propagation

@ Propagation

Target 1P T

10.90.28.124
@

10.90.28.121

10.90.28.121

Target Group ¥

RRIPEE
@

ARIPEE

ARIPER

Attacker 1P T

10.87.67.110
@

10.90.28.182

10.87.67.110

Method 2: Operation on the Details page

Result T

@

Status Code

Attempted -

Attempted -

. Attacks

3

Threat Intelligence

Status T Operation

=[]

B Mark as Fixed

Pending

Pen B Mark as Fixing

© suspend
Pen
Lo Whitelist

When security alerts are displayed by correlation, you can click a security alert to go to the details

page, and then click the -+ icon in the top right corner to select an operation, as shown in the
following figure.
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Details

o

Status: Pen

Threats Hit Rules

All Targets (2)

Select

ding
Attack Stage: B CBIC
Attacker Analysis

&

Asset3 (1.1.1.11)
Attacks: 3

Compromised

Last Detected: 2023-03-20 17:47:39

UserGroup3 (3.1.1.12)
Attacks: 3

Last Detected: 2023-03-.

o

Method 3: Operation on the Risky Assets -Target tab

Compromised

20 17:47:39

Threat Type: Bots

Alert ID: 2141000095

Custom threat intelligence indicators are hit. [B

Severity: @ High

Confidence: @ Medium

Risky Assets-Target Recommendations

Attacker Victim

55.55.55.55(United States) Asset3 (1.1.1.11)

Detected By: SipDataPlatform...

Attack Result

Compromised

Attacks: 3

Attack Result: Compromised

Details Original Logs
Details
Victim:
g 11,111
Asset3
Server  Port: 14060

Protocol: http

/Y
w

Internet

Mark as Fixed \Z‘

Mark as Fixing
Suspend
Whitelist

Last Detected

2023-03-20 17:47:39

35.55.53.55
United States
Port: 80

When security alerts are displayed by correlation, you can select an operation on the Risky Assets
- Target tab of the Details page, as shown in the following figure.

]

Status: Pendin

Attack Stage: B CBIC

Threats

g Threat Type: Bots

Alert ID: 2141000095

Risky Assets-Target

Hit Rules Attacker Analysis
B Bulk Operation ~ &2 Export

-] No.  Risky Assets
Asset3 (1.1.1.11)

V| 1 N

] Asset3

5 UserGroup3 (3.1.1.12)

UserGroup3

Coordinated response

Custom threat intelligence indicators are hit. [B

Severity: @ High
Cenfidence: @ Medium

Recommendations

Type

Server

Server

Detected By: SipDataPlatform...

Threat Detections  Last Detected

1 2023-03-2017:47:39

1 2023-03-2017:47:39

Mark as Fixed Jd

Al Statuses -
Status Operation
Pending B[~

@ Mark as Fixing
Pe
0 suspend

Lo Whitelist

When security alerts are displayed by details, you can click the< &' > icon to pop up the
Coordinated Response dialog box, as shown in the following figure.

No.  Last Detected Threat

1 2023-03-23 Brute-force attack on SMB(Endp..

2238:00

2 +2023-08-23
12:08:28

Brute-force attack on SMB(ENd...

&2 Export Open Monitor

Threat Type T Attack Stage T Target P T

Target Group T

Attacker IP T Result T

Status Cod..
Brute-Force Attack .. @ Propagation 10.90.28.124 FRIPER 10.87.67.110 Attemptu. - 3
@ @ @ @ @ @

Brute-Force Attac.. & Fropagation 10.90.28.121 BIpIPEE 10.90.28.182 Attemp... - 2

Attacks

Status ¥ Operation

Pending I
Coordinated Response

Pending e

In the dialog box, you can view various policies by event type, including predefined policies, such
as Threat Scan, Block Domain Name/URL, VM Suspend, Snapshot, VM Add, VM Shutdown, Block
Endpoint, Account Lockout, Browsing Risk Notification, Endpoint Lockout, and Access Control. You
can also clone or customize policies, as shown in the figure below.
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Coordinated Response

X
C Refresh All Incident Types v Name, device, IP, policy Q
MNo. MName Hit Incident Device IP Address Policy Type
Block Source IP - Predefined Sangfor NGAF (v8.0... .
0o 1 Block Attacker IP - N Days All Alert Sangfor NGAF (vB.0... Cyber Command (..  Builtin Strategy
Plock Attacker I - I ays. 3 Applications
Access Control - Predefined - Alert Sangfor NGAF (vB.0...
2 p f fied IP All Alert Sangfor Endpoint S..  Cyber Command (..  Builtin Strategy
z 5 Applications
Block Domain Name/URL - Predefined - Alert Sangfor NGAF (v8.0... .
3 Block Attacker IP - N __ All Alert Sangfor NGAF (vB.0... Cyber Command (..  Builtin Strategy
A 3 Applications

PerPage | 20 ~  3inal -
Ada Policy Next Close

After clicking <Next>, you will go to the parameter settings page of coordinated response based
on the policy you selected., You can set the device, call device IP, source IP, and block duration.
The figure below takes the policy for blocking source IP as an example.

Coordinated Response

P Access Control - Predefined - Alert

* Device: Sangfor NGAF (v8.0.35 and above)
Sangfor NGAF (v8.0.8 to v8.0.34)
© Sangfor Endpoint Secure
Sangfor Endpoint Secure (SASE)
Sangfor HCI

Sangfor Endpoint Secure is not configured on the System = Response Apps page. Settings

“Call Device IP: b
“Direction: © Inbound and Cutbound Block Inbound Block Qutbound Block
“IP Range: 10.87.67.110

P
Bloclend Dok A ~

Previous Close

After you click <Execute>, the response action starts to be executed. The system prompts the
message of <Executed> at the top of the page after the execution is completed.

(&) NovaCommand Home  Response

Holistic ~ A® @ aimin

Response

B Risky Assets >

© Security Incidents

Risky Assets

Last 30 doys E ¢



On the [Response/Response History/Auto Response History] page, you can view the response
history, including the status, result, policy, and other related information, as shown in the figure
below.

Response =
Risky Assets  Security Incidents  Security Alerts  Auto Response History ~ Coordinated Actions
[ Risky Assets
Asset P, pol
© Security Incidents No.  Running Palicy Asset 1P Policy Type Application Security Incidents End Time Executed By Execution Status Coordinated Action
© Security Alerts 1 AccessControl - Pr.. 109028124 Builtin Strategy Sangfor NGAF (v8.0...  Alert-Brute- A.. 2023-03-29 00:36:10 admin O riled ® Execute Again

O Auto Response 2 ThreatScan- Prede.. 1.1.1.711.1.1.721.1.. Builtin Strategy Sangfor Endpoint S...  Incident-Ransomw...  2023-03-28 19:13:12 admin Qrailed @ View - Execute Again

3 ThreatScan- Prede.. 1.1.11,1.1.121.11...  Builtin Strategy Sangfor Endpoint S...  Incident-Proxy Tools ~ 2023-03-28 18:56:14 admin O riled ® View - Execute Again
[E] Response History
4 Threat Scan - Prede...  2.1.1.93

Builtin Strategy Sangfor Endpoint S...  Incident-File Link C...  2023-03-26 19:36:00 admin O riiled ® View - Execute Again

Whitelist

In addition to above operations, you can also whitelist security alerts. First, select an alert, and
click the < ==+ >icon. Then, select <Whitelist>. The [Add Security Alert Whitelist] window

automatically appears. The source IP, destination IP, and rule ID are filled in by default. You need
to specify and check other fields such as the applicable device and validity period.

No.  Last Detected Threat Target 1P ¥ Attacker IP T Result ¥ Status Code T Attacks Sensor Device T Status ¥ Operation
T 2003-03-23 22:38:00  Brute-force attack on SMB(Endpaint .. 10.90.28.124 1087.67.110 Attempted - 3 Sangfor Endpoint Secure(10.2224.85)  Pending S -
Coor ™
Mark as Fixed
-] . . N i .
2 . attack on 10.90.28.121 10.90.28.182 Attempted 3 sangfor Endpoint Secure(10.222.4.85)  Penc B Mark o5 Fixing
16:26:33
Q) suspend
! 2023-03-23 15:3200  Brute-force attack on SMB(Endpoint S.. 109028121 1087.67.110 Attempted - 3 Sangfor Endpoint Secure(10.2224.85)  Penc R
Whitelist

Add Security Alert Whitelist X

Notes:
1. If multiple conditions are specified, the whitelist entry will take effect only w

ded, no a

hen all the conditions are met.

2. After the whitelist entry is ad t will be triggered for the logs hitting this entry.

“Threat Type: Brute-Force Attack ... | @ Rule 1D: 17900005 @
Src IP: 10.90.28.182 @ Sre Type: ARIPSEE
Dst IP; 10.90.28.121 @ Dst Type: RMIPSEE
Dst Port: Separate ports with cor Domain Name/URL: @
Username: @ “Apply To: All -
“Schedule: Never Expire
Remarks:

Note:

The whitelisting function is applicable to security alerts only.

Auto Response

This module aims to help you build standard response processes for security incidents through
built-in or orchestrated custom response policies. By doing so, you can respond to threats and
attacks in time and efficiently, build a security defense system, and reduce security operation
cost. You can classify, manage, add, and edit policies in this module.
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Policy Type

Policies are classified into three types by default: built-in, advanced, and cloned policies. You can
also add policy types, as shown in the following figure.

Policies Policy Templates
Bolicy Type New <| Q New C Refresh
Threat Type * | Device v | Allstatuses ¥ | Last Updated B | Name, device, IP, policy type
. No. Name Associated Threat Type Execution Method P Address Status Time Updated Operatior

=) All Policies(40)

Builtin Strategy(17) =+ Access Control - Predefined...

1 Prevent an endpeint from All Alert Manual Cyber Command (127.0.0.1.. @[ )Enabled 2023-02-29 00:36:10 B Clone
Advanced(23) aceessing specified IP...
Cloned(0)

Threat Scan - Predefined
2 Start a full/quick scan and All Incident Manual Cyber Command (127.0.0.1.. ([ )Enabled 2023-03-28 19:13:12 B Clone
blockftrust detected...

Types:

Builtln Strategy: Policies that are built in when Nova Command is released. They may change
together with the update of Nova Command.

Advanced: Default auto response policies (excluding cloned policies) of the previous version of
Nova Command. They are updated and translated to advanced policies when Nova Command is
updated.

Cloned: Customized policies. You can add a policy type here by clicking <New> in the
[Policies/Policy Type] area. You can also delete/edit this type, as shown in the following figure.

Policy Type New <| @ New C Refresh

Threat Type ~ || Device - | Als

Search
No.  Name Associated Threat Type Execution Method 1P Address Status Time Updated Operation

= All Policies(40)

Builtin Strategy(17) =

Advanced(23)

Cloned(0) o

Note:

The IP addresses in the list are the instance request IP addresses of applications, which can be
found in applications on the [System/Devices/Response Apps] page. However, the IP addresses
on the Response Apps page may not be found in the "IP Address" column on the [Response/Auto
Response] page. This is because All is selected for the Device IP field in "Action Nodes" of this
policy, as shown in the following figure.

Policy Typs New <I S New C Refresh

Threat Type * || Device v || AllStatuses ¥ | | Last Updated B || Name, device, IP, policy type
Search

- No.  Name Associated Threat Type Exccution Method | IP Address Status Time Updated Operation
[ &= All Policies(40)

Builtin Strategy(17)  *+* Access Cantrol - Predefined..
1 Prevent an endpaint from Al Alert Manual Cyber Command (127.0.0.1.. ([ )Enabled 2023-02-20 00:36:10 B Clone
Advanced(23) accessing specified IP...
Cloned(0)
Threat Scan - Predefined

2 Start a full/guick scan and All Incident Manual Cyber Command (127.00.1.. @) Enabled 2023-02-28 191312 B Clone
block/trust detected...

Block Source I - Predefined N
3 Block Attacker IF - N Days, Al Alert Manual Cyber Command (127.00.1.. () Enabled 2023-03-16 18:23:58 B Clone

Browsing Risk Notification - Pred...
6 Users will be notified of endpoint Al Incident Manual @) Enabled 2023-03-16 18:23:58 B Clone
risks when they surf the Internet...
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(
4
o
< | AC-T1-Brows.

o]

Policy Addition

.

Parameter Settings

“ Node Name: AC-T2-Add Browsing Risk Notification
* Action: Sangfor 1AG/Add Browsing Risk Notification
‘I S{incidentlinkage_recommend.acnotice.p_t2)

“ Device IP: Al

Advanced ~

Delayed Execution:

* Netification Con...: $lincidentlinkage_recommend.acnotice.notification_

2}

On the [Response/Auto Response/Policies] page, you can click <New> to go to the policy
orchestration canvas page, as shown in the following figure.

Unnamed Policy

Action

2 Action Nodes
m) ooy

Process Filtering

oK

£ Policy Settings
Policy Settings

Basic Info

“Policy Name: Unnamed Policy

Policy Description:

074096
* Policy Type:

Execution Method: Q Execute Automatically ' Execute Manually

Trigger Type: O Security Incident  Security Alert

Conditions for Execution

© Add Condition

Nodes and constants are located in the left navigation pane, and their functions are described in

the following table.

Table 1 Policy Elements
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Type Name Function

The corresponding response action according to the

Nodes Action Nodes 7
type of the application.

The whole
response process,
including
execution node,
Policy process filtering
node, and end
node. Itis used to
call an existing

policy.

Decisions are
used for logical
judgment
between nodes.
The "if-else"
statement is
commonly used
for judgment.

Decision

The end of the
End whole policy
process.

Parameters can be marked as constants. For example,
you can add an IP address, IP range business group
name, or organization name as a constant. With these

Constants constants, you can identify the corresponding
parameters quickly and call them during policy
orchestration. You can define all types of resources as
constants except network IP resources.

Policy Settings

In the Policy Settings window, you can specify the policy name and policy description, select the
policy type from the drop-down list, select the execution method check box, and specify the
conditions for execution, as shown in the following figure.
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Policy Settings

Basic Info

* Palicy Marne: Unnamed Policy

Policy Description:

0740096
“ Policy Type: Select M
Execution Method: © Execute Automatically Execute Manually
Trigger Type: © Security Incident Security Alert

Conditions for Execution

Condition 1: in - -

& Add Condition

~ A condition that contains multiple values is met when one of the values is matched. A

* playbook that contains multiple conditions is executed when all the conditions are met.

Fields:
Policy Name: Required. You can specify the name.
Policy Description; Optional. You can enter the description according to the actual condition.

Policy Type: Available types include Advanced and Cloned, as shown in the following figure.



" Policy Type: Select -

Execution Method: Cloned

Advanced

Tt mmme Tosemma R L TP B L e TR TR

Execution Method: You can select [Execute Automatically] or [Execute Manually]. Polices that are
set to be executed automatically will be matched when the corresponding security
incidents/security alerts occur, and then coordinated response will be automatically executed.
Policies that are set to be executed manually will not be executed automatically.

Conditions for Execution: You can determine the conditions for execution of a policy based on
dimensions of asset type, asset group, detection time, IP address, rule ID, and security incident.
Each dimension can contain one condition only. If one dimension contains multiple conditions,
the conditions must be met at the same time. If one condition contains multiple values, the values
do not need to be met at the same time. By default, a condition in the dimension of security
incident must be set, as shown in the following figure.

Conditions for Execution

Condition 1: in - SOL Injection, Remot.. =
Condition 2:  Asset Type v in v Host v X
Condition 3:  Group v in v UserGroupl v X
Condition 4:  Time Detected v in v 00:00:00-00:00:00 v E
Condition 5:  IP Address v in v 1.1.1.1 b
Condition & | Rule ID hd in - 11223344 b

A condition that contains multiple values is met when one of the values is matched. A playbook
= that contains multiple conditions is executed when all the conditions are met.

As shown in the above figure, a security incident condition is required by default and cannot be
changed to conditions in other dimensions. Each dimension applies to only one condition. When
all dimensions are used by conditions, the \Add Condition> button will turn gray, which means
that you cannot add more conditions. After completing policy settings, you can click <OK> to
return to the canvas page. You can then click <Save> or <Enable>, as shown in the following
figure.



£ Policy Settings RSl A Enable

s N\
4
o

& Decision10

Z» ) Action Nodes12

e}

S

o—4

[ZENONN I

As shown in the above figure, you can click < 45 > on the canvas to undo the policy
orchestration and go back to the previous step, click < (F) >to zoom in the canvas, click < G >

to zoom out the canvas, and click < [ > to display the thumbnail. You can also click and drag to

adjust the position of the policy on the canvas, as shown in the following figure.
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o

& Decision10
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¥ ¥
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@ security level Else
o o

y
o
#» | Action Nodes12
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Node Addition

On the [Policies] page, you can choose a policy type and click <New> at the top of the list to go to
the canvas page. Then, you can click and drag the action node icon in the left navigation pane and
then drop it on the canvas.

Action - action nodes

After you drag and drop the action node to the canvas, you can click it to pop up the Parameter
Settings dialog box. You can specify the node name, select an action and device IP from the drop-
down list, and click <Advanced> to manually enable or disable delayed execution.
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Constants a Parameter Settings

* Node Name: Action Nodes14

ated d. * Action:

* Device IP Device IP

Policy
e
Advanced ~
Delayed Execution:
Process Filtering ' @

Execute after  Enter the latency.  SeCon ds
% | Action Nodes14

Fields:

Action: You can select the action by application or by action. Actions vary by application. You can
select an action in the drop-down list or enter keywords to perform fuzzy search by
application/action, as shown in the following figure.

Parameter Settings X
*Mode Name: Action Nodes15
" Action: ‘ -
* Device IP; By App | By Action
Advanced ~ Q || AllTypes N

Delayed Execution: Infrastructure App

47 Sangfor HCI
Endpoint Secure App

2* Sangfor Endpoint Secure
MNetwork Security App

f.¥ Sangfor Cyber Command
& Sangfor Network Controller
¢+ Sangfor 1AM

£ Sangfor NGAF (v8.0.8 to vB.0.50)



Action - policy

[Node/Policy] in the left navigation pane allows you to call an existing policy when a new policy is
added. You can drag and drop it to the canvas and then double click it to set parameters. The
Parameter Settings dialog box appears. You can specify [Node Name], select a policy from the
drop-down list of [Select Policy], and enable/disable delayed execution (disabled by default) in
Advanced Settings. After parameters are set, you can click <OK>, as shown in the following figure.

Unnamed Policy

Action

£ Policy Settings B save [EERIENE

Parameter Settings x

“ Node Name: Policy10
2 Action Nodes

g) vanced a

Process Filtering

- Decision ! Policy10

Snapshot - Pre
End

VM Suspend - Predefined

Block Dor /URL - Predefined - Incident

Block Dor

Access Control - Predefined - Alert

Process filtering - decision

[Process Filtering/Decision] in the left navigation pane allows you to add conditions to determine
the next process. You can drag and drop it to the canvas and then double click it to set
parameters. The Parameter Settings window appears. You can specify [Node Name], create filter
rules using the "if-else", "if-else", and "if-...-else" statements, and enable or disable [Loopback
Configuration], as shown in the following figure.

Unnamed Policy £ Policy Settings B Save 4 Enable
Constans < Parameter Settings x
Action
“ Node Name: Decision’ 11
4, Action Nodes * Filter Rule
O ]
W) Polir

Process Filtering N “Rule:
2, Decision1l o
. Decision O

onc

Filter Rule: You need to click the <[ > icon first to pop up the parameter selection window. You

can select a parameter from the drop-down list by event/alert and click <OK>, as shown in the
following figure.
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[ | select ~ A +or %
Available Selected

All Types - Q
a Else if * Incident

Incident ID incident.oid

" MNarme;
Asset ID incident.asset_id

" Rule: Asset IP incident.ip
Asset Group ID incident.branch...

P Set Default Value @
Src IP incidentlinkage_recomm...
Dst IP incident.linkage_recomm...
Src Port incident.linkage recom..
& Else I Dst Port incident.linkage_recom...

Logical Relationship: You can select the logical relationship from the drop-down list, including
|I==||’ ll! =||’ llinH’ llnot

Loopback Ce..vimgnes sonsnens

in", ">", ">=""<" and "<=", as shown in the following figure.

" Mame:
* Rule;
[
X Select = A +or
+and ==
I=
© Elseif " m
not in
" Mame: -
" Rule: ==
=
==
@ @ +or X

Note:

in and not in: Arrays and other types are supported in the left field, and values in the right field
are automatically converted to arrays.



== and !=: Strings and digits are supported both in the left and right fields.

<, <=, >=, and >: Digits are supported both in the left and right fields.

Attribute Value: You can enter the attribute value of the selected attribute corresponding to the
logical relationship, or select a parameter according to the actual condition.

x = - EB +or | X
+and Available Selected
All Types Q
E; Else if v Severity
Low 1
" Mame:
Medium 2
" Rule: High =
¥ Incident
Set Default Value [:D
» Alert

+and

& Else If & Else

You can also add several rules for one "if" condition and select "and" or "or" relationship for these

vemsmlsmamle ©mmEia ek

rules by clicking < +or>o0r < 1aznd >, as shown in the following figure.

O i m

" Mame:

* Rule:

ar

+and




Loopback Configuration: If enabled, the system will loop back to a previous node if the
configured conditions are met. Loops in the playbook are executed preferentially and loopback
will be performed up to 200 times, as shown in the following figure.

Loopback Configuration @)

If enabled, the system will loop back to a previous node if the following conditions are met. Loops

in the playbook are executed preferentially, and loopback will be performed up to 10 times.

@ Loop

" Mame:

" Rule:

+and

Policy Editing

Policy attributes

Select -

%

+or| X

After you have orchestrated a policy, you can view all attributes of the policy on the
[Response/Auto Response/Policies] page, as shown in the following figure.

© New C* Refresn

Policy Type New <|

Search

No.  Name
[} & All Policies(40)
Builtin Strategy(17)  *** Access Cantral - Predefined...
1 Prevent an endpoint from
Advanced(23) accessing specified IP...
Cloned(0)
Threat Scan - Predefined
2 Start a full/quick scan and
block/trust detected...

Block Source IP - Predefined
Block Attacker IP - N Days.

Attributes:

Associated Threat Type

Threat Type N

Execution Method

All Alert Manual
All Incident Manual
All Alert Manual

~ | | All Statuses ¥ || Last Updated Name, device, IP, policy type
1P Address Status Time Updated Operation
Cyber Command (127.0.0.1... ([ )Enabled 2023-02-29 00:36:10 B Clone
Cyber Command (127.0.0.1.. () Enabled 2023-03-268 19:13:12 B Clone
Cyber Command (127.0.0.1... @) Enabled 2023-03-16 18:23:58 B Clone

Associated Threat Type: Indicates the threat type selected during policy settings.

Execution Method: Includes automatic execution and manual execution.

Policy Type: Includes built-in, advanced, and cloned policies.

Device: Indicates the application name cited by all action nodes involved in a policy. You can view
all application names on the [System/Response Apps] page, as shown in the following figure.

System =

4 Response Apps

8 Devices v ¥ ImportApp  C' Refresh
Sensor Devi

| Sangfor Devices

Sangfor Cyber Py Py
I . s & sangfor 1AG & sengfor 1AM
latform Management
ot N Vend Sangf Vendor:  Sangfor Vendor:  Sangfe
Resources: 1 Resources: 0 Resources: 0
B System >
L Update > 6 Sangfor NGAF [~ SaaS Endpoint f= Sangfor Endpoint
# (v8.0.8 to v8.0.50) S Secure & secure
&, Maintenance >
Vend Sangf Vendor Sangfor Vendor:  Sangfe
Resources: 0

B2 Security Capabilities > Resources: 0 Resources: 0

Sangfor Network

0 Sangfor HCI

6 Sangfor NGAF
# (v8.0.50 and above)

= Controller
Vendor:  Sangfor Vend Sangf Vendor:  Sangfor
Resources: 0 Resources: 0 Resources: 0
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Policies

You can edit, clone, delete, and enable/disable a policy, as shown in the following figure.

Isolate Malicious Processes
14 Isolate malicious process filesthat Al Incident Manual Cyber Command (127.0.0.1) @ ) Enabled 2023-03-16 12:23:58 B
are not fixed.

Access Control - Predefined - Al..
15 Prevent an endpoint from All Alert Manual Cyber Command (127.0.0.1) Disabled 2023-03-20 01:05:58 B
accessing specified IP addresses.

Auto Threat Scan [Endpoint Secu..
16 Autothreat scanis supportedin  All Incident Auto Cyber Command (127.00.1) Disabled 2023-03-16 1823:58 B
Endpoint Secure 2.5.16 and later.

Clone

Clone

Clone

You can click the < B > icon to view the policy update history, including the update time,

operator, and purpose, as shown in the following figure.

= No.  Name Associated Threat Type Execution Method 1P Address Status Time Updated

Access Control - Predefined - Al..
1 Prevent an endpoint from Al Alert Manual Cyber Command (127.0.0.1) @) Enabled 2023-03-29 01:06:32 B
accessing specified IP addresses...

N

o

Threat Scan - Predefined
2 Start a full/quick scan and All Incident Manual Cyber Command (127.0.0.1) @) Enabled 1 2023-03-29.. admin
block/trust detected malicious...

Block Source IP - Predefined

g Block Attacker IP - N Days. All Alert Manual Cyber Command (127.0.0.1) @ )Enabled
PerPage | 10~ | linall
Access Contral - Predefined
4 Prevent an endpoint from Al Incident Manual Cyber Command (127.0.0.1) @ )Enabled 2023-03-16 18:23:58 B

Operation

Clone

Time Updated  Updated By ~ Update Purpose

Clone

GoTo Page

You can click <Edit> to go to the policy canvas and edit the policy. You can also click <Clone> to

clone the policy. The cloned policy will be saved to the [Cloned] policy type.

Policy exporting

You can select one or multiple policies in the policy list and export them as PNG images.

Quick search

When the number of policies reaches a certain amount, you can search for polices by status and

last update time. You can also perform a fuzzy search by policy name, creator, and operator of

last update, as shown in the following figure.

1

All Statuses - Last Updated = Mame, device, IP, policy type 2
— « < 2023 Mar > » 2023 Apr »

_ Sun Mon Tue Wed Thu Frn  Sat Sun Mon Tue Wed Thu
_;-Enahled

::.Enal:uled
12 13 14 13 16 17 13 9 10 11 12 13

19 20 21 22 23 24 25 1 17 18 19 20

" Enakled
B 26 27 28 29 30 3 23 24 25 26 27

30

::- Enabled
00 - 00 23 ° 59

" Enakled

Response History

Fri

14

21

28

Sat

15

22

29

Clear
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This page contains five tabs: Risky Assets, Security Incidents, Security Alerts, Auto Response
History, and Coordinated Actions. The [Response/Risky Assets] page corresponds to the
[Response History\Risky Assets] tab. The [Response/Security Incidents] page corresponds to the
[Response History\Security Incidents] tab. The [Response/Security Alerts] page corresponds to the
[Response History/Security Alerts] tab.

Risky Assets

On the [Risky Assets] tab, you can view the details of fixed risky assets, asset groups, trends, and a
list.

Risky Assets Security Incidents Security Alerts Auto Response History Coordinated Actions Last 30 days c
Asset Group Q « &% Export Response Report Hostname, IP, fixed by
-l Ne. Hostname Security Incidents Risk Level @ © Fixed By Time Fised Status Operation
| UserGr 1 0 -
B UserGroup ; UnclassifiedServersiPRangs (2.1.1.6) Mining virus A Compromised - 2023-03-28 18:54:36  Fixed B 4
& UserGroup2
2 UndlassifiedServersiPRange (2.1.1.4) Mining virus A Compromised - 2023-03-2618:54:36  Fixed "%
& UserGroup3
&' UserGroupd 3 UserGroup6 (3.1.1.30) Mining virus A Compromised - 2023-03-28 18:54:36  Fixed B 4
[E2Rr—3 7 M E
- 4 UserGroups (3.1.1.29) Mining virus A Compromised - 2023-03-2818:54:36  Fixed B 4
B & T1a
5 s UserGroups (3.11.28) Mining virus A compromised - 2023-03-26 18:54:36  Fixed B 4
T
' AAAAAAAAAA... 6 UserGroups (3.1.1.27) Mining virus A compromised - 2023-03-2818:54:36  Fixed B %
it 7 UserGroups (3.1.1.26) Mining virus A Compromised - 2023-03-28 18:54:36  Fixed H %
= -
8 UserGroups (2.1.1.25) Mining virus A\ Compromised - 2023-03-28 18:54:36  Fixed B %
&' UnclassifiedGro...
& Unclassifieder... 9 UserGroups (2.1.1.24) Mining virus A Compromised - 2023-03-26 18:54:36  Fixed B 4
B Asset! 10 UserGroups (3.1.1.23) Mining virus A Compromised - 20230328 18:54:36  Fixed 8 4

You can click the response history icon in the operation column to view the remarks, fixing
person, and fixing time.

Response History X

Mo,  Status Remarks Fixed By Time Fixed

1 Fixed All security incidents ... - 2023-03-28 18:54:36

If you want to view the details, you can hover the mouse over the name in the Hostname column,
as shown in the following figure.

Risky Assets Security Incidents  Security Alerts  Auto Response History  Coordinated Actions Last 30 days c
Asset Group Q « oot ¥ ExportResponse Report Hostname, IP, fixed by
Ebal B No. Hostname Security Incidents RiskLevel @ © Fixed By Time Fixed Status Operation
} UserGr 1 - -
B UserGroup a UnelassifiedSanmreiRanna 11 81 Mining virus A Compromised - 20230328 1855436 Fixed 8 4
Bl UserGroup2 Asset Information T
2 Undlassifie: 3 virus A Compromised - 20230328 18:54:36  Fixed H %
' UserGroup3 " ~
Asset Name:  UnclassifiedServersiPRange @
S UserGroupd 3 UserGroup  Hostname: A Compromised - 2023-03-2818:54:36  Fixed B8 4
- a Last IP Detected: _
i 4 UserGroup | 050017 A Compromised - 2023-03-28 185435 Fixed B 4
@ Ta
Asset Gre d Unel. fiedServers PR: =
5 UserGroup sebroup nelassifiecbenversiiiangs A Compromised - 2023-03-28 18:54:36 Fixed =] é
[Eas 8 ] Type: Server
' AAMAAAAAAA.. 5 UserGroup MAC Address: - § virus A Compromised - 2023-03-2818:54:36  Fixed B 4
Owner: -
& osnna 7 UserGroup yvirus A Compromised - 2023-03-2818:54:36  Fixed B %
o Asset Details  Risk Details

You can click [Asset Details] in the pop-up box to go to the details page of an asset. Then, you can
go back to the original page by clicking the return arrow, as shown in the following figure.
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€ Asset Details

B UndlassifiedServersiPRange ® Online  Last Detected:2023-03-20 17:46:44 Move to Inactive  Delete Asset
Basics Open Ports Account Application Hardware Detected By
Basics. £ Edit I Collapse
Virtual Machi
~ | s
Asse
w
E

Asset Group : UndlassifiedServersiPRange Criticality: Noncritical
Type Server Tags

08 Det.

2023-03-20 17:46:44

overed: 2023-03-20 17:46:44 Approval Status: Manual Approval Not Required
Approval Time:
Remarl ks

~ B Virtual Machine @

Name - Type:
Status: - 08 Type:
VM Tool:

You can click [Risk Details] in the pop-up box to go to the risk details page of an asset. Then, you
can go back to the original page by clicking the return arrow, as shown in the following figure.

€ Risk Details Last 30 days
UnclassifiedServersiPRange |
A oL
Endpoi < @ Notinstalled Risk Level: Compromised  Type: Server | Status: Fixed
Timeline Stages of Attack
Compromised / \
“‘ “‘ 1 @ >

Weala Exploitation cac Propagation Impact
1 12 0314 031
Incidents :
2 ot Threat Q
No.  Threat Direction Severity Attack Stage Detected By Last Detected Status Operation
1 Infected with a mining virus Destination Q High @ Impact SipDataPlatform( ) 2023-03-20 17:46:09 Fixed 2 a

You can filter risky assets by time and asset group, or search for risky assets by asset group,
hostname, IP address, tag, and fixing person.

You can export the list and response reports as needed, as shown in the following figure.

|_1 Export & Export Response Report | Hostname, IP, fixed by Q

E  No. Hostname Security Incidents Risk Level (0 Fixed By Time Fixed Status Operation

1 UnclassifisdServersiPRangs (2.1.1.6) Mining virus A Compromised - 2023-03-28 185436 Fixed 8 4%

2 UnclassifiedServersiPRange (2.1.1.4) Mining virus A Compromised - 2023-03-28 1855436 Fixed B 4

3 UserGroups (3.1.1.30) Mining virus A\ Compromised - 2023-03-28 18:54:36  Fixed H 4

4 UserGroups (3.1.1.29) Mining virus A Compromised - 2023-03-28 1855436 Fixed B 4
Security Incidents
On the [Response History/Security Incidents] tab, you can filter, search for, and view the fixed
incidents, as well as exporting response reports. This tab displays asset groups, the number of
fixed incidents, trend, and a security incident list, as shown in the following figure.

Risky Assets Security Incidents Security Alerts Auto Response History Coordinated Actions Last 30 days c
Asset Group Q « 2 Export Response Report N Hostname, IP, description, fixed by Q
E-an No. Threat Hostname Severity Fixed By Time Fixed Status Operation

L e 1 Cobalt Strike backdoor @=5%n 8 (31,1.97) @ High admin(103232..  2023-03-2818:5409  Fixed El
B UserGroup2

2 Cobalt Strike backdoor £20% (3.1.1.98) S High admin(10.32.32.1...  2023-03-28 18:54:09  Fixed =]
& UserGroup3
" UserGroupd. 3 Cobalt Strike backdoor server72 (1.1.1.72) S High admin(103232.1..  2023-03-28 18:54:09  Fixed =]

[ER 27 4 Cobalt Strike backdoor 5 (3.1.1.99) @ High admin(1032.32.1...  2023-03-28 185409  Fixed =]

[

s 5 Cobalt Strike backdoor server80 (1.1.1.80) ® High admin(10.32.32.1... 2023-03-28 18:54:09  Fixed E

[E= ]

6  Cobalt Strike backdoor i (3.1.1.100) S High admin(1032.32.1...  2023-03-28 18:54:09  Fixed =]
5 AAAAAAAAAA...
= @essnar 7 Cobalt Strike backdoor o @ High admin(103232.1..  2023-03-26 1855409  Fired B
=R 8 Cobalt Strike backdoor server78 (1.1.1.78) S High admin(103232.1..  2023-03-2818:5409  Fixed =

<Export: >You can select security incidents and export them.
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<Export Response Report: >You can click this button to specify parameters for exporting response
reports as needed, as shown in the following figure.

Export Response Report

Period: Last 7 days
Asset Group: all

Format: 0 doc

Report Name: @) Default () Custom

<View History: >You can click the < B > icon in the Operation column to view the remarks, fixing

person, and fixing time.

Response History
No. Status Remarks Fixed By Time Fixed

1 Fixed - admin(10.32.32.123) 2023-03-28 18:54:09

If you want to view the incident details, you can hover the mouse over the content in the
Hostname column to view the details.

| No. Threat Hostname Severity Fixed By Time Fixed Status Operation

] 1 Cobalt Strike backdoor @#$%" 8 (3.1.1.97) @ High admin(1032.32.1..  2023-03-28 18:54:09  Fixed B

|2 Cobalt Strike backdoor £ (3.1.1.98) Asset Information Y min(1032321.  2023-03-28 185409  Fixed =]

73 CobaltStrike backdoor sewer72 (1.1172) | AssetMamen  @#S%0ET (@) 2dmin(1032321..  2023-03-28 18:54:09  Fixed =]
Hostname:

7 4 CobaltStrike backdoor 25 (3.1.199) Last IP Detected: sdmin(1032321..  2023-03-28 18:54:08  Fixed =]
Last Online:  2023-03-17 01:17:38

5 CobaltStrike backdoor server80 (1.1.1.80) sdmin(1032321..  2023-03-28 18:54:08  Fixed =]
Asset Group:

] 6  Cobalt Strike backdoor 2% (3.1.1.100) Type: Server 3dmin{10.32.32.1...  2023-03-28 18:54:09  Fixed =]
MAC Address: -

7 CobaltStrike backdoor ARAMAAAAAAARMAL  Ouuner: E sdmin(1032321..  2023-03-2818:5409  Fixed =]

7 8 CobaltStrike backdoor server78 (1.1.1.78) Asset Details  Risk Details 3dmin(1032.32.1..  2023-03-28 18:54:08  Fixed =]

You can click [Asset Details] in the pop-up box to go to the details page of an asset. Then, you can
g0 back to the original page by clicking the return arrow, as shown in the following figure.



€ Asset Details
B @#$%"&* (3.1.1.97) ® Online Last Detected2023-03-17 01:17:38

Basics OpenPorts  Account  Application Hardware Detected By

Basics £ Edt IE Collapse

Virtual Machine

- B sasics

Asset Name
MAC Addiress

External Domain Name
Asset Group @5 e
Type Server
08 Type:
Vendor

Last Discovered 2023-03-17 01:17:38

Approval Time

Remarks

~ B Virtual Machine ©

Name
Status:

VM Tool

1P Address

Hostname

Asset Ow
Criticality

Tags

08 Details:
First Discovered:

Approval Status:

Type:

05 Type:

Move to Inactive

31197

Noncritical

2023-03-17 00:32:52

Manual Approval Not Required

You can click [Risk Details] in the pop-up box to go to the risk details page of an asset. Then, you
can go back to the original page by clicking the return arrow, as shown in the following figure.

€ Risk Details

@#$%AE* (3.1.1.97)

Endpoint Secure: @ Notinstalled  Risk Level: Compromised  Type: Server | Status: Pending

A

Timeline

Compromised

Incidents

2 Export

No.  Threat Direction Severity
1 Access to malicious domain name (bitcoinminer mining) Destination O High
2 Infected with a mining virus Destination Q High
3 Threatindicator match (WannaMined.0 mining) Destination @ High
4 Cobalt Strike backdoor Destination O High

Security Alerts

Attack Stage

& cac
© Impsct
& cac

& cac

Last 30 days

[ERCTERSEEEE  GoldenEye Traceback

Stages of Attack
.3 @ >
Weaknesses Reconnaissance Exploitation cac Propagation Impact
Threat
Detected By Last Detected Status Operation
SipDataPlatform(10.222.2:122) 2023-03-17 01:3419 Pending S -
SipDataPlatform (10.222.2.122) 2023-03-17 01:18:23. Fixed 28
SipDataPlatform (10.222.2.122) 2023-03-17 01:17:36. Fixed 28
SipDataPlatform (10.222.2.122) 2023-03-17 01:17:36. Fixed 28

Delete Asset

On the [Response History/Security Alerts] tab, you can filter, search for, and view the fixed alerts,
as well as exporting response reports. This tab displays asset groups, the number of fixed alerts,
trend, and a security alert list, as shown in the following figure.

Risky Assets Security Incidents Security Alerts  Auto Response History
Asset Group Q «
Elal No. Alert
Bl UserGroup1
1 Custom threat intelligence indicators are hit.
Bl UserGroup2
2 Custom threat intelligence indicators are hit.
& UserGroup3
&' UserGroups 3 Custom threat intelligence indicators are hit.

Custom threat intelligence indicators are hit.

5  Custom threat intelligence indicators are hit.

No. Alert

1 Custom threat intelligence indicators are hit.
2 Custom threat intelligence indicators are hit.
3 Custom threat intelligence indicators are hit.
4 Custom threat intelligence indicators are hit.
5 Custom threat intelligence indicators are hit.
6 Custom threat intelligence indicators are hit.

Coordinated Actions

Attacker IP

55.55.55.55

55.55.55.55

55.55.55.55

55.55.55.55

55.55.55.55

55.55.55.55

Attacker IP

Target IP
2
2

Target 1P Confidence
Select All Deselect
21.1.76 Y Medium
211861 Y Medium
21171 Y Medium
21175 Y Medium
21179 ¥ Medium
21.1.60 ¥ Medium

Last 30 days

Hostname, IP on, fixe
Confidence ©  Severity Fined By Time Fixed Status Opun
@ Medium @ High admin(103232.1..  2023-03-2822:17:10  Fixed =]
@ Medium @ High admin(103232.1..  2023-03-282217:10  Fixed B
Y Medium @ High admin(1032.32.1...  2023-03-28 221710 Fixed B
@ Medium @ High 2dmin(1032.32.1..  2023-03-28 2217:10  Fixed =]
Y Medium @ High admin(1032.32.1...  2023-03-28 22:17:10  Fixed =]
Hostname, ption, fixe
Severity Fixed By Time Fixed Status Op...
Q High admin{10.32.32.1...  2023-03-2822:17:10  Fixed =]
O High admin{10.32.32.1...  2023-03-2822:17:10  Fixed =]
O High admin{10.32.32.1...  2023-03-2822:17:10  Fixed =]
O High admin{10.32.32.1...  2023-03-2822:17:10  Fixed =]
S High admin(10.32.32.1...  2023-03-28 22:17:10  Fixed =]
S High admin(10.32.32.1...  2023-03-28 22:17:10  Fixed =]

<View History: >You can click the < [ > icon in the Operation column to view the remarks, fixing

person, and fixing time.
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Response History

No. Status Remarks Fixed By Time Fixed

1 Fixed - admin(103232.123)  2023-03-28 22:117:10

Auto Response History

This tab mainly displays the history of policies that are called, including the history from
[Response/Risky Assets], [Response/Security Incidents], and [Response/Security Alerts]. This tab
contains information such as the name of running policy, policy type, application, security
incidents, start time, end time, duration, execution operator, execution status, coordinated action,
and operation, as shown in the following figure.

Risky Assets Security Incidents  Security Alerts  Auto Response History ~ Coordinated Actions

All Categories ~ || All Statuses = || Asset IP, policy name, security incident, fixed by Q
No.  Running Policy Asset P Policy Type Application Security Incidents End Time Executed By Execution Status Coordinated Action  Remarks Operation
1 Access Control - Pr... [ Builtin Strategy Sangfor NGAF (v80... Alert-Brute-Force A..  2023-03-20 00:26:10 admin Qriled @ View - Execute Again
2 ThrestScan - Prede.. 111711117211, Builtin Strategy Sangfor Endpaint S..  Incident-Ransomw..  2023-03-28 181312 admin Qriled ® View - Execute Again
3 ThreatScan - Prede.. 1.4.111112111.. Builtin Strategy Sangfor Endpoint S..  Incident-Proxy Tools ~ 2023-03-28 18:56:14 admin D riiled ® View - Execute Again
4 ThreatScan - Prede.. _._. __ Builtin Strategy Sangfor Endpoint S...  Incident-File Link C...  2023-03-26 19:36:00 admin Qriiled © View - Execute Again

Fields:

Execution Status: Includes "In Progress", "Executed", and "Failed".
Operation: You can click <Execute Again> to execute the policy again.

<Coordinated Action: >You can click <View> to go to the [Response/Response History/Coordinated
Actions] page to view the details.

Search

You can filter the response history of policies by policy type and execution status. You can also
search by policy name, security incident, and execution operator, as shown in the following figure.

All Categories v All Statuses v Asset IP, policy name, security incident, fixed by Q
End Time Executed By Execution Status Coordinated Action Remarks Dperation B
2023-03-29 00:36:10 admin Qriled® View - Execute Again
2023-03-28 19:13:12 admin 0 Failled @ View - Execute Again
2023-03-28 18:56:14 admin e Failed @ View - Execute Again
2023-03-26 19:36:00 admin Dreiled @ View - Execute Again

Coordinated Actions

This tab mainly displays the execution history of actions generated on [Response/Risky Assets],
[Response/Security Incidents], [Response/Security Alerts], and [Critical Protection Center]. Fields
on this tab include coordinated action, action parameter, application, resource, start time, end
time, duration, execution operator, execution result, and details, as shown in the following figure.
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Risky Assets  Security Incidents ~ Security Alerts  Auto Response History ~ Coordinated Actions

2023-03-01 00:00 ~ 2023-04 7]

v || AllApps * | AllBeec

v || Asset 1P, resource, fixed by

No. Coordinated Action  Asset IP Action Parameter Application Resource Start Time End Time Duration Executed By Execution Result Details

Fields:

Coordinated Action: All actions supported by Nova Command, as shown in the following figure.

Risky Assets Security Incidents Security Alerts Auto Response History Coordinated Actions

2023-03-01 00:00 ~ 2023-04 ]

All Apps ~ || All Execution Results ~ || AssetIP, resource, fixed by
No. Coordinated Action  Asset IP Action Parameter Application Resource Add Host Freeze End Time Duration Executed By Execution Result Details
Modify Host Lockout

Remove Host Lockout

Query Host Lockout Status

Add Browsing Risk Notific...

Add Account Lockout

Delete Locked out Account

Add Access Control

Remove Access Control

Executed By: The role that called the policy.

Execution Result: If the action has failed, you can hover the mouse over (i} to view the reason,
as shown in the following figure.

End Time Executed By Execution Status Coordinated Action Operation
2023-03-29 17:17:21 admin D Frailed © View Execute Again
5023-03-29 17:15:19 admin Failed to run the policy because all branches in the policy have nodes

without correlated devices.

2023-03-29 00:36:10 admin QD railed @ View Execute Again

Execution Result: Includes "Running", "Executed", "Failed", "Cancel Failed", "Canceled", and
"Partially Executed". You can click <View> to view the details of executed actions. You can view the
reasons for failed actions and make corrections accordingly. After correction, you can click
<Execute Again> to execute the action again, as shown in the following figure.

Risky Assets  Security Incidents  Security Alerts Auto Response History  Coordinated Actions
2023-03-01 00:00 ~ 2023-04(5] | All Actions ~ | | AllApps - Asset IP, resource, fixed by
No. Coordinated Action Asset IP Action Parameter Application Resource Start Time End Time Du Running Execution Result Details
Executed
Failed
Cancel Failed
Canceled
Partially Exeeutad
Security Incidents End Time Executed By Execution Status Coordinated Action Operation B
Alert-Brute-Farce Att...  2023-03-29 17:17:21 admin ° Failed @ View Execute Again
Incident-JavaScript C..  2023-03-29 17:15:19 admin ° Failed @ View Execute Again
Alert-Brute-Force Att..  2023-03-29 00:3&:10 admin Qrild @ View Execute Again

You can click <View> to view the details of an executed action.

Detection

Similar to the Response module, the Detection module also provides important functions of Nova
Command, such as organizing and displaying data after processing and analysis. It is frequently
used in security operations and contains child modules such as Logs, Threats, Anomalies, Traffic,
and SIEM.
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Logs

On the [Detection/Logs] page, you can search for security logs, audit logs, and third-party logs to

facilitate further analysis of security issues.

Log Search

On the Logs page, you can search for specific logs by specifying the log type and using keywords

in the search box.

Search by type

On the [Logs] page, you can filter logs by log type, traffic direction, and key fields. You can also

search for logs by key field, as shown in the following figure.

Logs

&2 Eport @ & Code Converter OpenMonitor (' Refresh  Refresh Interval: Disabled ~

2023-03-11 00:00:00 - 2023-03-24 23:50:59 All Logs ~  All Traffic Directions -

Recent Searches  Bookmar

Total Entries (148719 in Total)

Brute-Force Attack on Risky Secure (47606) Web System Exploit (8. | Abnormal Other Traffi-. | | WebShell Upload (147...| | Webhell Access (1113) 1P Scan (1080)
No.  Time logType ¥ AttackType ¥ SrclP ¥ XFE Y SrclPType ¥ SrcPort ¥ Dstip Y DstiPType ¥ DstPort W Severity ¥
»
1 2023-03-241637:00  Account Attack  Brute-Force A 10. - Server o 1t Server 0
2 0230324081834 Account Attack 10. Server 0 Server 0
3 2023-032407:1928  Account Attack 0. Serve o Serve 0
4 2023-0324085200  Account Attack 0. Serve o Serve 0
5 2023-03-24062834  Account Attack 0. Serve o Serve 0
6 2023032406145 AccountAttack  Brute-Force A.. 10, - Server o Server 0
7 2023-03-24042500 Account Attack  Brute-Force A.. 10, Server 0 Server 0
& 2023032404558  AccountAttack  Brute-Force A.. 10, - Server o Server 0
9 2023-0324021500 Account Attack  Brute-Force A.. 10, - Server o Server 0
10 2023-032401:3023  Account Attack  Brute-Force A.. 10, - Server o Server o

Search by keyword

Client Application Exp

Action ¥
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Allow

SQL Injection (530

Brute-force at... -

Brute-forceat... -

q - |

Expand

escription Status Code ¥ DataSource W STAPhy

Sangfor Endp... -

Sangfor Endp... -

Sangfor Endp... -

Sangfor Endp... -

Sangfor Endp... -

Sangfor Endp... -

Sangfor Endp... -

Sangfor Endp... -

Sangfor Endp... -

Sangfor Endp... -

On the [Logs] page, you can search for logs by field. You can use a specific field for accurate
search or any field for fuzzy search. At the same time, you can also search for logs by specifying

several filters at one time, as shown in the following figure.

Logs

C Refresh

Refresh Interval: Disabled v

& Export @ & Code Converter Open Monitor

2023-03-1100:0000 - 2023-03-24 23:50:59 AllLogs v AllTraffic Directions v

EQ

Total Entries (148719 in Total) i Display Trend Graph

Brute-Force Attack on. Risky Access (48294) Web System Exploit (8- | | Abnormal Other Traffi-- | | WebShell Upload (147- | | WebShell Access (1113) 1P Scan (1080

Client Application Exp.

Recent Searches  Bookmark

Q

Expand

<Search by any fields: >Fuzzy search by IP address, data packet, and combination of multiple

fields is supported.

<Search by specific fields: >Search by combination of multiple fields and fuzzy search by specific

fields are supported, as shown in the following figure.

oo [P — #
Total Entries (14871€  Ganeral felds
e srcip src_port dstip dst port dev id src_classifyl_id dst_classify1 id src_branch_id dst_branch id flag
dev
No.  Time aso
1 2023.03.2416374 14_protocal result module_type attack type level is_white proxy attack state o
data type dst classify id hole_id import date time log_id module._attack sub_ + actio
2 2023-03-24 08183 of
ut_conn_add proof_id relisbility | source i d ssetid status_code
3 2023-03-2407:192 o
Traffic
4 2023-03-24 06:52 14 protocol 17 protocol request flow response flow app cre serv erc data type dstlp dstPort dstRegion 9

=n

Expand v

urce W STA Physic

<Search with filter: >Search with specified filters, such as IP address, port, status code, and data

source, is supported, as shown in the following figure.
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Filter (0) Al ©.0. src_ipi1.1.1.1 AND dst_port:8000 or 1.1.1.1 (use *" for IPv6 address, e.g., “2005:1" )

AND - @ |+ Add )
+ Total Entries (14871 SrcIP = - Search by multiple IP addresses and ranges and fuzzy search are supported @ New
Brute-Force Attack on- = Dst IP = - Search by multiple IP addresses and ranges and fuzzy search are supported @ [« | WebSk
Src Port = - Please enter a field value
Nao. Time Dst IP
Dst Port = - Please enter a field value
1 2023-03-24 16:37 Server
Status Code = v Please enter a field value
2 2023-03-24 0818 Server
[Crata S = - -
3 202303240719 o OMIE Server
a

2023-03-24 06:52 Server

Search results

The search results contain information such as time, log type, source/destination IP address,
source/destination port, and data source. You can click a log to view the details, as shown in the
following figure.

No.  Time LogType ¥ AttackType ¥ SrclP W XFE Y SclPType ¥ SrcPort ¥ DstiP ¥ DstiPType ¥ DstPort ¥ Action W
«
I Selected Fields 1 2023-03-241637:00  Account Attack  Brute-Force A 10 - Server 0 0. Server 0 Medium Allow
Time 2 2023-03-24081334  Account Attack  Brute-Forc: i Serv 0 0. Serv 0 Allow 8
Log Type 3 2023:03-2407:1920  Account Attack  Brute-Forc: i Serv 0 0. Serv 0 Allow 8
Attack Type % 4 2023-03-24065200 Account Attack  Brute-Forc i Serv 0 0. Serv 0 Allow 8
Srerp % 5 2023-03-240628:34  AccountAttack  Brute-Forc i Serv 0 0. Server 0 Allow Brute-force at
. % 6  2023:03-2406:1455 AccountAttack  Brute-Force i Serv 0 0. Server 0 Allow Brute-force at
SrclP Type % 7 2023-03-24042500 AccountAttack  Brute-force A 10k - Server 0 0. Server 0 Medium Allow Brute-force at

Open Monitor

On the [Logs] page, you click <Open Monitor> to pop up a new page that does not have the menu
bar of Nova Command. It provides you with a better view of the logs, as shown in the following
figures.

Logs
2023-03-11 00:00:00 - 2023-03-24 23:59:59 AllLogs ~ Al Traffic Directions - Recent Searches  Bookmarks

8, 111 AND it porB000 or 111 (s for P adkess,og, 20051 |

Secure (47606) Web System Exploit (8- | | Abnormal | Other Traffi-- | | WebShell Upload (147~ | | WebShell Access (1113) P Scan (1080) Client Application Exp- SQL Injection (530) Expand

Logs

&2 Export @ & Code Converter C Refresh Refresh Interval: Disabled *

No.  Time LogType ¥ AttackType ¥ SrclP ¥ XFF Y SrclPType ¥ SrcPort W DstiP ¥ DstlPType W DstPort Y Severity ¥ Action ¥ Status Code W DataSource W STA Physi
»

1 2023032917323 Adminlogs - 0. - - - - - - - - admin(1032.. - Cyber Comm.

2 2030323171320 Adminlogs - LI 5 5 5 5 5 c 5 5 admin(1032... - Cyber Comm.

Log Export

You can export all searched logs by clicking the <Export> button in the top left corner, as shown in
the following figure.
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Logs

& Code Converter OpenMonitor (' Refresh  Refresh Interval: Disabled v

2023-03-11 00:00:00 - 2023-03-24 23:50:50 All Logs ~  All Traffic Directions

Recent Searches  Bookmarks.

- =

Filter (0) Bl <. src_ip:1.1.1.1 AND dst_port8000 or 1.1.1.1 (use ** for IP6 address, e.g, “2005:1° )

AND -0 (+_ad )

+ Total Entries (148719 in Total) 4 Display Trend Graph

Brute-Force Attack on- | | Risky Access (48294) Secure (47606) Web System Exploit (8- | | Abnormal Other Traffi-- | | WebShell Upload (147 | | Webshell Access (1113) IP Scan (1080)
No.  Time LogType ¥ AttackType W SrclP ¥ XFE W SclPType W SrcPort ¥ DstiP ¥
«
I Selected Fields 1 202303-241637:00 Account Attack  Brute-Force A 10, - Server 0 0.
Time 2 2023-03-24081834 Account Attack  Brute-Force A.. 10 - Server o 0.
Log Type 3 2023-03-2407:1929  Account Attack  Brute-Force A.. 10 - Server 0 0.

Client Application Exp-

DstiPType ¥ DstPort ¥

0

0

0

Expand v
Action ¥ Descript
Allow Brute-force at
Allow Brute-force at
Allow Brute-force at

10,000 logs can be exported at one time by default. If you want to adjust the number of logs for a
single export, you can click <Advanced>\ on the [System\Logging Options] page, as shown in the

following figure.

System =
= Devices >
2 System “

Admin Account

Licensing

Metwork

General
2. Update >
€}, Maintenance >

BS Security Capabilities >

Code Converter

Logging Options

| Traffic Logging

[ Choose the appropriate configuration as required to ensure the best |

Query Limitations

Max Analyses Per Day: 15

Log Type

Traffic Settings

Days Preserved (i 31

DNS

Days Preserved (ix 31

HTTP Settings

Days Preserved (ix 31

Others

Days Preserved (x 31

Log Type: All

0,000,000

{days)

{days)

(days)

(days)

Code converter is used to convert data packets to readable content and supports decoding of
URL-, Base64-, Unicode-, and HEX-encoded strings.

If logs are encoded data packets, you can copy the packets to Code Converter, which converts
packets to readable content, as shown in the following figure.
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Code Converter
Original Contents Clear Target Content Clear

Url Basebd Unicode HEX & GBK HEX UTF-8 Unicede Basebd

|/- -\u
|, Convert )
. L

Close

Threats

Detected threats are organized according to business scenarios and hot incidents, including
ransomware, cryptomining, file threats, email threats, inbound attacks, and evasive attacks

Ransomware

On the Ransomware page, security alerts associated with ransomware are displayed and
managed. The data is mainly from correlated NovaGuard and NGAF, which detect
traffic/processes with ransomware characteristics through traffic learning and endpoint security
monitoring. A small part of data comes from Nova Command by identifying and determining
traffic payloads. Currently, ransomware-related attacks are classified into ransomware infection,
weak passwords, commonly-used ports, commonly-exploited vulnerabilities, access from
overseas IPs, ransomware attacks, RDP brute-force attacks, and C&C communication.

Alert Display

On the [Ransomware] page, you can filter alerts by time period, view information in Detections
and Target Assets sections, and use the auto response feature.

Filtration by time

You can select Last 30 days, Last 7 days, Last 24 hours, or Custom from the drop-down list to filter
records, as shown in the figure below. If you select Custom, no limits are set for the time period.

Ransomware

C Refresh Last 7 days
Last 24 hours
Detections, foneommare Ifection Target Assets Top 5 Target Assets
o Last 14 days
RDP Brute—z\:rre Attack Ransomware Attack ..‘- o Sorvors Lot 30 oy
0

Target Hosts

0

) &4

Commonly-Exploited
Vuln
)

C&C Communication

Commonly-Used Port

® Cyber Command ® Endpoint Secure ® NGAF
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Detections

The data displayed in this section is collected by Nova Command, NovaGuard, and NGAF. It is
classified based on the ransomware infection method, including C&C Communication,
Ransomware Infection, Weak Password, Commonly-Used Port, Commonly-Exploited Vuln, Access
from Overseas IP, Ransomware Attack, and RDP Brute-Force Attack, as shown in the figure below.

Ransomware
(* Refresh
Detections
Ransomware Infection
(0}
RDP Brute-Force Attack Ransomware Attack
()] (@

Commeonly-Exploited C&C Communication

Vuln (8270)
(0) Commonly-Used Port
(@
® Cyber Command ® Endpoint Secure ® NGAF O

The numbers in red indicate the times of attacks that all ransomware risk assets suffer by the

corresponding method. The three pointers associated with the source device are normally in blue
during periodic scanning, as shown in the figure below.

Detections Target Assets

Top § Target Assets
Ransomware Infection

156.0.021 2
st
RDP Brute-Force Attack Ransomware Attack S [Taract Sarvecs
© 0] F .
«
59 8 192.168.20.53 B
gl
. o
.
-
156.0.0.101 2
. g Y
] \ Target Hosts
. \\‘ O 121.32.0.243 2
< e
Commanly-Exploited C&C Communication
Vuln 8370)
© R 121.32.0.201 24
0 Commonly-Used Port e —
©
® Cyber Command ® Endpoint Secure e NGAF @
& Export Threat Description
No.  Last Detected Threat Description Risk ¥ Attack Stage T Severity ¥ Target1P T Target Type Y Attacker 1P Y Attacks ©  Result ¥ Status T Operation
1 ©2023-03-24 Infected with ransomware ca&c communi... @ Propagation (@ High 12° Database Server 1 1 Compromised Pending S
09:33:09
2 *2023-03-24 Infected with ransomware. c&c communi... @ Propagation (@ High 15 Database Server 5

1 Compromised Pending
09:20:38

ily

Target assets

Two target asset types, namely target servers and target hosts, are displayed in this section. You
can click either type to view the related event list, as shown in the figure below.
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Ransomware

C Refresh

Detections

Ransomware Infection

RDP Brute-Force Attack Ransomuware Attack
©

Commonly-Exploited C&C Communication
(8370)
© Commonly-Used Port
©
® Cyber Command ® Endpoint Secure ® NGAF @
2 Exoort

Filter: | Target Type: Server X
No. Last Detected

1 *2023-03-24
09:33:09

2 ®2023-03-24
09:20:38

3 °2023-03-24
00:20:38

Note:

Threat Description Risk T Attack Stage ¥

Infected with ransomware €&C Communi... @ Propagation
Infected with ransomware €&C Communi... @ Propagation
Infected with ransomware C&C Communi... & Propagation

Target Assets

Top 5 Target Assets

156.0.0.21
=t
g Target Servers
598 192.168.20.63
e —
156.0.0.101
(3 Target Hosts
| 12132.0.243
< e
121.32.0.201
e
Severity ¥ Target 1P T Target Type T Attacker IP T Attacks - Result ¥
@ High 1 Database Server 1 1 Compromised
S High 1 Database Server 55 1 Compromised
@ High 1 Database Server 1= - 1

Compromised

Last 7 days

Threat Description

Status T

Pending

Pending

Pending

Clear Filter

Operation

iy

iy

The data records displayed in the list are not aggregated. If you want to view the records of a
specific target IP, click < > in the [Target IP] column.

Alert Viewing

Event list

The event list includes fields such as Threat Description, Risk, Attack Stage, Severity, Target IP,
Target Type, Attacker IP, Attacks, and Status, as shown in the figure below.

No.  Last Detected

1 ®2023-03-24
09:33:09

2 ©2023-03-24
09:20:38

3 ®2023-03-24
00:20:38

Threat Description Risk T Attack Stage ¥

Infected with ransomware c&c communi... & Propagation
@ @

Infected with ransomware C&C Communi... @ Propagation

Infected with ransomware c&c communi... & Propagation

Severity T Target IP T Target Type ¥
S High 1 Database Server
@ @ @

@ High RE Database Server
@ High 1€ Database Server

Attacker IP ¥ Attacks ©  Result ¥

12 1 Compromised
@

£ 1

1

Compromised

Compromised

Status ¥

Pending

Pending

Pending

Operation

iy

fly

]

You can select a ransomware alert and click the content in the <Threat Description> column to go
to the <Details> page. The <Details> page has a basic information section and several tabs,
including Details, Hit Rules, Original Logs, and Recommendations. The basic information section

shows information such as the status, severity, data source, hit rule, and attack stage, as shown in
the figure below.

Details

@ Infected with ransomware &

Status: Pending Threat Type: Ransomware
Detected By: SANGF... Alert ID: 217830015
Details Hit Rules Original Logs Recommendations
Details
Attacker

E 1z

Server  Port:50719

Latest Attack Deta

sub_desc

Data Packet

000p27dokhpz2

Severity: e High

Attack Stage: @ Propagation

Attacks: 1
Attack Result: Compromised

ils

Protocol: http

Trojan Ransomware/Cerber Onion Demain Leokup

n7nvgrdonion00

Eorr Port: 53

Code Converter UTF-8

Integration Mark as Fixed

Victim

Hex
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Basic information

You can view the status, threat type, severity, data source, and attack stage of the alert, as shown
in the figure below.

@ Infected with ransomware |B

Status: Pending Threat Type: Ransomware Severity: @ High
Detected By: SANGF... Alert 1D: 217830015 Attack Stage: @ Propagation

Details

You can view the attack direction, source IP, destination IP, and protocol on the <Details> tab. The
latest alert details and data packet information are also displayed, as shown in the figure below.

Details Hit Rules Original Logs Recommendations

Details

Attacker Attacks: 1 J_victim |

E 12 Attack Result: Compromised E T

Server  Port:50719 Protocel: http Server  Port:53

Latest Attack Details

sub_desc Trojan Ransomware/Cerber Cnion Domain Lookup

Data Packet Code Converter UTF-8 Hex

D00p27dokhpz2n7nvgrdoniondO

Hit rules

You can view the list of rules related to the event. Information such as the rule ID, rule name,
detection engine, threat type, severity, and ATT&CK attack technique is displayed in the list, as
shown in the figure below.

Details Hit Rules Original Logs Recommendations
No. Rule ID Rule Mame Detection Engine Threat Type Severity ATT&CK Attack Technique
1 10041422 Trojan Ransomware/Cerb...  Exploit Detection Database  Ransomware a High Application Layer Protocol

You can click a rule ID to go to [System/Security Capabilities/Detection Engines]. On the page that
appears, you can view or edit the rule details, as shown in the figure below.

System = 3 . .
Y Security Detection Engines
B Devices >
) Imtelligence Detection Engine © [ o] File Analytics © @ Attack Analytics © O Abnormal Behavior Engine © @
® 3
& System > N2 ol Rales: 1589k B rotal Rules: 54 7 Total Rules: 087 Total Rules: 188
L Update > .
O Logic of the routine operation detection mode: Gene: cidents for alerts with high risk and definite threats. You can customize the policy for alert and incident generation and restore all configurations to defaults.  Restore Defaults
2, Maintenance > Engine Type Q « @nNew-~ All Alerts v | Allincidents - 217830015 xQ
82 Security Capabilities v Ean No. AlertID Incident ID Threat Name Severity Threat Type Time Created Status T Security Alerts Security Incidents  Operation

[ Intelligence Detect.. .
o 1 217a30015 117830015 Infected with rans... @ High Ransomuare 2021.09-24 1707:18 v Enabled Enabled P

Security Database
Ransomware Intelli...

Coyptomining Intel.

Whitelists Normal Virus Intell.
Custom Threat Int..
File Detection
Others
Weak Password Rules.
File Analytics

I Attack Analytics

Original logs

You can view the logs related to the alert, as shown in the figure below.



Details Hit Rules Original Logs Recommendations

Logs: 2 [MRIRNCI ol Attack Results * | SrcIP/Dst IP Q

No. Time Description Rule ID Log Type Attack Subt..  SrcIP Dst IP Dst Port Status Code Attack Result
1 2023-03-24 09:33:09 Trojan Ransomware/... 10041422 Malicious Fi.. Ransomware  121.32.231.. 121.320.110 53 - Compromis...
2 2023-03-24 09:33:09 Trojan Ransomware/... 10041422 Malicious Fi... Ransomware 121.32.231... 121.320.110 53 - Attempted

You can click the content in the "Description" column to view the original log information for
higher judging efficiency, as shown in the figure below.

Log Details x
W2 Extract Threat Intelligence No.:2  Previous
E SrclP: 1213223122 ﬁ DstIP:  121.32.0.110
SrePort: 50719 DBERriocol DstPort: 53

Data Packet JSON Detection Info

+ Data Packet Code Converter UTF-8 Hex

D00p27dokhpz2n7nvgrdoniondd

You can click <Go to Logs> to redirect to the <Logs> page and filter the logs related to this alert, as
shown in the figure below.

Details Hit Rules Original Logs Recommendations

Logs: 2 Goto Logs | All Attack Results ~ || Src IP/Dst IP Q
No. Time Description Rule ID Log Type Attack Subt...  SrcIP Dst IP Dst Port Status Code  Attack Result

1 2023-03-24 09:33:09 Trojan Ransomware/... 10041422 Malicious Fi... Ransomware  121.32.231... 121.320.110 53 - Compromis...

2 2023-03-24 09:33:09 Trojan Ransomware/.. 10041422 Malicious Fi.. Ransomware 121.32.231... 121320110 53 - Attempted

Logs

2 Bport® | & Code Converter OpenMonitor  CtRefresh  Refresh Interval: Disabled ~

2023-03-26 08:33.09 - 2023-03-24 09:33:09 Security Logs + Direction - Recent Searches Bookmarks
ot s 4 B7885° AND (ol [410041422) AND s st 88016" o

AND - o (+_ad )

* Total Entries (2 in Total) 4 Display Trend Graph

No. Time logType W AttackType ¥ Attack Subtype ¥ SrciP ¥ XFE ¥ Src Port ¥ DstiP ¥ DstPort ¥ RequestURL  Severity ¥ Description Status Code ¥ DataSource W Attack State W Whitelist
»

1 2023-0324003309  Malicious File..  Ransomwiare Ransomware 1z - 50719 1 53 - High Trojan Ranso... - SANGFORST..  Attempted No

2 202303-24003309 Maliclous File..  Ransomware Ransomware — 50719 1 53 = High Trojan Ranso... - SANGFORST..  Compromised  No

Attacker analysis

You can view the attacker IP address, region, attack count, attackers on the same subnet, target IP
addresses, first attack time, last attack time, lockout status, and intelligence, as shown in the
figure below.

Details Hit Rules Original Logs Attacker Analysis Recommendations
Lockou Copy Attacker IP & Export
No.  Attacker IP Region XFF Attacks Attackers on the Same Subnet  Target IPs  First Detected Last Detected
1 53.55.55.55 United States - 11 1 1 2023-03-17 00:32:49  2023-03-17 01:34:19

You can click <Lockout> or the < ﬂ >icon in the [Operation] column to select the configured Next
Generation Application Firewall (NGAF) for performing correlated block, as shown in the figure
below.



Coordinated Block b

@ To use coordinated block with NGAF, make sure that the NGAF ...  Configure Now
* Object: 55.55.55.55 * -
* Lockout: 7 days - @
* Device: Select * | @
Remarks: Remarks

You can click the value in the "Attackers on the Same Subnet" or "Target IPs" column to view the
attacker IP addresses or target IP addresses, as shown in the figure below.

Attackers on the Same Subnet

Attacker IP

55,55.55.35

Targets

No. Target IP

1 11119

If multiple attacker IPs are associated with the alert, you can click <Export> to export the attacker
IP list in the XLSX format.

Recommendations

Troubleshooting and fixing suggestions are provided based on the alert background and impact,
as shown in the figure below.
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Details

9 Infected with ransomware B

LGV Mark as Fixed

Status: Pending Threat Type: Ransomware Severity: @ High
Detected By: SANGF... Alert 1D: 217830015 Attack Stage: @ Propagation
Details Hit Rules Original Logs Recommendations

| Recommendations £
Background

An attacker can infect a target endpoint through brute-force attacks, vulnerability exploits, and file download, and then commit extortion by encrypting files in the target endpoint in

remote control mode.

Impacts

If the system is infected with ransomware, all the files in the system will be encrypted, and a large number of bitcoins or other virtual currency needs to be paid to the virus maker for

decrypting the files. Ransomware viruses are increasingly large in scale and cause more damage, and therefore, are separately categorized, for ease of determining and handling.

Troubleshooting

Recommendations

1. Check whether the endpoint is DNS server or AD domain server {DNS proxy). If so, please add the endpoint IP to compromise scan whitelist.

2. Iif NovaGuard has been deployed, it is recommended to integrate it to report its virus detection logs to NovaCommand for threat remediation and host scans.

Alert Action
Coordinated response

On the <Ransomware> page,
you can click the <= >icon in the [Operation] column to go to the Coordinated Response dialog

box. You can fix the alert based on the coordinated response policy, as shown in the figure below.

Coordinated Response X
( Refresh All Incident Types * | Name, device, IP, policy type Q
MNo. Name Hit Incident Device IP Address Policy Type B
Block S IP - Predefined -
(s} 1 ock souree recemne All Alert ST T NovaCommand (1..  Builtln Strategy
Block Attacker IP - N Days. MNovaCommand
Access Control - Predefined - Alert Sangfor NGAF
2 Prevent an endpoint from accessing specified IP All Alert NovaGuard NovaCommand (1..  Builtln Strategy
addresses and ports to block abnormal and attack... 4 Applications
3 Block Domain Name/URL - Predefinad - Alert All Alert Sangfor NGAF MovaCommand (1.  Builtin Strategy
Block Attacker IP - N Days. MovaCommand

Per Page | 20 * | Jinall -
Add Policy Next Close

You can click <Next> to select the correlated device and configure the block duration and other

parameters. Then, you can click <Execute>. The figure below takes the policy for blocking source
IP as an example.
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Coordinated Response X

P | Block Source IP - Predefined

* Device: (o] Sangfor NGAF (vB8.0.35 and above)

ge. Settings

“Call Device IP: Select ¢

*Cre |P: Enter IP s. Example: 192.168.1.0, 192 192.168.1.1-192.168.1.2. Separate multiple ad
*Block Duration: 1 Day MO
Previous Execute Close

Fields:

Call Device IP: The specific instance name and IP address. You can select the specific device IPs
based on your requirements. All device IPs are selected by default. The instances correspond to
the information on the [System/Devices/Response Apps] page.

Src IP: The source IP to be blocked. This field will be specified automatically.

Block Duration: You can set different values and select different units, such as day, hour, or
minute, from the drop-down list.

The system prompts a message of <Executed> after execution.

You can go to [Response/Response History] and click the "Auto Response History" tab to view the
execution history of corresponding policies, as shown in the figure below.

ssponse = Risky Assets ~ Security Incidents ~ Security Alerts  Auto Response History ~ Coordinated Actions

I Risky Assets Al Ca All Statuses v | | Asset IP, policy name, security incident, fixed by Q
) Security Incidents Ne.  Running Policy Asset IP Policy Type Application Security Incidents End Time Executed By Execution Status Coordinated Action  Remarks Operation

) Security Alerts 1 Access Control -Pr.. 0 Builtin Strategy Sangfor NGAF (v80... Alert-Brute-Force A..  2023-03-20 17:17:21 admin Qe ® View - Bxec

2 Threat Scan - Prede... 2. Builtin Stratec Sangfor Endpoint S...  Incident-JavaScript 2023-03-29 17:15:19 admin Failed @ View - Execute Again
| Auto Response 9 gfor Endp: P o .

3 Access Control -Pr.. Tt Builtn Strategy Sangfor NGAF (v8.0... Alert-Brute-Force A.. 20230329 00:36:10 admin Qriled ® View - Execute Again
| Response History
4

Threat Scan - Prede... 1. . Builtin Strategy Sangfor Endpoint S...  Incident-Ransomuw. 2023-03-28 19:13:12 admin Qrailed ® View - Execute Again

5 ThreatScan- Prede.. 1 Builtin Strategy Sangfor Endpoint S...  Incident-Proxy Tools  2023-03-28 18:56:14 admin Qrailed ® View

6 ThreatScan - Prede.. 2 Builtn Strategy Sangfor Endpoint S...  Incident-File Link C...  2023-03-26 19:36:00 admin Oriled® View

Manual operation

You can operate a single alert or multiple alerts in bulk.

1. Bulk

You can click <Bulk Operation> for alert filtration based on the options in the drop-down list or
select multiple alerts from the alert list directly to perform the bulk operation.
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Mark as Fixed d
Mark as Fixin

B 9

© suspend

742 2023-03-23
14:55:20

743 © 2023-03-23
14:54:36

2. Single

& Bxport

Threat Description Risk T Attack Stage ¥ © Severity ¥
Infected with €RE C e S High
Infected with ransomware €&C Communi... & Propagation @ High
Infected with ransomware C&C Communi... @ Propagation @ High

TargetIP ¥ Target Type ¥
1 Database Server
1z Database Server

Database Server

Attacker [P ¥

5.

5t

5

Attacks

Result ¥

Compromised

Compromised

Compromised

Threat Description

Status ¥ Operation
Pending o -
Pending 2
Pending B}

You can select one alert and click the <=== > icon in the [Operation] column. Available options
include Mark as Fixed, Mark as Fixing, Suspend, and Whitelist, as shown in the figure below.

No. Last Detected

741 © 20230823
14:55:20

742 © 2023-03-23
14:55:20

743 ° 2023-03-23
14:54:36

Threat Description

Infected with ransomware

Infected with ransomware

Infected with ransomware

Cryptomining

Alert Display

Risk ¥ Attack Stage ¥ Severity ¥
c&C Communi... @ Propagation @ High
@ @ @

c&C Communi... @ Propagation @ High
C&C Communi... @ Propagation g9 High

Target 1P ¥ Target Type ¥
1% Database Server
@ @

1 Database Server
1€ ) Database Server

Attacker IP T

5
@

50

Attacks

1

Result ¥

Compromised

@

Compromised

Compromised

Status ¥ Operation

=0

@ Mark as Fixed

Pending

Pendi B ok as Fixing
© Suspend
Pendi
Lo Whitelist

Cryptomining detection can be used to analyze LAN cryptomining events. Cryptomining involves
four stages, namely C&C communication, pool connection, task acquisition, and work submission,
as shown in the figure below.

Cryptomining

C' Refresh

Cryptomining Stages

o
C&C Communication

114

No.  Last Detected

1 *2023-03-17
01:34:19

o

-
Pool Connection

0

& Export

Threat Description

Threat indicator match (Pro...

Alert Viewing

]

Task Acquisition

7

Cryptomining Stage T

C&C Communication

O

t
ro
B

Work Submission

AttackStage T © Severity T
i@ cac Q High

Target Assets

> 140

Target Hosts

0

Target 1P ¥ Target Type ¥

1.1.1.19 Server

Target Servers

Attacker IP Y

55.55.55.55, ...

Attacks

Last 30 days

Top 5 Target Assets

3.1.1.100

31199

31188

31187

21196

Result ¥

10 Compromised

Threat Description
Status T

Operation -

Pending 2 -

The alert list displays information such as cryptomining stage, attack stage, severity, target IP,
target type, attacker IP, attacks, and result.

Cryptomining Stage: Includes C&C Communication, Pool Connection, Task Acquisition, and Work

Submission.

Severity: Includes High, Medium, and Low.

Target Type: Includes server asset and host asset.

Result: Includes Compromised, Succeeded, Failed, and To be Judged.

See the figure below.
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C* Refresh Last 30 days

+ Cryptomining Stages + Target Assets + Top 5 Target Assets
e o e © - i
T —
> Target Servers
t - t t & y
x 4 1 40 31.1.90 7
e ——
= = = =
31.1.98 7
B
C&C Communication Pool Connection Task Acquisition Work Submission Target Hosts
> 0 3.1.1.97 7
< T ——
3.1.1.96 ke
T —
2 Exoort Threat Description Q
No. L L i c ining Stage T Attack Stage ¥ - Severity T Target 1P Y Target Type T Attacker 1P ¥ Attacks = Result ¥ Status ¥ Operation -
1 20230817  Threatindicator match (Pro...  C&C Communication @ cac S High 11119 server 55.55.55.55, ... 10 Compromised Pending e
01:34:19

You can select a cryptomining alert and click the content in the <Threat Description> column to go
to the <Details> page. The <Details> page has a basic information section and several tabs,
including Details, Hit Rules, Original Logs, and Recommendations. The basic information section
shows information such as the status, severity, data source, hit rule, and attack stage, as shown in
the figure below.

Details X
Threat indicator match (ProtonMiner mining) B
9 [l | Mark as Fixed
Status: Pending Threat Type: Cryptomini... Severity: @ High
Detected By: SipDat... Alert ID: 2140060486 Attack Stage: B C&C
Details Hit Rules Original Logs Attacker Analysis Recommendations
+ Details
Victim: Attacks: 10 ( Attacker
E 1.1.1.18 Attack Result: Compromised Y B
Assetd > w United States
Server | Port: 14060 Protacol: http Internet  Port: 80
+ Latest Attack Details GoldenEye Traceback | Threat Intelligence
indicator |8 pixeldra.in/api/download/I9RRye req_body len 0
rsp_body _len 1163 http_status_code 404
+ Data Packet Code Converter UTF-8 Hex
Request Response
Request Header Response Header
GET/userfiles/photos/smallfimdex.asp?article_SUIbZHTTP/1.1 HTTP/1.1404NotFound
Host: www.gztenon.com Content-Type: text/html
Connection: Keep-Alive Server: IS
Accept-Encoding: gzip X-Powered-By: WAF/2.0
CF-IPCountry: CN Date: Wed,23Aug201702: 23: 16GMT
CF-RAY: 392aa1c640943ef-S2V Content-Length: 1163

CF-Visitor: {"scheme": "http"}

Accept-Language: zh-cn,en-us,zh-tw.en-gh,en;

Accept: *f*

User-Agent: Mozilla/5.0(iPhone;U:CPUiPhoneQS4 0likeMacOSXen- Response Body
us)AppleWebKit/532.9(KHTML likeGecko)Version/4.0.5Mabile/8A2935afari/6531.22.

7

CF-Connecting-1P: 106.11.159.135

Request Body

MNext
Basic information

You can view the status, threat type, severity, data source, and attack stage of the alert, as shown
in the figure below.

@ Threat indicator match (ProtonMiner mining) &

Status: Pending Threat Type: Cryptomini... Severity: @ High
Detected By: SipDat... Alert ID: 2140060486 Attack Stage: B C&C



Details

You can view the attack direction, source IP, destination IP, and protocol in the <Details> tab. The
latest alert details and data packet information are also displayed, as shown in the figure below.

Details Hit Rules Original Logs Attacker Analysis Recommendations

Details

Viciny Attacks: 10

a 1.1 4 Attack Result: Compromised iy S

Assetd > v United States

Server Port: 14060 Protocol: hitp Internet Port: 80

Latest Attack Details GoldenEye Traceback | Threat Intelligence
indicator |8 pixeldra.in/api/download/19RRye req_body len o
rsp_body len 1163 http_status code 404
Data Packet Code Converter Hex
Request Response
Request Header Response Header
GET/userfiles/photos/smallfimdex.asp?article_SUIb2HTTP/1.1 HTTR/1.1404NotFound

Host: www.gztenon.com Content-Type: text/html

Hit rules

You can view the list of rules related to the event. Information such as the rule ID, rule name,
detection engine, threat type, severity, and ATT&CK attack technique is displayed in the list, as
shown in the figure below.

Details Hit Rules Original Logs Attacker Analysis Recommendations
No. RuleID Rule Name Detection Engine Threat Type Severity ATT&CK Attack Technique
1 140060486 Threat indicator match (Pr..  Cryptomining Intelligence...  Cryptomining @ High

You can click a rule ID to go to [System/Security Capabilities/Detection Engines]. On the page that
appears, you can view or edit the rule details, as shown in the figure below.

D Logic of the routine operation detection mode: Generate security incidents or alerts with high risk and definite threats. You can customize the policy for alert and incident generation and restore all configurations to defaults. | Restore Defaulls

Engine Type Q « © New v All Alerts v | | Allincidents v | 2140060486 xQ

i No. AlertID Incident ID Threat Name Severity Threat Type Tags Intelligence ... Time Created Status 7 Security Alerts Security Incidents  Operati...
[} Intelligence Detect. .
1 2140060486 1140060486 Threatindicato.. @ High  Cryptomining mining, P.. 6 2023-03-16 18:24:46 Enabled Enabled P

Ransomware Intelli..

Cryptomining Intel... Tinall PerPage 20 ~

Normal Virus Intell.
Custom Threat Intu.
Others

File Analytics
Original logs

You can view the logs related to the alert, as shown in the figure below.

Details Hit Rules Original Logs Attacker Analysis Recommendations

Logs: 11 All Attack Results || Src IP/Dst IP Q
No. Time Description Rule ID Log Type Attack Subt... SrcIP Dst IP Dst Port Status Code  Attack Result

1 2023-03-17 01:34:18 Threat indicator matc... 140060486 Malicious Fi...  Cryptomini..  1...... K 5t a0 - Compromis..

2 2023-03-17 01:34:19 Threat indicator matc... 140060486 Malicious Fi... Cryptomini.. 1. 33 80 - Compromis..

You can click the content in the "Description" column to view the original log information for
higher judging efficiency, as shown in the figure below.



Log Details

ﬂ Extract Threat Intelligence
E Src IP: 1.1.1.19
Src Port: 14060

Data Packet JSON Detection Info

+ Data Packet

Request

httpProtocol

Request Header
GET/userfiles/photos/smallfimdex.asp?

article SUIb2HTTR/1.1

Host: www.gztenon.com

Connection: Keep-Alive

Accept-Encoding: gzip

CF-IPCountry: CN

CF-RAY: 392aa1c6400f43ef-S2V

CF-Visitor: {"scheme": "hitp"}

Accept-Language: zh-cn,en-us,zh-tw,en-gb,en;

Accept: */*

User-Agent:

Mozilla/5.0{iPhone;U;CPUiPhone054 _0likeMacOSX;en-
us)AppleWebKit/532.9(KHTML likeGecka)Version/4.0.5Mobil
e/BA203%afan/6531.22.7

CF-Connecting-IP: 106.11.159.135

Request Body

No.: 1 Next

E Dst IP: H
Dst Port: 80

Code Converter Hex

Response

Response Header
HTTP/1.1404NotFound
Content-Type: text/html

Server: lIS

X-Powered-By: WAF/2.0

Date: Wed,23Aug201702: 23: 16GMT
Content-Length: 1163

Response Body

You can click <Go to Logs> to redirect to the <Logs> page and filter the logs related to this alert, as
shown in the figure below.

Details Hit Rules Original Logs Attacker Analysis Recommendations
Logs: 11 Go o Logs | All Attack Results * || Src IP/Dst IP Q
No. Time Description Rule ID Log Type Attack Subt... SrclIP Dst IP Dst Port Status Code Attack Result
1 2023-03-17 01:34:19 Threat indicator matc.. 140060486 Malicious Fi...  Cryptomini.. 1. 54 80 - Compromis..
2 2023-03-17 01:34119 Threat indicator matc.. 140060486 Malicious Fi...  Cryptomini.. 1.1 5 i 80 = Compromis..
Logs
& Bpot® | Code Converter OpenMonitor  ( Refresh  Refresh Interval: Dissbled =
2023-03-17 00:32:49 - 2023-03-17 01:34:19 Securiy Logs ~  Direction - Recent Searches  Bookmark
AND -0 (+ ad )
+ Total Entries (11 in Total) i Display Trend Graph
Cryptomining (1)
No.  Time LogType W AttackType ¥ Attack Subtype ¥ SrclP ¥ XY ScPot ¥ DstlP Y DstPort ¥ RequestURL  Severity ¥ Description  StatusCode W DataSource W AttackState ¥ Whitelist
1 2023-0317013419  Maliious File..  Cryptomining  Ciyptomining 1 14060 55 2 pixeldrain/ap..  High Threat indicat... SipDataplatfo..  Compromized  No
2 2023-0317013418  MisliciousFile..  Cryptomining  Cryptomining 1 14060 55 2 pixeldrain/ap..  High Threat indicat... SipDataplatfo.. Compromized  No
3 2023-0317003248  Mislicious File..  Cryptomining  Cryptomining 1 14060 55 2 pixeldrain/ap..  High Threat indicat... SipDataplatfo..  Compromized  No

Attacker analysis

You can view the attacker IP address, region, attack count, attackers on the same subnet, target IP
addresses, first attack time, last attack time, lockout status, and intelligence, as shown in the

figure below.

Details Hit Rules Original Logs Attacker Analysis Recommendations
Lockou Copy Attacker IP & Export
O Mo.  Attacker IP Region XFF Attacks Attackers on the Same Subnet
O 1 55,55,55.55 United States - 11

Target IPs  First Detected Last Detected

1 1 2023-03-17 00:32:49  2023-03-17 01:34:19

You can click <Lockout> or the < & > icon in the [Operation] column to select the configured Next
Generation Application Firewall (NGAF) for performing correlated block, as shown in the figure

below.



Coordinated Block b

@ To use coordinated block with NGAF, make sure that the NGAF ...  Configure Now
* Object: 55.55.55.55 * -
* Lockout: 7 days - @
* Device: Select * | @
Remarks: Remarks

You can click the value in the "Attackers on the Same Subnet" or "Target IPs" column to view the
attacker IP addresses or target IP addresses, as shown in the figure below.

Attackers on the Same Subnet

Attacker IP

55,55.55.35

Targets

No. Target IP

1 11119

If multiple attacker IPs are associated with the alert, you can click <Export> to export the attacker
IP list in the XLSX format.

Recommendations

Troubleshooting and fixing suggestions are provided based on the alert background and impact,
as shown in the figure below.
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Details *

Threat indicator match (ProtonMiner mining) B

e Integration Mark as Fixed = ===

Severity: ® High
Attack Stage: @@ C&C

Status: Pending Threat Type: Cryptomini...

Detected By: SipDat... Alert ID: 2140060486

Details Hit Rules Original Logs Attacker Analysis Recommendations

| Recommendations £

Background

ProtonMiner is a mining virus that exploits vulnerabilities in Redis and Weblogic to distribute itself. First, attackers control an infected host to download and execute uuu.sh script.
Once the script starts running, it downloads mining program and configuration files to mine cryptocurrency, and downloads worms to attack other hosts. ProtonMiner checks whether
the current account has root privilege, terminates other botnet processes (if any), writes itself into system file crontab, and modifies settings of iptables to allow malicious activities on
some ports.

Impacts

1. The virus may result in CPU/GPU overusage and affect system performance eventually.

2. The virus may download other worms to spread viruses and infect other LAN hosts.

Troubleshooting

1. Check the intelligence details on Sangfor Neural-X Threat Intelligence (httpsi//sec.sangfor.com/analysis-platform).
2. Use Sangfor Endpoint Secure to perform a full scan. If no result is reported, check whether another antivirus tool is installed. Check and analyze the virus scanning and killing record
for suspicious files.

3. If Sangfor Endpoint Secure and other antivirus tools identified no suspicious file, use the memory analytics tool to locate the process requesting for malicious intelligence to check

whether the process is suspicious.

Recommendations

1. Do not launch database or web server with root account. If attackers invade the services started via root account successfully, they may obtain all privileges of the compromised
hosts.

2. Fix the vulnerability in time by installing the corresponding patch on the host.

3. Install professional security software on endpoint devices and servers. Recommendation: Sangfor Endpoint Secure

4, Perform a full scan and virus removal on the virus-infected host, and then restart the host and check whether there are new files or processes generated. We recommend Sangfor
Anti-Malware Software, (http:/fedr.sangfor.com.cnftool/SfabAntiBot.zip)

5. Scan for suspicious connections on the network and disable unnecessary services, ports and remote connections not to get infected again.

6. Perform all operations above on all other hosts an the netwark.

Alert Action

Coordinated response

On the <Cryptomining> page, you can click the < & > icon in the [Operation] column to go to the
Coordinated Response dialog box. You can fix the alert based on the coordinated response policy,
as shown in the figure below.

Last Detected

B N Threat Description Cryptomining Stage T Attack Stage ¥~ Severity T TargetIP T Target Type T Attacker IP T Attacks ©  Result T Status T Operation =
1 20230317 Threat indicator match (Proto..  C&C Communication @ Cac @ High 1 Server 5 10  Compromised Pending @
01:34:19 @ @ @ @ @ @ @
Coordinated Response
2 ©2023-0317  Threat indicator match (Pro..  C&C Communication i@ cac @ High 1.0, 09 Server 5 10 Compromised Pending =
01:34:19
The figure below takes the policy for blocking source IP as an example.
Coordinated Response X
C' Refresh All Incident Types ¥ || Name, device, IP, policy type @]
MNo. MName Hit Incident Device IP Address Policy Type -

Block Source IP - Predefined

Block Attacker IP - N Days.

Sangfor NGAF (v8.0...

3 Applications

(o] 1 L ) All Alert Sangfor NGAF (v8.0... Cyber Command (..  Builtln Strategy
ck Attacker 3 Applications
Access Control - Predefined - Alert Sangfor NGAF (v8.0...
2 Prevent an endpoint f ssing cified IP All Alert Sangfor Endpoint S..  Cyber Command (..  Builtin Strategy
add s and ports to block abnormal and attack... 5 Applications
Block Domain Mame/URL - Predefined - Alert Sangfor NGAF (v8.0... .
3 All Alert Sangfor NGAF (v8.0... Cyber Command (..  Builtln Strategy

You can click <Next> to select the correlated device, configure the block duration and other
parameters, and click <Execute>, as shown in the figure below.
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Coordinated Response X

P | Block Source IP - Predefined

* Device: (o] Sangfor NGAF (v8.0.35 and above)
Sangfor NGAF (v8.0.8 to vB.0.34)

Sangfor NGAF (v8.0.35 and above) is not configured on the System = Response Apps page. Settings

“Call Device IP: Select devices. -
*Sre IP: 55.55.55.55
1.1.1.19
Ed
*Block Duration: 1 Day T ®

Previous Close

Fields:

Call Device IP: The specific instance name and IP address. You can select the specific device IPs
based on your requirements. All device IPs are selected by default. The instances correspond to
the information on the [System/Devices/Response Apps] page.

Src IP: The source IP to be blocked. This field will be specified automatically.

Block Duration: You can set different values and select different units, such as day, hour, or
minute, from the drop-down list.

The system prompts a message of <Executed> after execution.

You can go to [Response/Response History] and click the "Auto Response History" tab to view the
execution history of corresponding policies, as shown in the figure below.

Response

Risky Assets  Security Incidents  Security Alerts  Auto Response History Coordinated Actions
B Risky Assets - § I 1P, pol urity incident, fixed by Q
© Security Incidents No.  Running Policy Asset 1P Policy Type Application Security Incidents End Time Executed By Execution Status Coordinated Action  Remarks Operation
© Security Alerts 1 AccessControl - Pr..  10.00.28.124 Builtin Strategy Sangfor NGAF (v8.0... - 2023-03-291717:21 admin D riled ® View - Execute Again

O Auto Response 2 ThreatScan-Prede.. 21.1.122 Builtin Strategy Sangfor Endpoint S...  Incident 2023-03-29 17:15:19 admin D riled ®

3 AccessControl - Pr..  10.00.28.124 Builtln Strategy Sangfor NGAF (v8....
[E] Response History
4 Threat Scan - Prede.

- 11171117210 Builtin Strategy Sangfor Endpoint S...  Incident

- 2023-03-290036:10 admin Orailed ®

2023-03-28 19:13:12 admin Qriiled® View - Execute Again

Manual operation
You can operate a single alert or multiple alerts in bulk.
1. Bulk

You can click <Bulk Operation> for alert filtration based on the options in the drop-down list or
select multiple alerts from the alert list directly to perform the bulk operation.

Bulk Operation &2 Export Threat Description Q

Mark as Fixed d © Threat Description Cryptomining Stage T Attack Stage ¥ Severity ¥ Target 1P T Target Type T Attacker IP ¥ Attacks ©  Result ¥ Status T Operation +
B Moark as Fixing o L — . i
17 Threatindicator match (Pro...  €&C Communication @ cac  High 14 Server E e 10 Compromised Pending 2 -
) suspend
2 ©2023-03-17  Threstindicator match (Eop...  €&C Communication & cac & High 1.0 Server H 10 Compromised Pending & -
01:34:19
3 ©2023-03-17  Threstindicator match (Eop... €&C Communication & cac & High 1. Server 5 o 10 Compromised Pending & -
01:34:19

2. Single
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You can select one alert and click the < ... >icon in the [Operation] column. Available options
include Mark as Fixed, Mark as Fixing, Suspend, and Whitelist, as shown in the figure below.

1 #2023-03-17  Threat indicator match (Pro..  C&C Communication @ cac S High 1.1.1.20 Server 55.55.55.55, ... 10 Compromised Pending =[]
01:34:19 @ @ @ @ @
“ “ Mark as Fixed
2 20230317  Threat indicator match (Eop... C&C Communication @ cac S High 11162 Server 55.55.55.55, ... 10 Compromised Pendl B o Fiing
01:34:19
© Suspend
3 ©2023-03-17  Threatindicator match (Eop... CA&C Communication @ cac S High 11163 Server 55.55.55.55, ... 10 Compromised Pendi
) 2o Whitelist
File Threats

In a typical attack chain, file threats are an important part. Attackers use virus-attached files to
infect LAN endpoints. Once the malicious file is executed, the attacker can control the endpoint or
steal sensitive information. Nova Command can use the file threat analytics function to display
the overall file threat situation and further analyze specific file threat events.

Cloud Sandbox Detection
Website allowing

To use the cloud sandbox detection function, you need to allow the following domain names for
Nova Command.\

auth.sangfor.com.cn\

analysis.sangfor.com.cn\

ti.sangfor.com.cn

Function description

You can upload suspicious local files to the cloud and use the cloud sandbox detection function
for detection and analysis. The results will be displayed on Nova Command. Currently, the file size
for detection cannot exceed 20 MB, and the supported file formats are shown in the figure below.

File Threats

{3 File Detection

Scans

C Refresn

Target Assets

Last 14 days

Top 5 Target Assets

2.1.1.88
L
Scanned Files .“ Target Servers
1 L~ 21.187
A
2.1.186
Malicious Files R \ Target Hosts
. 2.1.185
l 0 N s
21184
-
& Export Threat Description
No.  Last Detected Threat Description Threat Type T Attack Stage T Severity T Target 1P T Target Type T Attacker 1P T Attacks - Result ¥ Status ¥ Operation
1 2023-03-20 Custom threat intelligence in... Malicious File D... & C&C @ High 2.1.1.84 Server 3 Compromised Pending &|[enn
17:47:39
2+ 2023-03-20 Custom threat intelligence in... Malicious File D... & C&C @ High 2.1.1.85 Server 3 Compromised Pending &|[enn
17:47:39
Alert Display

On the [Detection/Threats/File Threats] page, you can click <Export> to export the file threat alerts
as a sheet. You can also filter file threat alerts by time period, as shown in the figure below.

Export: A maximum of 10,000 alerts can be exported as an EXCEL file.

Time Period Selection: You can select Last 30 days, Last 7 days, and Today from the drop-down

list.
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File Threats

£ File Detection C Refresh Last 24 hours

+ Scans + Target Assets + Top 5 Target Assets |
Last 14 days
Scanned Files é Target Servers
Last 30 days
j Custom
. B
> Malicious Files Target Hosts
d 0 S ) No dota
available.

File detection

You can click <File Detection> to go to the [System/Security Capabilities/File Detection] page, as
shown in the figures below.

File Threats

{X¥ File Detection | (™ Refresh

+ Scans + Target Assets

j Scanned Files

Target Servers

0

ey

Malicious Files Target Hosts

‘V.J 0 N 0

System = File Detection
= Devices >

File Size: 20 MEB (20 MB or less)
81 System >

Protocol: HTTP FTp SME SMTP POP3 IMAP
2, Update >

Engine (: Sangfor WebShellKiller
% Maintenance > Sangfor Malicious Script Analytics
85 Security Capabilities Sangfor Engine-Zero

Security Database
Detection Engines

Whitelists

File Detection

Weak Password Rules

1. File analysis settings:

<File Size>: You can set the size of the file for detection. The file size cannot be greater than 20
MB.

<Protocol>: You can filter files by selecting the protocol used by Nova Sensor or cloud sandbox for
specified audits.

2. File detection engine settings:

<Engine>: You can select a detection engine as needed. Currently, three engines, namely Sangfor
WebShellKiller, Sangfor Malicious Script Analytics, and Sangfor Engine-Zero, are available.
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You can know the number of scanned files and malicious files in the specified time period on the
[Detection/Threats/File Threats] page, as shown in the figure below.

File Threats

13 File Detection C Refresh Last 14 days
Scans Target Assets Top 5 Target Assets
21188 3
T
Scanned Files - Target Servers
& R
O 9 2.1.187
~ S —
2.1.1.86 3
» Malicious Files \\ Target Hosts
3
1| O > O 21,185
21,184 3
B
Alert Viewing

The alert list displays information such as the threat description, threat type, attack stage,
severity, target IP, target type, attacker IP, attacker type, attacks, result, and status.

Threat Type: Includes Malicious File Download and LAN Transmission Virus.
<Severity>: Includes High, Medium, and Low.
<Attack Stage>: The attack stage to which the threat belongs.

See the figure below.

No. LastDetected = Threat Description ThreatType ¥ © AttackStage ¥ © Severity T Target 1P ¥ Target Type ¥ Attacker IP ¥ Attacks + Result ¥ Status T Operation

1 ©2023-08.20  JCE family detected Malicious File D... @ Impact S High 1112 Server 55.55.55.54 1 Compromised Pending 2o
17:46:09

2 ©2023-03-16  Medium-severity virus file (E..  Normal Virus @ Impact @ Medium 109028124 Server - 1 Attempted Pending &
19:51:32

3 ©2023-03-20  JCE family detected Malicious File D... @ Impact S High ERRE] Server 55.55.55.55 2 Compromised Pending 2 -
17:46:09

You can select a file threat alert and click the content in the <Threat Description> column to go to
the <Details> page. The <Details> page has a basic information section and several tabs, including

Details, Hit Rules, Original Logs, Attacker Analysis, and Recommendations, as shown in the figure
below.

Details

@ JCE family detected |

Integration Mark as Fixed

Status: Pending Threat Type: Malicious F... Sever ity:@ High
Detected By: SipDat... Alert ID: 217830041 Attack Stage: @ Impact
Details Hit Rules Original Logs Attacker Analysis Recommendations
Details
Vit Attacks
2 Attacks: 1
E 1112 Attack Result: Compromised iy 535.55.55.54
Asset] > w United States
Server Port: 61107 Frotocol: smb Internet Port: 80

Latest Attack Details

url wwnw.fyl8.com/guoneixinwen/138845.html
Basic information
You can view the status, threat type, severity, data source, and attack stage of the alert, as shown
in the figure below.
@ JCE family detected B

Status: Pending Threat Type: Malicious F... Severity: @ High

Detected By: SipDat... Alert ID: 217830041 Attack Stage: @ Impact
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Details

You can view the attacker IP and port, target IP and port, file path, threat name, process
parameter, and detection engine, as shown in the figure below.

Details Hit Rules Original Logs Attacker Analysis Recommendations

Details

Vicing Attacks: 1 m

E 1112 Attack Result: Compromised /iy 35.35.55.54
Assetl > w United States
Server Port: 61107 Internet Port: 80
Latest Attack Details
url www.fyl8.com/guoneixinwen/138845 html

Hit rules

You can view the rule ID list related to the alert, containing information such as rule ID, rule name,
detection engine, threat type, severity, and ATT&CK attack technique, as shown in the figure
below.

Details Hit Rules Original Logs Attacker Analysis Recommendations
No. Rule D Rule Name Detection Engine Threat Type Severity ATT&CK Attack Technique
1 17830041 ICE family detected Backdoor Communication...  Malicious File Download S High Command and Seripting ..

You can click a rule ID to go to [System/Security Capabilities/Detection Engines]. On the page that
appears, you can view or edit the rule details, as shown in the figure below.

Engine Type Q <« © New ~ All Alerts ~ | AllIncidents v 17830041 xXQ

i No. AlertiD Incident ID Threat Name Severity Threat Type Time Created Status Security Alerts Security Incidents  Operation
[ Intelligence Detect... . . . .
1 217830041 117830041 JCE family detected @ High Malicious File Downlo...  2021-06-07 23:17:24 v Enabled Disabled P4

Rensomware Intelli...
Cryptomining Intel.. Tinal PerPage 20 -

Normal Virus Intell..
Custom Threat Int.

Others,
Original logs

You can view the logs related to the alert, as shown in the figure below.

Details Hit Rules Original Logs Attacker Analysis Recommendations

Logs: 2 All Attack Results || Src IP/Dst IP Q
No. Time Description Rule ID Log Type Attack Subt.. SrcIP Dst IP Dst Port Status Code Attack Result

1 2023-03-20 17:46:09 - 10041129 Malicious Fi... Malicious Fi... 1.1.1.2 55.55.55.54 80 - Compramis...

2 2023-03-20 17:46:09 = 10041129 Malicious Fi..  Trojan 1112 55.55.55.54 80 = Attempted

You can click the content in the "Description" column to view the original log information for
higher judging efficiency, as shown in the figure below.



Log Details

B Extract Threat Intelligence

E Src IP: 1.1.1.2
Src Port: 61107

Sandbox Identification

JSON

E Dst IP: 53.55.55.54
Dst Port: 80

smbProtocol

Detection Info

No data available.

You can click <Go to Logs> to redirect to the <Logs> page and filter the logs related to this alert, as

shown in the figure below.

Details Hit Rules Original Logs Attacker Analysis Recommendations
Logs: 11 Go to Logs I All Attack Results = || Src IP/Dst IP Q
No. Time Description Rule ID Log Type Attack Subt... SrclIP Dst IP Dst Port Status Code Attack Result
1 2023-03-17 01:3419 Threat indicator matc... 140060486 Malicious Fi...  Cryptomi 1 5! 80 - Compromis..
2 2023-03-17 01:34:19 Threat indicator matc... 140060486 Malicious Fi...  Cryptomini.. 1.1 5 i 80 - Compromis..
Logs
& Bport @ & Code Converter Open Monitor ' Refresh Refresh Interval: Disabled ~
2023-03-17 00:32:49 - 2023-03-17 01:34:19 Security Logs ~  Direction Recent Searches  Bookmark
(hole_id:*140060486") AND src_asset idi'78" ‘ 7
AND > ® (+  Add
+ Total Entries (11 in Total) f Display Trend Graph
Cryptomining (1)
No.  Time LogType W AttackType W Attack Subtype * SrclP ¥ XFF ¥ ScPot ¥ DsP Y DstPort ¥ RequestURL  Severity ¥ Description  StatusCode Y DataSource Y AttackState ¥ Whitelist
1 2023-0317013419  Maliious File..  Cryptomining  Ciyptomining 1 14060 55 2 pixeldrain/ap..  High Threatindicat.. - SipDataplatfo..  Compromized  No
2 2023-0317013410  MsliciousFile..  Cryptomining  Cryptomining 1 14060 55 ) pixeldrain/ap..  High Threstindicat.. - SipDataplatfo.. Compromissd  No
3 2030317003248  MisliciousFile.. Cryptomining  Cryptomining 1 14060 55 2 pixeldrain/ap..  High Threatindicat.. - SipDataplatfo..  Compromized  No

Recommendations

Troubleshooting and fixing suggestions are provided based on the alert background and impact,

as shown in the figure below.

Details

9 JCE family detected B

Status: Pending Threat Type: Malicious F...

Detected By: SipDat... Alert ID: 217830041

Details Hit Rules Original Logs Attacker Analysis
| Recommendations £

Background
Impacts

risks are posed:

Troubleshooting

Severity: 9 High

Attack Stage: @ Impact

Recommendations

(WL Mark as Fixed | ==

JCE is virtual coin mining software. This malware occupies the CPU and GPU resources of the controlled endpoint to continuously perform computation to mine virtual coins.

The endpoint may have been controlled by a hacker and has become a zombie. This may also be a malicious action performed by an internal user. In either case, virtual currency

mining consumes enormous computer resources and bandwidth resources, and may even cause network congestion and breakdown. If a hacker controls the endpoint, the following

1. Confidential information may be stolen, including classified files and usernames and passwords of key assets.

2. The endpoint may become a zombie attacking other organizations on the Internet. It may also perform illegal activities and violate cybersecurity law to make illegal profits for

hackers, which could lead to the affected enterprise being liable for damages and punishment by regulatory authorities.



Alert Action

Coordinated response

On the <File Threats> page, you can click the <= > icon in the [Operation] column to go to the
Coordinated Response dialog box. You can fix the alert based on the coordinated response policy,

as shown in the figure below.

B No. LlastDetected °© Threat Description Threat Type T Attack Stage ¥

1 2023-03-20  JCE family detected Malicious File D.. @ Impact
17:46:09
2 ©2023-03-16 Medium-severity virus file (E... Normal Virus © Impact
19:51:32 @ @

Severity T Target IP ¥
@ High 1112

& Medium 10.80.28.124
@ @

You can click <Next> to select the correlated device, configure the block duration and other
parameters, and click <Execute>, as shown in the figure below.

Coordinated Respaonse
 Refresh

No. MName

Block Source IP - Predefined
o 1 o

Block Attacker IP - N Days
MAccess Control - Predefined - Alert

2 Prevent an endpoint from accessing specified IP

3 Block Domain Name/URL - Predefined - Alert
Block Attacker IP - N Days

Add Policy

All Incident Types

Hit Incident

All Alert

All Alert

All Alert

Target Type ¥ Attacker IP T Attacks * Result ¥ Status ¥ Operation
Server 55.55.55.54 1 Compromised Pending
Server = 1 Attempted Pending =)
@ @
N . . P
v Name, device, IP, policy L

Device IP Address Paolicy Type
Sangfor NGAF (v8.0...
Sangfor NGAF (v8.0...

3 Applications

Cyber Command (..  Builtin Strategy

Sangfor NGAF (v8.0...
Sangfor Endpoint S...

5 Applications

Cyber Command (..  Builtin Strategy

Sangfor NGAF (v8.0...
Sangfor NGAF (v8.0...

3 Applications

Cyber Command (...  Builtin Strategy

Close

PerPage 20 ~ | 3inal

Next

After clicking <Next>, you will go to the parameter settings page of coordinated response based
on the policy you selected., You can set the device, call device IP, source IP, and block duration.
The figure below takes the policy for blocking source IP as an example.
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Coordinated Response x

P | Block Source IP - Predefined

* Device: © sangfor NGAF (v8.0.35 and above)

Sangfor NGAF (v8.0.8 to v8.0.34)

Sangfor NGAF (v8.0.35 and above) is not configured on the System = Respor Settings
“Call Device IP: Select devices. -
“Src 1P: 55.35.55.54
y
“Block Duration: 1 Day v | @
Previous Execute Close

After you click <Execute>, the response action starts to be executed. The system prompts the
message of <Executed> at the top of the page after the execution is completed.

o Executed successfully.

You can go to [Response/Response History] and click the "Auto Response History" tab to view the
execution history of corresponding policies. Information such as execution status, result, and
policy is displayed.

Manual operation

You can operate a single alert or multiple alerts in bulk.

1. Bulk

You can click <Bulk Operation> for alert filtration based on the options in the drop-down list or
select multiple alerts from the alert list directly to perform the bulk operation.

MarkasFixed .9 Threat Description Threat Type T Attack Stage ¥ Severity T Target 1P ¥ Target Type T Attacker 1P T Attacks *  Result T Status T Operation
Mark as Fixin
B 920 ICEfamily detected Malicious File D.. @ Impact @ High 1112 Server 55.55.55.54 1 Compromised Pending |
© suspend Coordination Logs
2 °2023-0316  Medium-severity virus file (E..  Normal Virus © Impact Medium  10.90.28.124  Server - 1 Pending -
19:51:32
3 +2023-08-20  JCE family detected Malicious File D... @ Impact @ High 1111 Server 55.55.55.55 2 Compromised Pending & -
17:46:09

2. Single

You can select one alert and click the <<+« > icon in the [Operation] column. Available options
include Mark as Fixed, Mark as Fixing, Suspend, and Whitelist, as shown in the figure below.

B Mo LastDetected - Threat Description Threat Type T Attack Stage ¥+ Severity T TargetIP T Target Type ¥ Attacker IP T Attacks + Result T Status T Operation
[v] 1 2023-03-20 ICE family detected Malicious File D. ® Impact High 1142 Server 55.55.55.54 1 Compromised Pending =
y P 9
17:46:00 @ @ @ @ @ @ @ Coord"
R Mark as Fixed
2 ©2023-03-16  Medium-severity virus file (E.. Normal Virus @ Impact Medium  10.90.28.124  Server - 1 Pendi E ok as Fixing
18:51:32
© suspend
M 3 °2028.0820  JCEfamily detected Malicious File D... @ Impact High 1114 Server 55.55.55.55 2 Compromised Pendi
y P!

17:46:09 2o Whitelist
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Inbound Attacks

Inbound attacks include high-severity attacks, evasive attacks, and inbound risky access.

1. Nova Command can display inbound attacks in a period of time using the machine learning
clustering algorithm, as shown in the figure below.

Inbound Attacks
& Export | O Refresh 2023-03-17 00:00:00 - 2023-03-24 23:59:59
Attack History: 9861 Machine Learning Clusterlng Algorlthm Attack Incidents: 53
™
Leakage Guangai N
Web Framework Exploit Beijing ™ Single-sourc... g s
oncritical Targ...
Argentina ™ R Exploit
IoT Device Exploit 05 Kernel Exploit
Details

You can click <Attack Sources> to view the attack IP address. You can export the data, copy
network segments, and copy IP addresses to add these IPs to the security gateway for IP block, as
shown in the figure below.

All Attack Sources

B Export g2 Copy Network Segment g2 Copy IP Address (* Refresh 2023-03-17 00:00:00 - 2023-03-24 23:59:59
MNo. Metwork Segment IPs IP Address
1 Single IP Address n 55.55.55.55, 60.62.62.62, 110.96.0.1, 171.104.0.1, 219.137.100.5, 14.1.128.1, 22...

1 entries - Per Page 10 hd

Close

2. The [Details] section shows the description, tag, severity, group, last detected time, and logs
of the attack. You can filter attacks by these conditions and search for specific attacks by
keywords, as shown in the figure below.

No.  Description Tags ® Severity Asset Group Last Detected Logs

1 [Asset1] 4 Endpoint attacked by [561.1121] using [Web System Exploit] . Total att.. eb System Exploit [ Vedium Assetl 2023-03-17 01:33:39 32
2 [TC] 3 Endpoint attacked by [55.55.55.55] using [0S Kernel Exploit] . Total attacks: . [ Vedium TAL/TC 2023-03-17 01:33:30 6
E [TC1] 3 Endpoint attacked by [55.55.55.55] using [OS Kemel Exploit] . Total attacks... [ Medium TAL/TCT 2023-03-17 01:32:30 6
4 [TB] 2 Endpaint3.1.154. 3.1.1.55 attacked by [55555555] using [0S Kemel Exploi.. [ Vedium TA/TE 2023-03-17 01:33:39 4

You can click the content in the <Description> column to view the description details, as shown in
the figure below.
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Inbound Attacks

4 Back
[Asset1] 4 Endpoint attacked by [5.61.112.1] using [Web System Exploit] . Total attacks: 32, Attack duration (min): 58.88 cb System Explo [ Medium J
Multi-Dimension Aggregation Analysis with Fuzzy and Similar Algorithms lllustration
Target
Attacker
Attack Techniques Attacked Region

5.61.112. (Ireland)
Attack Type
Web System Exploit

Attacker IP

Sections:

Target

1.1.1.2 (AssetT)
1.1.1.3 (AssetT)
1.1.1.4 (AssetT)

<Multi-Dimension Aggregation Analysis with Fuzzy and Similar Algorithms>: Performs aggregation
analysis of attacks in a period of time based on the target, attacked region, attack technique, and

attacker IP.

<Illustration>: Displays basic information about the attack types, attackers, targets, and

vulnerabilities.

<Details>: Displays detailed information about the targets, attackers, vulnerabilities, attack types,

and attack period.

<Recommendations>: Provides the fixing suggestions for the alert.

<Logs>: You can click the log number in the <Logs> column to go to the [Logs] page and view the

detection logs, as shown in the figure below.

Targets P Add:
AssetIP Asset Group Hostname Logs Percent
B 1112 Asset1 - 8 25%

B 1113 Asset1 - 8 25%
B 1114 Assetl - 8 25%
B 1115 Asset1 - 8 25%

Attackers P Addres.
Attacker Region Logs Percent
sene fretend 1o
Logs
& Bport © & Code Converter Open Monitor  C' Refresh Refresh Interval: Disabled ~
2023-03-17 00:34:46 - 2023-03-17 01:33:39 Security Logs ~  Direction - Recent Searches

ORI (rulc_major_type:3) AND (rule_minor_type:60) AND (exclude_type:0) AND (src_ip:5.61.112.1) AND (dst_ip:(1.1.12 OR 1.1.1.3 OR 1.1.1.4 OR 1.1.1.5)) AND (module_type:30) AND (attack type:7)

AND - o (

Total Entries (32 in Total) i Display Trend Graph
ystem Exploit (32)

No.  Time logType ¥ AttackType ¥ Attack Subtype * SrclP ¥ XFF Y srcport Y DstlP ¥ DstPort ¥ RequestURL  Severity W Description Status Code ¥ DataSource ¥ Attack State ¥
1 202303-170133:3¢  Vulnerabity.. WebSystem.. WebSystem.. 5. - 61107 1102 80 wwwautotest..  High Attack exploit. SipDataPlatfa..  Attempted
2 0230317013330 Vulnersbility .. Web System .. WebSystem.. 5 - 61107 1112 80 wwwautotest..  High Attack exploit. SipDataPlatfa..  Attempted
3 0230317013339 Vulnerability .. WebSystem..  WebSystem.. 5 - 61107 1102 80 wwwautotest..  High Attack exploit. SipDataPlatfa..  Attempted
4 0230317013330 Vulnerability .. WebSystem..  WebSystem.. 5 - 61107 ARRE] 80 wwwautotest..  High Attack exploit. SipDataPlatio...  Attempted
S 202303-170133:3¢  Vulnerabity.. WebSystem.. WebSystem.. 5. - 61107 AREE] 80 wwwautotest..  High Attack exploit. SipDataPlatfa..  Attempted
6 2023-03-17013339  Vulnerability ..  WebSystem ..  WebSystem.. 5 - 61107 1104 80 wwwautotest..  High Attack exploit. SipDataPlatfo..  Attempted

Bookma,

q

Whitelis

No

No

No

No

No

No



Evasive Attacks

Evasive attack refers to the attack detected by Nova Sensor deployed behind the defense system.
The occurrence of this attack indicates defense capabilities and protection policies should be
enhanced. Evasive attack detection and analysis can be performed by deploying Nova Sensor
behind the firewall on Nova Command.

Nova Sensor deployment

To ensure the analysis accuracy of evasive attacks, you need to manually deploy Nova Sensor
behind the firewall. When the Nova Sensor detects an inbound attack, the attack is identified as
an evasive attack. You can go to [Detection/Threats/Evasive Attacks] and click <NS> to deploy
Nova Sensor devices behind the firewall.

NovaSensor
I Select NovaSensor devices that are deployed behind firewall

Status

(m]
o
o
(]
o
o
(m]
o
o

1
2
3
4
5
5
7
8

Overall display

Overall display

On the [Threats/Evasive Attacks] page, you can view the following data.

Top 5 Target Servers by Attacks: The top five servers that suffered the most evasive attacks.
Top 5 Attack Sources: You can click <View More> to view and export all attack sources.

Top 5 Attack Source Regions: The top five countries or regions that launch the most attacks.

Top 5 Attack Types: You can click <View More> to view and export detailed information, such as
target IP, corresponding to the attack type.

You can filter the data of last 7 days, last 30 days, today, and last 24 hours. You can also click
<Filter> to filter the data by attacker geolocation and attack type, as shown in the figure below.
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Evasive Attacks

& Export 2B STA C Refresh Last30 days ~ Y Filter
Top 5 Target Servers by Attacks Top 5 Attack Sources View More ¥
100 total servers (O critical) suffered Evasive Attacks. 6428 Evasive Attacks from 10 attack sources were detected.

assett (11.0.7) - [ >0 Japan (60626262, I 1075
assett (11.1.2) - [ 1> geijing 1006.0.1) - [ o
Assett (11.1.4) - [ United States (55.55.5... - |, .o
assett (11.1.3) - [ 12X Guangdong (210.177.... - [ 555
serverd (1.1.1.0) - [ Guangsi (171.1040.1) - [ <10
o 25 50 75 100 125 150 175 200 225 250 o 200 400 600 800 1000 1200 1400
Top § Attack Source Regions Top § Attack Types
10 attack source countries or regions (6 overseas) were detected. Total 7 Evasive Attacks types. The most frequent attacks are of the following types:
1500 2%
1076 1486
1000 342 900 1402 1300
1126 1074
656 610 Tk
) I I
o 0
Japan Beijing United States Guangdong Guangsi Code Injecti.. IoT Device E. Web Frame... 05 Kernel E.. Penetration...

You can click <Export> in the upper left corner of the page to export all evasive attacks as an

EXCEL file.

Details

On the [Threats/Evasive Attacks] page, you can view the attack details, including attacker IP,
attacker geolocation, detection device, target, target group, domain name, attack type, attack
time, and logs. You can search for attacks by keywords or groups, as shown in the figure below.

Details

No.  Attacker IP Attacker Geolocation Detected By Target

1 55.55.55.55

United States SipDataPlatform( Assetl (11.1.1)

2 55555555 United States SipDataPlatform( Asset1 (1.1.1.4)

3 55555555

o

United States SipDataPlatform( Asset1 (1.1.1.5)

Select v | Search

Target Asset Grou  Attack Type Time Attacked

Asset] Web Framework Exploit(44), Code Injection  2023-03-17 00:34:46 - 2023-03-20 17:46:09
(32), Website Scan(20), WebShell Uploadi2
0), 05 Kemel Exploit(10)

Asset! 05 Kernel Exploit(18), Code Injection(12), W 2023-03-17 00:34:46 - 2023-03-17 01:33:39
eb Framework Exploit(4)

Asset 05 Kernel Exploit(18), Code Injection(12), W 2023-03-17 00:34:46 - 2023-03-17 01:33:39

eb Framework Exploit(4)

You can click an attacker IP to go to the [GoldenEye Details] page to view the details of the IP

address, as shown in the figure below.

GoldenEye Details

1P/Domain/URL/Port v 55555555

55.55.55.55(United States) 1B
Last Detected: 2023-03-20 17:47:39

IR

First Detected: 2023-03-17 00:32:49

* Access Map

Mode:

Topological Graph Tavle

Access Type: Secure Access. Suspicious Access | Direction:

Outbound Access (68)

Inbound Access (165) Src Type: | All -

BB asset! All (68)

o
o
o
o
Q
o

A UseGroup1 3115)

8 AccessType

Assetl (11.1.1)
2396 | 8.20k8

Outbound Attack

= @) &

Asset1 (11.13)
53 8.20KB

APT CBC

— =

Asset] (1.1.1.2)
48 | 8.20KB

U 72

Asset! (11.15)
43 |820K8

S Suspicious Activity
|3

Server Risky Access
0

Asset] (1.1.14)
48 | 8208

— O

DstPort: | All -

Unauthorized Access

2023-02-23 00:00:00 - 2023-03-24 22:59:50

Application: Al -

— Successful

|P  Extemal 1P Address

— A stealth Communications -

You can click an attack type or a log number to go to the [Detection/Logs] page to view the
detailed logs of the attack type, as shown in the figure below.

Logs

126

Unknown

— w 55.55.55.55 (United States)



Logs

& Bxport @ & Code Converter Open Monitor ~ C' Refresh Refresh Interval: Disabled v

2023-03-17 00:34:46 - 2023-03-20 17:46:10 Security Logs ~  Direction -

0] A (rule_major_type:3) AND (rule_minor_type:60) AND (module_type:30) AND (sttack_type:2) AND (exclude_type:0) AND (src_classifyl_ic:5) AND (dst classifyl_id:1 OR dst_classify1_id:6 OR dst_classify1_id:9 OR dst_classify1_id:10 OR dst_classify1_ic:11) AND

Total Entries (44 in Total) i Display Trend Graph
Web Framework Exploi

No.  Time logType ¥ AttackType W Attack Subtype ¥ SrelP ¥ XFF Y Sreport ¥ DstlP ¥ DstPort Y RequestURL  Severity Y Description Status Code W Data Source W Attack State ¥ Whitelit
i 1 202303-2017:46:09  Vulnerability ..  Web Framew..  Web Framew.. 55555555 - 61107 ARER] 80 hitp:/fwwws..  High Joomlal 37C... 200 SipDataPlatfo..  Attempted No

2 2023-03-20174600 Vulnerabllity ..  Web Framew..  Web Framew.. 55555555 - 61107 ARER] 80 http:/fwwws..  High Joomlal 37¢C... 200 SipDataPlatfo..  Attempted No

3 2023-03-20174609  Vulnerabllity ..  Web Framew..  Web Framew.. 55555555 - 61107 ARER] 80 hitp:/fwwws..  High Joomlal 37C... 200 SipDataPlatfo..  Attempted No

Impacts and recommendations

On the [Threats/Evasive Attacks] page, you can view the impacts and recommendations of evasive
attacks and can click <Expand> to view more details, as shown in the figure below.

Impacts and Recommendations

Evasive attack refers to the attack detected by STA deployed behind the defense system. Occurrence of this attack indicates defense capabilities and protection policies should be enhanced.

Solutions

1. Check whether the IPS and WAF policies are enabled, and keep the database up-to-date.

Expand

Anomalies

The Anomalies menu displays results of UEBA based on the access direction, including
unauthorized access, lateral access, and outbound server access.

UEBA

The UEBA module can analyze the abnormal behaviors of endpoints (servers/hosts) by using the
behavior analysis engine and classify and display the behaviors based on anomaly types. On the
[UEBA] page, you can view the number of days of continuous behavior learning and the number
of anomaly types, abnormal endpoints, and abnormal behaviors. You can also view behavior
details based on anomaly types.

1. Overview
You can filter anomalies by time period or IP address in the upper right corner of the page.

// picture

2. Anomaly type

Anomaly types include Anomalous Login, Anomalous Database, Anomalous Outbound Access,
Anomalous Outbound Data, Anomalous Access, and Anomalous Traffic. You can select a specific
anomaly type to view the details on the right and search for anomalies by asset groups, as shown
in the figure below.

// picture

You can click a specific anomaly behavior to view the details of behavior analysis, model analysis,
and access profile. If an endpoint has anomalies of multiple anomaly types, you can switch
between different anomaly types.

The Behavior Analysis tab is as follows.
// picture
The Model Analysis page is as follows.

// picture
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The Access Profile tab is as follows.

// picture

Note:

The UEBA function is enabled for 2U servers but not enabled for servers with low configurations
by default.

Unauthorized Access

Unauthorized access refers to access that matches blacklist rules or violates whitelist rules
configured on Nova Sensor, or violates any application control policies on NGAF. Frequent
unauthorized accesses indicate that the endpoint is likely to be controlled by hackers, or there
may be malicious actions performed by internal users. Nova Command displays the overall data,
impacts, and recommendations of unauthorized accesses on the
[Detection/Anomalies/Unauthorized Access] page.

Overall display

On the [Anomalies/Unauthorized Access] page, you can view the following data:
Total risky endpoints, risky servers, and violated policies.
<Unauthorized Access>: Records the daily number of unauthorized accesses in a period of time.

<Impacts and Recommendations>: Provides impact description and fixing suggestions. You can
click <Expand> to view more details.

You can filter the data by time period, such as last 7 days, last 30 days, today, and last 24 hours.
You can also click <Filter> to set the time period, as shown in the figure below.

Unauthorized Access
Lateral Threat Outbound Threat

& Bxport  C' Refresh W Filter  Last 30 days

~
(@ Total Risky Endpoints: 45 | Risky Servers: 45 | Most Unauthorized Access Policies: NONE ;

Impacts and Recommendations Unauthorized Access

Connections
Unauthorized access refers to access that matches blacklist rules or violates whitelist rules configured in ACL on STA, or viclates any 1500
application control policies on NGAF. If there is frequent unauthorized access from the endpoint, it could mean that it is being

controlled by hackers, or malicious activity could be coming from internal users.

Solutions

1000

1. Check whether the action is performed by internal users. If so, deal with it according to the internal regulations. 500

2. 1f the case is none of the above, the endpoint could be under the control of hackers or may have become a zombsie. You should do

the following:
0
Expand 20230228 20230308 20230310 20230315 20230320 20230325
Sources Destinations,
All (45) Serverto Server (45) | | Hostto Server (0) | | HosttoHost(0) | Server to Host (0) Critical Servers Only | IP address, Asset Group
No. SrclP Sre Type Asset Group Destinations ~ Dst Type Top 3 Policy Breaches Logs
1 Asset! (1111 Server Asset! 39 Server None(246), None(100) 345

You can click <Export> in the upper left corner of the page to export all unauthorized accesses as
an EXCEL file.
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Details

On the [Anomalies/Unauthorized Access] page, you can view sources and destinations of
unauthorized accesses.

1. Sources

You can click the [Sources] tab to view the source IP, source type, group, destinations, destination
type, top 3 policy breaches, and logs, as shown in the figure below.

You can also filter the sources by selecting "All", "Server to Server", "Host to Server", "Host to
Host", or "Server to Host" or entering the specific IP addresses and groups in the search box. If

the "Critical Servers Only" check box is selected, detailed information about only critical servers is
displayed.

Sources Destinations
Serverto Server (45) | | Hostto Server (0) | Hostto Host(0) | Server to Host (0) Critical Servers Only | [P address, Asset Group
No.  SrclP Src Type Asset Group Destinations  Dst Type Top 3 Policy Breaches Logs
1 Assetl (1.1.1.1) Server Assetl 39 Server None(246), None(100) 346
2 Asset] (1.1.1.2) Server Asset] 21 Server None(200), None(12) 212
3 Asset? (1.1.1.3) Server Assetl 21 Server None(160), None(12) 172
4 Asset3 (1.1.1.17) Server Assetd 20 Server None(120), None(6) 126

Note:

You need to configure the unauthorized access policy on the Nova Sensor first. For more

information about the configuration method, see the Nova Sensor security policy configuration
section.

You can click a source IP or destination number to go to the [Detection/GoldenEye Traceback]
page to view the details of the IP address, as shown in the figure below.

GoldenEye Details

r——— J[om T —
1111 8
Risk Level: A Compromised Risk Details Asset Group: Asset] Owner: Not specified Open Ports: 0
Host Name: Not specified Email Address: Not specified Asset Type: Server
Access Asset Details Security Incidents Security Alerts Traffic Access Profile Entry Point Traceback
Mode: Topological Graph Table
Access Type: Al Secure Suspicious Direction: |Laterally Active (51) Laterally Passive (181 Outbound (13) inbound (10) Display: 1 2 Dst Port: | All v Application: | Al -
51 0 etween this risky endpoint and other intemal endpoints, virus may spread and user credential or data theft may occur, f the
Servers Hosts other endpoir isky, special attention should be drawn.
@20t
Asset] (11.12) Asset2 (111.10)
Asset2 (111.7) Asset3 (11.1.11)
O Asset1 (1.1.1.1)
~ n

You can also click data in the [Top 3 Policy Breaches] or [Logs] column to go to the
[Detection/Logs] page to filter the related logs, as shown in the figure below.
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Logs

& Bport @ & Code Converter Open Monitor ~ C' Refresh  Refresh Interval: Disabled v
2023-02-28 00:00:00 - 2023-03-29 23:59:59 Traffic - Direction - Recent Searches  Bookmark

Add

+ Total Entries (246 in Tota) i Display Trend Graph

No.  Time Log Type ¥ srclP ¥ SrcPort Y DstiP Y DstPort Y Access Type ¥ Description ¥ AppType ¥ App Name ¥ Data Source ¥

1 2023-0317 013339 Traffic ARER] 1 1112 1 Unauthorized Accesses  None - - SipDataPlatform(10.22..
2 2023-03-1701:3339 Traffic ARER] 1 1112 1 Unauthorized Accesses  None - - SipDataPlatform(10.22..
3 2023-03-17013339 Traffic 1111 1 1112 1 Unauthorized Accesses  None - - SipDataPlatform(10.22..

2. Destinations

You can click the [Destinations] tab to view the destination IP, destination type, group, top 3 policy
breaches, and logs, as shown in the figure below.

You can also filter the destinations by selecting "All", "Server", or "Host" or entering the specific IP
addresses and groups in the search box. If the "Critical Servers Only" check box is selected,
detailed information about only critical servers is displayed.

Sources Destinations

Critical Servers Only | IP address, Asset Group

No.  DstIP Dst Type Asset Group Sources  Top 3 Policy Breaches Logs

1 UserGroupl (3.1.1.1) Server UserGroupl 21 None(120), None(§), None(5) 132
2 Asset] (11.0.1) Server Asset 11 None(108), None(d), None(4) 116
3 server8l (11181) Server A1/A2 15 Nene(30) 20

You can click a source IP or source number to go to the [Detection/GoldenEye Traceback] page to
view the details of the IP address, as shown in the figure below.

GoldenEye Details

3111 8
Risk Level: # Compromised Risk Details Asset Group: UserGroup1 Owner: Not specified Open Ports: 0
Host Name: Not specified Email Address: Not specified Asset Type: Server
Access Asset Details Security Incidents Security Alerts. Traffic Access Profile Entry Point Traceback
Mode: Topological Graph Table
Access Type: Al Secure Suspicious Direction:  Laterally Active (76) Laterally Passive (40) Outbound (22 Display: 1 2 DstPort: All v Application:  All -
76 0 If lateral access exists between this risky endpoint and other internal endpoints, virus may spread and user credential or data theft may occur. If the
Servers Hosts other endpoint is also risky, special attention should be drawn.

f@pais? (9 5. @

T (31154 T8 (31155

TC1 3.1.1.56) TC1 (311.58)

OserGroupt 3111 Q)
a . o

You can also click data in the [Top 3 Policy Breaches] or [Logs] column to go to the
[Detection/Logs] page to filter the related logs, as shown in the figure below.

Logs

& Bport @ & Code Converter OpenMonitor ~ C' Refresh  Refresh Interval: Disabled ~

2023-02-28 00:00:00 - 2023-03-29 23:52:59 Traffic ~  Direction - Recent Searches  Bookmarl
(rule_major_type:1) AND (rule_minor_type:40) AND (exclude_type:0) AND (dst_ip:3.1.1.1) AND (dst_branch_id1) AND (src_classify1_id:1 OR src_classify1_id:2 OR src_classify1_id:6 OR src_classify1_id:7 OR src_classify1_idi OR src_classify1_id:0 OR src_classi ‘ g
AND - Add )

+ Total Entries (120 in Total) i Display Trend Graph

No.  Time LogType ¥ srclp ¥ Src Port ¥ DstIP ¥ DstPort ¥ Access Type ¥ Description Y App Type ¥ App Name ¥ Data Source ¥
»

1 2023-0317 013339 Traffic 11101 1 EARE] 1 Unauthorized Accesses  None - - SipDataPlatform(10.22..

2 20230317 01:33:39 Traffic 1110 1 ERRE] 1 Unauthorized Accesses  None - - SipDataPlatform(10.22..

3 2023-031701:3339 Traffic 11am 1 311 1 Unauthorized Accesses  None - - SipDataPlatform(10.22..



Lateral Access

Lateral access refers to the attack launched by a LAN endpoint against other LAN endpoints. In
this case, the endpoint is likely to be controlled by hackers and become a jump server that
attempts to control other LAN endpoints, or there may be malicious actions performed by
internal users. Lateral attacks can impose great impacts on LAN security. Nova Command displays
the overall data, impacts, and recommendations of lateral accesses on the
[Detection/Anomalies/Lateral Access] page.

Overall display

On the [Detection/Anomalies/Lateral Access] page, you can view the following data:
Total risky endpoints, risky servers, and target servers.
<Risky Access>: Records the daily number of lateral attacks in a period of time.

<Impacts and Recommendations>: Provides impact description and fixing suggestions. You can
click <Expand> to view more details.

You can filter the data by time period, such as last 7 days, last 30 days, last 24 hours, and today.
You can also click <Filter> to set the time period and application, as shown in the figure below.

& Bport  C Refresh Y Filter  Last 30 days

~
@‘ Total Risky Endpoints: 45 , Risky Servers: 45

Impacts and Recommendations Top § Risky Access Types

Impacts
Risky lateral access refers to access between intermal endpoints using a remote login app. Frequent lateral risky access indicates that - I, <05
the endpoint may be controlled by hackers, or the malicious activity could bs coming from internal users.

- I, s
Solutions - I <05
1. Check whether the action is perfarmed by intemal users, If so, deal with it accarding to the internal regulations.
2. 1f the case is none of the above, the endpoint could be under the contral of hackers or may have become a zombie. You should do - -, 5%

the following:

(1) Disable the endpoint's permission to access servers to avoid further damage.

Expand 0 s0 100 150 200 250 300 350 400 450 500

You can click <Export> in the upper left corner of the page to export all lateral attacks as an EXCEL
file.

Details

On the [Anomalies/Lateral Access] page, you can view sources and destinations of lateral
accesses.

1. Sources

You can click the [Sources] tab to view the source IP, source type, group, lateral threat type,
destinations, destination type, top 3 risky access types, and logs, as shown in the figure below.

You can also filter the sources by selecting "All", "Server to Server", "Host to Server", "Host to
Host", or "Server to Host" or entering the specific IP addresses and groups in the search box. If
the "Critical Servers Only" check box is selected, detailed information about only critical servers is
displayed.
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Risky Access.

Connections.

ak

[
20230228

Sources

20230305

Destinations.

All 45) Server to Server (45)

No.  Srclp
1 Asset] (1.1.1.1)
2 Asset] (11.1.2)

3 UserGroupl (3.1.1.1)

20230310

Host to Server (0)

Src Type

Server

Server

Server

20230315

Host to Host (0)

20230320

20230325

Server to Host (0)

Asset Group

Assetl

Assetl

UserGroupl

Destinations

Collapse ~

DEEED Top 3 Risky Access Types
14 Server -(174), -(174), -(174)
44 Server ~(190), -(190), -(124)
3 Server -(106), -(68), -(68)

Critical Servers Only | IP address, Asset Group

You can click a source IP to go to the [GoldenEye Traceback] page to view the details of the IP
address, as shown in the figure below.

GoldenEye Details

IP/Domain, /URL/Port
1111 8
A
Risk Level: 4\ Cor

ified

Host Name: Not specifie

Access  Asset Details
Mode Topological Graph
Access Type: Al

51

Servers

o

Security Incidents

AERRER!

Suspicious

Security Alerts

o1

5: Not specified

Traffic

Access Profile

Entry Point

Direction:  Laterally Active (51)Laterally Passive (18)

0

Hosts

2023-02-23 00:00:00 - 2023-03-24 23:59:59

Traceback

Outbound (13

0%

Asset1 (11.12)

Asset2 (1.1.1.7)

o

Asset1(1.1.1.1)
Asset2 (1.1.1.6)

nbound (10) Display: 1 2

1 lateral ac: 5 between this risky

ky, special attention should be drawn.

o

Asset2 (71.1.10)

eﬂ

Asset3 (1.1.1.11)

‘Q

Assetl (1.1.13)

oy endpoint and other internal endpoints, virus may spread and user credential or data theft may o

DstPort: Al v Application: All -

ccur. If the

You can also click data in the [Top 3 Risky Access Types] or [Logs] column to go to the
[Detection/Logs] page to filter the related logs, as shown in the figure below.

Logs
2 Bxport ©

2023-02-28 00:00:00 - 2023-03-29

& Code Conve

rter

23:59:50

Open Monitor

Traffic

C' Refresh

Refresh Interval: Disabled +

v Direction

Recent Searches  Bookmar

AND -0 (+

Add

Total Entries (174 in Total) 4 Display Trend Graph

No.  Time

1 20230317 01:33:39

2 2023-03-1701:3339

3 2023-03-1701:333¢

4 2023-03-1701:3339

LogType ¥

Traffic

Traffic

2. Destinations

Scip ¥

[RER}

[RER}

[RER}

1111

Srcport ¥

Dstip ¥

1115

1142

1112

1112

DstPort ¥ Access Type ¥ Description Y

1 Risky Access

1 Risky Access

1 Risky Access Remote =

1 Risky Aceess Remote access via -app -

Filter (0) B (rule_major_type:T) AND (rule_minor_type:30) AND (exclude type:0) AND (src_ip:1.1.1.1) AND (src_branch_id:32) AND (src_classifyl id:1 OR src_classify1_id:2 OR src_classifyl_id:6 OR src_classify1_id:7 OR src_classify1_ic:8 OR src_classifyl_id:9 OR src_classi ‘ T

App Type ¥ App Name ¥ Data Source W
SipDataPlatform(10.22..
SipDataPlatform(10.22..
SipDataPlatform(10.22..

SipDataPlatform(10.22..

You can click the [Destinations] tab to view the destination IP, destination type, group, sources,
top 3 risky access types, and logs, as shown in the figure below.

You can also filter the destinations by selecting "All", "Server", or "Host" or entering the specific IP
addresses and groups in the search box. If the "Critical Servers Only" check box is selected,
detailed information about only critical servers is displayed.

Sources. Destinations.

All (75) Server (75)

No. DstlP
T Asset] (1112)
2 UserGroupt (31.1.1)

3 Asset] (11.11)

Host (0)

Dst Type

Server

Server

Server

Asset Group
Assetl
UserGroupl

Assetl

Sources  Top 3 Risky Access Types

24 -(100), -(100), -(52)

T -42),-42),-42)

Critical Servers Only | IP address, Asset Group



You can click a destination IP or source number to go to the [GoldenEye Traceback] page to view
the details of the IP address, as shown in the figure below.

GoldenEye Details

- e S
1112 8
Risk Level: £k Compromised Risk Details Asset Group: Asset] Owner: Not specified Open Ports: 0
Hast Name: Not specified Email Address: Not specified Asset Type: Server

Access  Asset Details Securty Incidents  Security Alerts  Trafic  AccessProfle  Entry Point  Traceback
Mode: Topological Graph Table
Access Type: A Secure Suspicious Direction: Laterally Active (65) Laterally Passive (23 Outbound (13 Inbound (9 Display: 1 2 DstPort: Al ~ Application: Al -
65 0 f lateral access exists between this risky endpoint and other internal endpoints, virus may spread and user credential or data theft may occur. If the

Servers Hosts other endpoint is also risky, special attention should be drawn.

Ob(mcﬁga ]

Ac(11164)  server73 (1.1.1.73)

A (1.11.68) Ad (11.1.65)

© Asser1 (1.1.12)
eeeee 72 (11172 Assett (11.1.1)

]
o sssss 7 u?mz&ﬁ (10222472

You can also click data in the [Top 3 Risky Access Types] or [Logs] column to go to the
[Detection/Logs] page to filter the related logs, as shown in the figure below.

Logs
& EBxport @ & Code Converter Open Monitor ~ C Refresh Refresh Interval: Disabled v
2023-02-28 00:00:00 - 2023-03-29 23:59:59 Traffic v Direction - Recent Searches  Bookmar

¢

(rule_major_type:1) AND (rule_minor_type:30) AND (exclude_type:0) AND (dst_ip:1.1.1.2) AND {dst_branch id:32) AND (src_classify_id1 OR src_classify1_id:2 OR src_classify1 id:6 OR src_classify1 id:7 OR src_classify1_id OR src_classify1 _id:0 OR src_class

AND o (+

Total Entries (164 in Total) 4 Display Trend Graph

No.  Time LogType ¥ srcip ¥ Src Port ¥ DstIP ¥ DstPort ¥ Access Type W Description ¥ AppType Y App Name ¥ Data Source ¥

1 20230317 01:33:39 Traffic RRER] 1 1112 1 Risky Access ia-app - - SipDataPlatform(10.22..
2 2023-03-1701:33:39 Traffic RRERI 1 1112 1 Risky Access Remote a: ia-app - - SipDataPlatform(10.22..
3 2023-03-1701:33:39 Traffic ERRRI 1 112 1 Risky Access Remote access via -app - - SipDataPlatform(10.22..

Outbound Server Access

Overall display

On the [Detection/Anomalies/Outbound Server Access] page, you can view the outbound server
accesses in a visualized manner to prevent servers that do not have overseas business
requirements from accessing outbound links. In addition, you can filter the data by server type,
region, and time period. The [Outbound Server Access] page displays the following data:

<Application Traffic>: The server traffic trend of the top 5 applications is displayed by default. You
can also select the Application Traffic Distribution option from the drop-down list.

<Protocol (port) Traffic>: The server traffic trend of the top 5 protocols (port) is displayed by
default. You can also select the Protocol Traffic Distribution option from the drop-down list.

Note:

You can filter the data by server type, including options of All Servers, Critical Servers, Servers
(Outbound > Inbound), and Access (00:00 to 6:00).

When Top 5 Application and Top 5 Protocol are selected, the two sections are as follows.
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Outbound Server Access

2 This page helps identify suspicious access from servers, including access not related to app or system update (overseas access, access to risky regions, access during nights, etc.)

C' Refresh All Servers v Owverseas v Last30days v
* Application Traffic Top 5 Application v * Protocol (port) Traffic Top 5 Protocol v
M8 M8
2 H
4
s
3
1
2
0s
| 1
|
|
I7a\l
[} 0
2023-02-28 2023-03-04  2023-03-08  2025-03-12  2023-03-16  2023-03-20  2023-03-24  2023-03-28 2023-02-28  2023-03-04  2023-03-08  2023-03-12  2023-03-16  2023-03-20  2023-03-2¢  2023-03-28
—- - - = = — TP

When Application Traffic Distribution and Protocol Traffic Distribution are selected, the two
sections are as follows.

Outbound Server Access
& This page helps identify suspicious access from servers, including access not related to app or system update (overseas access, access to risky regions, access during nights, etc.).

C Refresh All Servers v Overseas v Last30days ~

* Application Traffic Application Traffic Distribution » Protocol (port) Traffic Protacol Traffic Distribution -

® - 147ME -+122MB
-+ 650.30K8 -+ 638.67K8
5 ue 5 ue ® TCP (1): 4.47MB
Total Traffic e o Total Traffic
® - 6445KB

Details
You can view outbound access details based on region or server.
Regions

On the "Regions" tab, you can view the information about the region, source IPs, bidirectional
bytes, outbound/inbound bytes, top 10 apps, top 10 protocols (port), and last access. You can
search for specific data by keywords and click <Export> to export the outbound access data in
batches.

Regions Servers

& Export Search

No. Region SrelPs Bidirectional Bytes ©  Qutbound/Inbound Bytes Top 10 Apps Top 10 Protocols (port) Last Access

LA ¥ LS 65 B884.77KB  294.92KB 8984KB(66.67%) - (210.94KB), - (164.06KB), - (105.47KB), - TCP (1, 884.77KB) 2023-03-17 01:33:3%
(105.47KB), - (93.75KB), - (70.31KB), - (70.3
1KB), - (35.16K8), - (17.58KB), - (11.72KB)

2 iEDenmark 50 76172KB  253.91KB(33.33%) NN— 507.81KB(66.67%) - (140.62KB), - (123.05KB), - (9375KB), - (8  TCP (1, 761.72KB) 2023-03-17 01:33:3%
7.89KB), - (82.03KB), - (82.03KB), - (52.73K
B), - (35.16KB), - (29.30KB), - (17.58KB)

3 Blieland 75 685.55KB 8.52KB(: 45T03KB(66.67%) - (246.09KB), - (123.05KB), - (87.80KB), - (8 TCP (1, 685.55KB) 2023-03-17 013339

7.89KB), - (35.16KB), - (35.16KB), - (35.16K
B), - (23.44KE), - (11.72KB)

You can click the specific data in the [Region], [Top 10 Apps], or [Top 10 Protocols (port)] column
to go to the corresponding pages and view the detailed information, as shown in the figure below.
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Outbound Server Access

€ Back

0 Breru

C' Refresh

Last 30 days

Top § Application Types

Application types with largest traffic from Server to Peru:

KB
400
300 275.39
21094
200 1875
105.47
100
0
Outbound AccessServerlist
No.  SrcServer  Group Top 3 Application Types Port
111106 Assetd - (12.89KB), - (7.03KB), - (7.03KB) 1

Servers

Server aceessed Peru, with 294.92KB outbound traffic, 589 BAKB inbound trafiic, and the last access ime

was 2023-03-17 01:33:30.

Top 5 Ports

Ports with largest traffic from Server to Peru:

105.47
Dst IP Traffic Ratio (Outbound/inbound)
161.132.01 33% CEEE—— 7%

1

Total Ports

Outbound Traffic

10.16KB

Last 30 days ~

o 1:884.77Ke

Inbound Traffic

20.31KB

Bidirectional Bytes

Search

Connections.

30.47KB 104

On the "Servers" tab, you can view the information about the server, top 5 destination regions,
bidirectional bytes, outbound/inbound bytes, top 10 apps, top 10 protocols (port), and last access.
You can search for specific data by keywords and click <Export> to export the outbound access

data in batches.

Regions  Servers

& Bxport

No.  Server Top 5 Dst Regions Bidirectional Bytes

1 server8 (1.1.1.8) Peru(96), Denmark(76), Ireland(72), United 5t

ates(68), Argentina(60)

131.25KB

2 Asset! (1111 Peru(96), Denmark(76), Ireland(72), United St 131.25KB
ates(68), Argentina(60)
3 Asset! (111.2) Peru(96), Denmark(76), Ireland(72), United St 131.25KB

ates(68), Argentina(60)

Outbound/Inbound Bytes

43,75KB(33.33%) MM E— 57,50KB(66.67%)

43.75KB(33.33%) < m— 57,50KB(66.67%)

43,75KB(33.33%) MM E— 57,50KB(66.67%)

Top 10 Apps

- (17.58KB), - (17.5
B), - (12.89K
3KB), - (5.86KB), -
6KB), - (5.86KB)

B), - (12.89K8), .
3KB), - (5.86KB), - (5.86KB), - (5.8
6KB), - (5.86KE)

Top 10 Protocols (port)

TCP (1, 131.25KB)

TCP (1, 131.25KB)

TCP (1, 131.25KB)

Search

Last Access

2023-03-17 01:33:38

2023-03-17 01:33:38

2023-03-17 01:33:38

You can click the specific data in the [Server], [Top 10 Apps], or [Top 10 Protocols (port)] column to
go to the [GoldenEye Traceback] page and view the detailed information, as shown in the figure

below.

GoldenEye Details
1P/Domain/URL/Port RERREEE
1118 B
Risk Level: Ak Compromised Risk Details Asset Group: Asset2 Owner: £ Open Ports: 1
Host Name: S8 Email Address: 13423565352/abc2@qa.com Asset Type: Active Directory
Access  AssetDefalls  Securltyincidents  Security Alers  Trafic  AccessProfle  EntyPoint  Traceback
Mode: Topological Graph Table
Access Type: Al Secure Suspicious Direction: | Laterally Actve (4) Laterally Passive (2) Outbound (14 Inbound (7) DstType: All

BB sl Al )

serverd (1.1.18)
60 | 17.58KB T

IP obstial

161.1320.1 (Peru)

W 22 o2

28 |820KB

Traffic

) 5611121 (reland)

2023-02-23 00:00:00 - 2023-03-24 23:50:59

v DstPort All

i DstPort | Al (1)

e (i

— 0]
_— U 60 | 17.58KB

+  Application: -

— Successful -+ Unknown
B2 Application | All (1)

Unknown

QD w0 j17sce

This module displays inbound traffic, lateral traffic, and outbound traffic in a visualized manner

and provides the protocol-, application-, and traffic-based views.
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Inbound Traffic

Overall display

On the [Detection/Traffic/Inbound Traffic] page, you can view the inbound traffic of services open
to external users in a visualized manner. This page displays services with the most visitors and
largest amount of traffic, as well as region information. You can filter the traffic data by service
range (All, Overseas, or Domestic) and time period. The [Inbound Traffic] page displays the
following data:

<Application Traffic>: The host traffic trend of the top 5 applications is displayed by default. You
can also select the Application Traffic Distribution option from the drop-down list.

<Protocol (port) Traffic>: The host traffic trend of the top 5 protocols (port) is displayed by default.
You can also select the Protocol Traffic Distribution option from the drop-down list.

When Top 5 Application and Top 5 Protocol are selected, the two sections are as follows.

Inbound Traffic

& This page displays inbound traffic of services open to external users, showing those with most visitors and largest amount of traffic as well as visitor geo information.

C Refresh All *  Last30days ¥
¢ Application Traffic Top 5 Application - « Protocol (port) Traffic Top 5 Protacol -
KB MB
1250 15
1000
1
750
s00
05
250 (Al
0 0
2023-02-28  2023-03-04  2023-03-08  2023-03-12 2023-03-16  2023-03-20 2023-03-24  2023-03-2% 2023-02-28 2023-03-04 2023-03-08 2023-03-12 2023-03-16 2023-03-20 2023-03-24 2023-03-28
—- - - e — TCP (1) TCP (20} UDP(11) —TCP(11211) — TCP(12)

When Application Traffic Distribution and Protocol Traffic Distribution are selected, the two
sections are as follows.

C Refresh All v Last30days +
* Application Traffic Application Traffic Distribution » Protocol (port) Traffic Protacol Traffic Distribution
® TCP (1): 1.26MB TCP (20): 781.25k8
“' ® -1 976.56K8 -:B02.73KB
‘ UDP (11): 195.31K8 TCR (11211): 195.31K8
- 781.25K8 - 687.30K8
. TCP (12): 195.31k8 © samba (139): 105.21K8
4 s -195.31K8 ® -1195.31K8 - 4 e
Total Traffic Total Traffic ® TCP (27017):195.31KB ® mysal (3306): 195.31KB
® - 188.67KB ® -:107.23KB
® TCP (6379): 195.31KB ® TCP (7626): 195.31KB.
® - 93.75K

@ Others: 300.62KE

Details
You can view inbound traffic details based on region or server.

On the "Servers" tab, you can view the information about the server, top 5 source regions,
bidirectional bytes, outbound/inbound bytes, top 10 apps, top 10 protocols (port), and last access.
You can search for specific data by keywords and click <Export> to export the inbound traffic data
in batches.

Servers Regions
& Export Search
No.  Server Top 5 Src Regions Bidirectional Bytes ©  Outbound/Inbound Bytes Top 10 Apps Top 10 Protocols (port) Lost Access
1 Asset! (1111 Italy(14000), Denmark(22), Huna 269MB  1.34MB(49.85%) COMMENm——> 135MB(50.15%) - (976.56KB), - (185.31K8), - (195. TCP (20, 78125KB), UDP (11,13 2023-03-20 17:46:09
n(18), Argentina(8), Ireland(8) 31KB), - (195.3 . 531KB), TCP (11211 8),
- (195.31KB), - TCP (12, 195.31KB), s:
31KB), - (195.2 095.21KB), TCP (27017,
B), mysql (2306, 321KB), TCP
(6379, 195.31KB), TCP (7626, 10
5.31KB), TCP (873, 195.31KB)
2 Assetl (111.3) Argentina(18), Hunan(18), Irelan 3457K8  1152K8( ) 05KB(66.67%) ). - (5.27KB),  TCP (1, 34.57KB) 2023-03-17 01:32:39

3.52KB)
), - (1.76KB)

d(18), Denmark(16), Japan(16)
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You can click the specific data in the [Server], [Top 10 Apps], or [Top 10 Protocols (port)] column to
go to the [GoldenEye Traceback] page and view the detailed information.

On the "Regions" tab, you can view the information about the region, source IPs, bidirectional
bytes, outbound/inbound bytes, top 10 apps, top 10 protocols (port), and last access. You can
search for specific data by keywords and click <Export> to export the inbound traffic data in
batches.

Servers Regions
& Export Search
No.  Region SrelPs Bidirectional Bytes Outbound/Inbound Bytes Top 10 Apps Top 10 Protocols (port) Last Access
1 1 hisaly 1 2.67MB 134MB(50%) COm——  1.34MB(50%) - (976.56KB), (11,19531KB), TCP  2023-03-20 17:46:09
5.31 ( 1 5.31KB), samb
a (139, 195.31KE) 701 KE), my
=ql (3206, 195.31KE), TCP (6379, 195.31KE), T
CP (7626, 195.31KB), TCP (873, 195.31KB)
2 ® Japan 1 171.00KB  57.03KE ) 114.06KB(66.67%) - (52.72KB), - (20.30KB), - (26.37KB), - (22.44K  TCP (1, 171.00KE) 2023-03-17 01:23:38

B), - (14.65KB), - (14.06KB), - (10.55KB)

You can click the specific data in the [Region], [Top 10 Apps], or [Top 10 Protocols (port)] column
to go to the [Logs] page and view the detailed information, as shown in the figure below.

Logs
& Bxport ® & Code Converter Open Monitor ~ C' Refresh  Refresh Interval: Disabled v
2023-02-28 00:00:00 - 2023-03-29 23:59:59 Traffic v Intemet » Server - Recent Searches Bookma
(record_type:0) AND (src_country_cre:3726161610 AND src_province cre:3726161610) ¥
AND o (+ ad )
Total Entries (14000 in Total) i Display Trend Graph
Secure (14000)
No.  Time LogType ¥ srclp ¥ SrcPort W Dstip ¥ Dst Port YA Access Type W Description ¥ AppType ¥ App Name ¥ Data Source W
Ui sesanoresses Traffic 131144 75 ERER 20 Secure None - - SipDataPlatform(10.22..
2 2023-03-2017:4609 Traffic 13114 75 114 20 Secure None - - SipDataPlatform(10.22..
3 2023-03-2017:46:09 Traffic 131114 75 114 20 Secure None - - SipDataPlatform(10.22..

Lateral Traffic

The Lateral Traffic page includes the Server Traffic and Most Active Sources tabs. The Server
Traffic tab displays the traffic of LAN servers to show the top servers with the most traffic and
visitors, as well as each asset group's access to servers. The Most Active Sources tab displays the
most active source endpoints by destination IP addresses to help you discover stealthy scans
rapidly.

Server traffic

On the "Server Traffic" tab of the [Lateral Traffic] page, you can view the following data:

<Application Traffic>: The server traffic trend of the top 5 applications is displayed by default. You
can also select the App Distribution option from the drop-down list.

<Protocol (port) Traffic>: The server traffic trend of the top 5 protocols (port) is displayed by
default. You can also select the Protocol Distribution option from the drop-down list.

When Top 5 Apps and Top 5 Protocols are selected, the two sections are as follows.

Lateral Traffic

Server Traffic Most Active Sources

& This page displays internal server traffic to show top servers by traffic as well as cach access to servers from Groups.

C' Refresh 2023-02-23 00:00:00 - 2023-03-24 23:59:59
¢ Application Traffic Top 5 Apps - o Protocol (port) Traffic Top 5 Protocols
K
500
400

No data available, monitor is ON.

0
2023-02-23  2023-02-27  2023-03-03  2023-03-07  2023-03-11  2023-03-15  2023-03-13  2023-03-23
— fp @1 https (443) hitp (80) — dns-t(53) — smtp (25)
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When App Distribution and Protocol Distribution are selected, the two sections are as follows.

Lateral Traffic

Server Traffic Most Active Sources

2 This page displays internal server traffic to shaw top servers by traffic as well as ach access to servers from Groups.

C Refresh

+ Application Traffic

2MB

Total Traffic

@ Others: 1 38MB

Most active sources

App Distribution -

 Protocol (port) Traffic

2MB

Total Traffic

2023-03-11 00:00:00 - 2023-03-24 23:59:59

Protocsl Distribution ¥

® ftp (21): 455.86KB https (443): 339.84KB

http (80): 237.30KB dns-t (53): 210.94K8

smtp (25 171.00K8

This tab shows the most active endpoints by destination IP addresses to help you discover

stealthy scans rapidly.

On the "Most Active Sources" tab of the [Lateral Traffic] page, you can view the access data by
port connections, destination IPs, connections, and traffic. The access relationship views
corresponding to each sorting type are displayed, as shown in the figure below.

Lateral Traffic

Server Traffic Most Active Sources

& This page shows the top active endpoints by accessed destination IP addresses to help you discover stealthy scans rapidly.

C' Refresh
Port: All 21(1556) 443(1160)
By Dst IPs By Connections By Traffic
UserGroup1 (3.1.1.1)
6 Dst IPs: 43
Asset! (11.1.1)
Dst IPs: 29

UserGroupT (3.1.1.2)
Dst IPs: 20

Assetl (11.1.2)
Dst IPs: 24

serverd (1.1.1.8)
DstIPsi 4

0000

80(810) 53(720)

UserGroupl (3.1.1.1)

25(584)

UserGroup2 (3.1.1.9)(14)
rGroupl (3.1.1.4)(14)
UserGroup2 (3.1.1.6)(1

Llsegoupz (31.1.10)14)

UserGroup2 (3.1.1.8)(14)
UserGroup2 (3:4:1.
49
server8 (1.1.1.8)(10)

o

All
UserGroup] (3.1.1.3)(14)

Oseramupvegyﬁmmﬁ-tmw

2023-03-18 00:00:00 - 2023-03-24 23:59:50

) server 49
& Hest 0

Port: The top 20 ports with the most access count and the access count of each port.

By Dst IPs: The top 5 IPs with the most access count.

By Connections: The top 5 source endpoints with the most connections.

By Traffic: The top 5 source endpoints with the most traffic.

You can click a source endpoint on the left to view its access relationship view, as shown in the

figure below.
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Lateral Traffic
Server Traffic Most Active Sources
2 This page shows the top active endpoints by accessed destination IP addresses to help you discover stealthy scans rapidly.
C' Refresh 2023-03-18 00:00:00 - 2023-03-24 23:58:59 [

Port: “ 21(1556) 443(1160) 80(810) 53(720) 25(584)

ByDstPs By Connections By Traffic
Assetl (1.1.1.1)
Traffic: 67.58KB
UserGroup1 (3.1.1.1)
Traffic: 37.11KB

UserGroup2 HsfrETonRd)(2.1.1.7)014)
UserGroup1 (3.1.1.2) 9
Traffic: 35.55KB UserGroup2 (3.1.1.9)(14) erGroup] (3.1.1.2)(14)
e Asset! (1.1.12)
[tk UserGroupt (314.1) UserGroup1 (3:1.1.3)(14) UserGroupT (3.1.1.4)(14)
serverd (1.1.18) e (&) 1 6]
Traffic: 8.01KB
server8 (1.1.1.8)(10) UserGroup (3.1.1.5)(14)
UserGroup2 (31.1.8)(14) All
rGroup2 (3.1.1.6)( g
(5] o "®

© Server 49
& Host 0

You can click <All> in the view to go to the [GoldenEye Traceback] page and view more details, as
shown in the figures below.

UserGroup2 (BlastGapg (3.1.1.7)(14)

UserGroup?2 (3.1.1.9)(14) gwrﬁromﬂ (3.1.1.2)014)
UserG 1 (3.1.1.4)(14
UserGroupd (3.1.1.1) UserGroup1 (3.1.1.3)(14) ser roua )(14)
o i
serverd (1.1.1.8)(10) UserGroupl (3.1.1.5)(14)
UserGroup2 (3:1.1.8)(14) all

OerGroupZ (3.1.1.6)(]
(&)

GoldenEye Details

IP/Domain/URL/Port SRR Last 14 days
3111 8
Risk Level: Ak Compromised Risk Details Asset Group: UserGroup1 Owner: Not specified Open Ports: 0
Host Name: Not specified Email Address: Not specified Asset Type: Server
Access Assel Details Security Incidents Security Aleris  Trafic  Access Profile EntryPoint  Traceback
Mode: Topological Graph Table
Access Type: Al Secure ‘Suspicious Direction: |Laterally Active (49) Laterally Passive (18] Outbound (6) Inbound (8) Display: 1 2 DstPort: All v Application: Al -
49 0 f lateral access exists between this risky endpoint and other internal endpoints, virus may spread and user credential or data theft may occur. If the
Servers Hosts other endpoint s alsa risky, special attention should be drawn.

L&mupl?ﬂj) 9

UserGroup1 (3.111.5) UserGroupi (3.1.1.2)

UserGroup2 (3.1.1.8) Asset! (11.1.2)

eher(iroup’l( 1)
UserGroup1 (3.1.1.4) UserGroup2 (3.1.1.10.

o L B O
UserGroup2 (3.1.1.9)
You can view source endpoint details in the correlation or details mode.

By correlation



On the [By Correlation] tab, you can view the information about the source IP, destination IPs,

destination port, first request, last request, and logs. You can search for specific data by keywords

and click <Export> to export the data in batches.

By Correlation By Details
& Export Search
No.  SrclP Dst IPs Dst Port First Request Last Request Logs
1 B Assetl (1.1.1.1) 20 2521 2023-03-17 00:34:46 2023-03-17 01:33:30 602
2 B UserGroupl 3.1.1.1) 49 21,443 25 2023-03-17 00:34:45 2023-03-17 01:33:39 380
2 B UserGroupl (3.1.1.2) 20 53 80,443 21 2023-03-17 00:34:45 2023-03-17 01:33:39 364
4 B Asset! (1112 24 21,443, 25 2023-03-17 00:34:46 2023-03-17 01:33:39 202
You can click a specific source IP to go to the [GoldenEye Traceback] page and view the detailed
information. You can also click data in the [Logs] column to go to the [Detection/Logs] page to
filter the related logs,
as shown in the figure below.
GoldenEye Details
- mipE et 54 235558
1111 8
A Risk Level: # Compromised Risk Details Asset Group: Asset] Owner: Not specified Open Ports: 0
Host Name: Not specified Email Address: Not specified Asset Type: Server
Access Asset Details Security Incidents Security Alerts. Traffic Access Profile Entry Point Traceback
Mode: Topological Graph Table
Access Type: Al Secure Suspicious Direction: | Laterally Active (0) Laterally Passive (0] Outbound (0) Inbound (1 Display: 1 2 Dst Port: All - Application:  All -
0 0 ists between this risky endpoint and other internal endpoints, virus may spread and user credential or data theft may occur, If the
Servers Hosts ther is also risky, special attention should be drawn.

By details

On the [By Details] tab, you can view the information about the source, source type, destination,
destination type, service, traffic, and connections. You can search for specific data by keywords
and click <Export> to export the data in batches.

Note:

The Advanced Search function can be used to search by source group, destination group,
endpoint name, endpoint IP, and keyword.

By Correlation By Details
& Export Search Q Advance d Search
No.  Source Sre Type Destination Dst Type Service Traffic Connections

1 Assetl Server Asset! Server ftp(TCP:21), hittps(TCP:443) 31.25kB 320

2 Asset2 Server Asset! Server fip(TCP:21), hitps(TCP:443) 25.39k8 260

= 2 Assets Server Asset1 Server https(TCP:443), dns-t{TCP:53), http(TCP:80) 20.51KB 210

4 Assets Server Asset] Server hitps(TCP:443), dns-t{TCP:53), http(TCP:30) 2051K8 210

= 5 Asset? Server Asset] Server https(TCP:443), dns-t(TCP:53), http(TCP:80) 2051KB 210

If you perform the following two operations, more detailed information will be displayed, as
shown in the figure below.

Click the plus ("+") icon on the left of each row to show the details.

Click the <
Q) >icon when you hover over a specific access source or access destination to view its

destination or source for detailed information.



By Correlation By Details

& Export Search ) Q Advanced Search

No.  Source Src Type Destination Dst Type Service Traffic Connections

g B Assent Server B Asset1 Server ftp(TCP:21), https(TCP:443) 31.25kB 320
Asset! (1.1.1.1) o3 Server Asset] (1.1.1.5) © Server fp(TCP21) 273K 28

Asset] (1.1.1.1) (o] Server Assetl (1.1.1.4) fp(Tep21) 273KE 28

Assetl (1.1.1.1) © Server Assetl (1.1.1.2) © Server ftp(Tcp:21) 2.73KB 28

Asset! (1.1.1.1) o) Server Assetl (1.1.1.3) oY Server fp(TCP:21) 273K8 28

Asset1 (1.1.1.4) © Server Asset? (1.1.1.1) ® Server https(TCP:443) 2.15K8 22

Assetl (1.1.1.3) [od Server Assetl (1.1.1.7) (o} Server https(TCP:443) 2.15KB 22

Note:

You can click the <
(*»> icon to go to the [GoldenEye Traceback] page to view the related information.

You can also click data in the [Service] or [Connections] column to go to the [Detection/Logs] page
to filter the related logs, as shown in the figure below.

Logs
& Bxport © & Code Converter Open Monitor ' Refresh  Refresh Interval: Disabled v
2023-03-17 00:34:46 - 2023-03-17 01:33:39 Traffic - Direction - Recent Searches  Bookmar
(sre_branch id:32) AND (dst_branch_id:32) AND (src_classify1_id:1) AND (dst_classify1_id1) AND (rule_minor._type:0) AND (session_state:(4 OR 3)) AND (4_protocok(s)) AND (dst port:21)) ‘ w
AND -0 (+  ad

* Total Entries (232 in Total) 4 Display Trend Graph

Secure (232)
No. Time S logType ¥ SclP ¥ SrcPort ¥ DstlP ¥ Dst Port ¥ Access Type ¥ Description ¥ App Type ¥ App Name Y Data Source ¥
i 1 2023-03-1701:3338 Traffic ARRE] a3 1112 2 Secure None - - SipDataPlatform(10.22...
2 2023-03-1701:33:39 Traffic 1 443 112 2 Secure None - - SipDataPlatform(10.22..
3 2023-03-1701:3338 Traffic ARRE] a3 1112 2 Secure None - - SipDataPlatform(10.22...
4 2023-03-1701:3339 Traffic ARRE] a3 1112 2 Secure None - - SipDataPlatform(10.22...

Outbound Traffic

The [Outbound Traffic] page displays the top 5 source endpoints, outbound access, top 5
destination countries, and detailed information in the form of a map by using lines connected
from the LAN IP address to the destination country or region.

Asset location

To ensure the authenticity of the map, you need to click the <Settings> button to select a location
on the map first to represent a LAN endpoint for displaying its outbound access, as shown in the
figure below.

Settings

Asset Location:  Wales
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Overall display

On the [Outbound Traffic] page, you can view the outbound traffic between the endpoints or
servers and the Internet in a general manner. The data, such as the top 5 destination countries,
map, top 5 source endpoints, and outbound access, is displayed. You can filter the data by time
period (last 24 hours and last 7 days), source, and location, as shown in the figure below.

Outbound Traffic

¥ Settings C Refresh Last7 days ~

Sre: All Assets All “Location: | Overseas
* Top 5 Src Endpeints By Dst IPs.

support@sangforc.. |G
support@sangforc.. | -

support@sangforc.. | -
support@sangforc.. | -
q
: support@sangforc.. |

0-34705
2470669411
69412-104117

[ 1oat1e138822

| ESEEE

¢ Outbound Access Traffic

MB
«
h k
) 0
‘TUP 5 Dst Countries 03-18 03-19 03-20 03-21 03-22 03-23 03-24
China: 173529 — Outbound Traffic — Inbound Traffic

Sections:

<Map>: Displays the domestic or overseas outbound traffic. You can hover over a country or
region to view the corresponding outbound connection count.

Top 5 Dst Countries: Displays the top 5 countries or regions with the most outbound
connections and the connection count of each country or region.

Top 5 Src Endpoints: Displays the top 5 source endpoints by destination IP count, connection
count, or outbound traffic.

<Outbound Access>: Displays the outbound access by traffic or connection count.

Details

On the [Traffic/Outbound Traffic] page, you can view the detailed information about source
endpoints in the [Details] section, including source, source type, destination, top 3 application
types, service, traffic, and connections. You can search for specific data by keywords and click
<Export> to export the source endpoint data in batches.

Note:

The Advanced Search function can be used to search by source group, destination group,
endpoint name, endpoint IP, and keyword.

Details

No.  Source Src Type Destination Top 3 Application Types Service Traffic (MB) Connections

1 Uncategorized Server Server China - (55900), - (41317), Other (22428) hitp(TCP:80), TCP:445, TCP:27017, https(TC... 477266 157910

2 Internal IP Range Server China - (5479), - (4078), Other (2195) http(TCP:80), TCP:445, TCP:27017, https(TC... 391.49 15619
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You can click the plus (+) icon on the left of each row to show the details, or click the <

{=» > icon to go to the [GoldenEye Traceback] page to view the related information. You can also
click data in the [Top 3 Application Types], [Service], or [Connections] column to go to the
[Detection/Logs] page to filter the related logs, as shown in the figures below.

Details
& Bport Search Q Advanced Search
No.  Source SrcType Destination Top 3 Application Types Senvice Traffic (MB) Connections

8 1 Uncategorized Server Server China - (55900), - (41317), Other (22428) http(TCP:80), TCP:445, TCP:27017, https(TC... 477266 157910

No data available
=2 Internal IP Range Server China - (5479), - (4078), Other (2195) http(TCP:80), TCP:445, TCP:27017, hitps(TCou 391.49 15619

No data available

Logs
& Bport @ & Code Converter Open Monitor ~ C' Refresh Refresh Interval: Disabled v
2023-03-18 00:00:00 - 2023-03-21 05:56:27 Traffic Direction, Recent Searches  Bookmark

Filter (0) 8 (src_classify1 id:1) AND (dst_classify1_id:5) AND (dst_country_crc:2704207136) AND (st province_crc:1392523561) AND (module_type:500) AND (rule_minor_type:0) AND (session_state:(4 OR 3)) AND (serv_crc:412686884)

AND ® (¥  add
Total Entries

No.  Time Log Type ¥ siclP ¥ SrcPort Y DstiP Y DstPort Y Access Type ¥ Description ¥ AppType ¥ App Name ¥ Data Source ¥

B
1 2023-03-21055541 Traffic 5544052 56162 1213210 3306 Secure Match whitelist policy:... ~ Other - SANGFOR T5(10.222.1
2 2023-03-2105:5522 Traffic 5544021 64560 121320255 80 Secure Other Other SANGFOR T5(10.222.1
3 2023-03-2105:5518 Traffic 5544065 57882 1213210 5432 Secure Other Other SANGFOR TS(10.222.1
4 2023-03-2105:5515 Traffic 121.32.23184 2352 1213210 80 Secure Other Other SANGFOR TS(10.222.1
5 2023-03-21055506 Traffic 5544092 64560 121320255 80 Secure Match whitelist policy:... ~ Other Other SANGFOR T5(10.222.1

Assets

The [Assets] module supports the asset integration of Sangfor and third-party manufacturers,
such as VRV Software and Yuanwang Technology.
The products of Sangfor include IAG, NovaGuard, SSL VPN, and WAC.

Life Cycle Management

The [Assets] module allows you to manage asset approval, risk identification, and offline assets by
asset life cycle. It displays active assets preferentially to help you operate the active assets first.

Overview

The [Overview] page of the [Assets] module displays the assets and trends in multiple dimensions
to help you control and manage the assets. You can filter assets by asset group and time period,
as shown in the figure below.
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Overview

C Refresh

Endpoints

+7n 0

121 t3 2265

Servers

+ Top 5 Offline Servers © Top 10 Open Ports by Servers

Server Last Online http (80): 1118 pes

fip (21): 1114 pes
dns (53): 1100 pes
No data availsble.

snmp (161): 1090 pes

snmptrap {162): 1017 pes

Endpoint Statistics

* Top 5 Groups  Top 5 Asset Discovery Sources

1656 10
609 274

® Uncateg..

2265

Internal ..;
Assets

Assets

Sections:

2265

Al v Last7 days

Jdllllﬁﬁl - i ;S]IIIIIIIIIII!!'

1128 9 1118 1384

# Top 5 Servers by Applications

smb (445): 1003 pes

smitp (25): 970 pes apache
30 1046 Microsoft FTP
759 969
http (B007): 945 pes
racle hit.
http (6325): 943 pes 930 microsoft-ht...

http (8000): 934 pes

® Top 5 Asset Types

| ® Servers: 1128
®sTA: 2003 Hosts: 118
edr: 270 2260 ® Databas...: 928
o 9 Assets Web Ser...: 156

saser 7

®loT: 14

<Endpoints>: Displays low activity assets (7 days), active assets, critical assets, servers, hosts, and

the asset change trend.

<Servers>: Displays the top 5 offline servers (by last online time), top 10 open ports by servers (by
device quantity corresponding to the open port), and top 5 servers by applications (by device

quantity corresponding to the application).

Servers

¢ Top 5 Offline Servers * Top 10 Open Ports by Servers

Server Last Online htp (80): 1118 pes

fip (21): 1114 pes
dns (53): 1100 pes

No data available.

snmp (161): 1090 pes

snmptrap (162): 1017 pes

# Top 5 Servers by Applications

smb (445): 1003 pes

smip (25): 970 pcs apache
el 1046 Microsoft FTP
759 969
http (8007): 945 pes
oracle htt.
hetp (6325): 943 pes 930 microsoft-ht...

hitp (8000): 934 pes

<Endpoint Statistics>: Displays top 5 groups (by asset quantity), top 5 asset discovery sources, top
5 asset types, asset distribution by OS, top 10 server tags, and low activity assets (7 days) with
information about the name, tags, and time to be inactive.

Endpoint Statistics

© Top 5 Groups © Top 5 Asset Discovery Saurces

1656 10
603 274

® Uncateg..

2265

Internal ...
Assets

Assets

Global Search

2265

® Top 5 Asset Types

[ ® Servers: 1128

®STA: 2003 Hosts: 18

edr: 270 2260 ® Databas...: 028

®- 9 Assets Web Ser...: 156
sase: 7

®oT: ik

The [Assets] page supports the global search to help you filter assets. You can enter keywords,
such as the endpoint name, MAC address, IP address, and owner, in the search box to search for
assets. You can filter by the operating system, service, port, and other conditions, as shown in the

figure below.
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Asset Details

This page allows you to update existing assets and manage assets.
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On the [Assets/Assets/Assets] page, you can click <Details> in the [Operation] column to go to the
[Asset Details] page and update or edit the asset information, as shown in the figure below. You

can also compare assets, move an asset to inactive, or delete the asset.

€ Asset Details

= 10 1 ® Online  Last Detected2023-03-24 08:35:58
Basics Open Port: Account Application Hardware Detected By
£ Edit S Collapse

Note:

Internal IP Range

2023-03-24 02:35:58

~ B Virtual Machine ©

Name
Status:

VM Tool

1P Address :

Type:

05 Type:

Move to Inactive

Delete Asset

After the asset is deleted, the corresponding security events and weakness data are also deleted.
You can update the asset attributes first, and the platform will update the historical data of the
asset synchronously.

The asset information that can be edited is as follows.

<Basics>: Includes asset name, group, asset owner, location, OS type & details. The virtual

machine information on the bottom can also be edited.

<Asset Owner>: You can click the button on the right to select one or multiple asset owners, as
shown in the figure below.
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B 1032.3221 ® Online  Last Detected:2023-03-24 09:35:58 Move to Inactive  Delete Asse

Basics Open Ports Account Application Hardware Detected By
e [T ] o
Virtual Machi
~ B e

10.3232.21

Internal IP Range

Host - Tags: Select

2023-03-24 02:35:58

2023-03-24 09:35:58 Manual Approval Not Required

Name Type: Select

Status: Select N 08 Type: Select

<Criticality>: You can select Critical or Noncritical from the drop-down list, as shown in the figure
below.

= Collapse
= Basics
Asset Name (6] 1P Address : 10.32.32.21
MAC Address : - Hostname :
External Domain Name : Asset Owner : Select =
Groups Internal IP Range - Criticality: [[Noncitical -]
Type: toet . Tags: Critical
0S Type: - 05 Details :
Vendor : First Discovered: 2023-03-24 09:35:58
Last Discovered: 2023-03-24 09:35:58 Approval Status: Manual Approval Not Required

Approval Time

Remarks

<0S Type> and <OS Details>: You can specify the OS type, vendor, version, and version No.

Virtual Machine: You can fill in VM parameters assigned to the guest OS
and VM status obtained from VMP.

<Open Ports>: This tab displays information such as the port, protocol, port accessibility, service,
and status. You can filter assets by port accessibility and protocol. You can also search for specific
ports by keywords and click <Export> to export the port data.

<Account>: This tab displays the account type, account source and last login time. You can search
for specific accounts by keywords and click <Export> to export the account data.

<Application>: This tab displays the software, version, category, vendor, installation time, and
other information.

<Asset Anomalies>: After the security baseline is configured, this tab can display the asset
anomalies.

<Hardware>: This tab displays the information about the motherboard, CPU, MEM module, disk,
partition, sound card, GPU, and monitor.

<Detected By>: This tab displays the information about the asset data source, such as Sangfor
Visioner, Nova Sensor, and NovaGuard, as shown in the figure below.

Basics Open Ports Account Application Hardware Detected By
o
v 5(10.222.221.95)
Version : TS3. First Updated : 2023-03-24 09:35:58
Last Updated : 2023-03-24 09:35:58 IP Address : 1022222195

ID: 2067235



Owners

On the [Assets/Assets/Settings/Owners] page, you can view the information about the owner,
including the name, mobile number, email, and assets. You can add new owners or edit or delete
existing owners.

Department management

You can click the <Edit> button on the right side of <Departments> to add new sub-departments
or edit or delete existing sub-departments, as shown in the figure below.

Edit

0 Subdepartment £ edit W Delete

Ao test

Owner addition

1. To add a new owner, click <New> to pop up the <Add Owner> dialog box. Then, specify the
name, mobile number, email, and department information and click <OK>.

Add Owner

* Owner:
Gender:
* Mabile Number:
* Email:
Department:

Job Title:

Remarks: Optional

2. To import owners in a batch, click<Import> to pop up the <Browse> dialog box. Then, click
<Sample File> to download the sample CSV file, specify the owner information in the file, and
click <Select> to select and import the file.

3. You can select an owner and click <Edit> in the [Operation] column to edit the owner's
information.

4. You can select one or multiple owners and click <Delete> in the [Operation] column to delete
them.

5. You can also click <Export> to export the owner's information.
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Owners

& Import B Export C Refresh Owner, mobile num
Departments Edit Q New £ Batch Edit
> I staff No.  Owner Gender Mabile Number Email Job Title Assets Operation
T s 13423565352 ahc2@qg.com - 10
2z sdfsgsdgwegwgfgwatfefefq. 17635234605 Addfgw@126.com - 4 Edit  Delete
3 zsen 13563235412 abel@qq.com - 25 Edit  Delete

Weaknesses

Weaknesses in this module belong to the server itself. Since all threats can only cause damage by
exploiting certain server weaknesses, server weaknesses identification and fixing are vital for
preventing threats. The [Weaknesses] module can implement weakness analysis of LAN assets,
covering vulnerability, weak password, unencrypted web traffic, and improper configuration.

Overview

On the [Assets/Weaknesses/Overview] page, you can view the server distribution by weakness
severity, hot exploits, and weaknesses information.

Overview
C Refresh Last 20 days ~
Confidence : | All x v | Severity: | All x - stows: B Fxed | pending | asserGroup: | Al ~ | Detected By: | All . Clear
Server Distribution by Weakness Severity Hot Exploits
Distribution of servers with the weakness risk is as follows:
Code Execution
i EEzia Unautherized Access
® High: 100
103 senes o p—
inciude: O critcal
Low: 0
Oceurred Not occurred
Expand v
Weaknesses
Type: Al v IPAddress * 1P Q

No. Server Weakness Level © Type Asset Group Detected By Last Detected Operation

1 server3t (111, (T Exploit{3), Improper Configuration (0), Weak Password (6/7 ), Unencrypted Web Traffic (0), Un..  Asset? SipDataPlatform 2023-03-17 01:33:39

2 servera7 (1.1.1.. (T Exploit { 3 ), Improper Configuration ( 0), Weak Password (6/7 ), Unencrypted Web Traffic (1/1), ...  Asset10 SipDataPlatform 2023-03-17 01:33:39

2 serverd8 (1.1.1... (T Exploit{ 3), Improper Configuration (0), Weak Password (6/7 ), Unencrypted Web Traffic (1/1), . Assetl0 SipDataPlatform 2023-03-17 01:33:39

a serverds (1.1.1... (D Exploit { 3 ), Improper Configuration ( 0), Weak Password (6/7 ), Unencrypted Web Traffic (1/1), ...  Asset10 SipDataPlatform 2023-03-17 01:33:39

5 serverso (1.1.1... (R Exploit{ 3), Improper Configuration (0), Weak Password (6/7 ), Unencrypted Web Traffic (1/1), . Assetl0 SipDataPlatform 2023-03-17 01:33:39

6 server71 (111, QD Exploit { 3), Improper Configuration ( 1), Weak Password (8/10), Unencrypted Web Traffic (1/1)..  A1/./AS SipDataPlatform 2023-03-17 01:33:39

<Server Distribution by Weakness Severity>: This section displays the servers with high, medium,
and low-risk weaknesses.

Server Distribution by Weakness Severity

Distribution of servers with the weakness risk is as follows:

1 0 3 Servers

Include: 0 Critical

@ High: 100
® Medium: 3
Low: O

<Hot Exploits>: This section displays common vulnerabilities. The vulnerabilities in red are existing

ones.
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Hot Exploits

Code Execution
Command Execution

Unauthorized Access

Remote Password Mo...

Qeccurred Mot accurred

<Vulnerability Types>: This section displays the detected vulnerabilities and the number
corresponding to each vulnerability.

Vulnerability Types

SOL Injection: 43 (10.24%)

" Tomcat Vuln: 101 (24.05%)

OpenSEH Vuln: 43 {10.24%) “\

420

XSS Vuln: 43 (10.24%) — Total

KesionCMS Vuln: 100 (23.81%)
05 Command Injection: 90 (21.43%)

<Vulnerability Trend>: This section displays the trend of total vulnerabilities and high severity
vulnerabilities by timeline.

Vulnerability Trend

Past 30 days’ vulnerability trend is as follows:

500

250

03-01 03-05 03-0% 03-13 03-17 03-21 03-25 03-2%

== Total =o— High Severity Vulnerability

<Impacts and Recommendations>: This section displays descriptions of and fixing solutions to the
vulnerabilities.
Impacts

Server weaknesses are within the server. Since most threats can only cause damage by exploiting certain server weaknesses, identifying
and fixing server weaknesses are vital for preventing threats.

Recommendations

Click on the server name below for solutions.



<Weaknesses>: You can filter weaknesses by type, IP address, vulnerability name, and CVE ID. You
can click the data in the [Server] or [Type] column to go to the detailed page of the weakness risk,
as shown in the figure below.

Weaknesses
Type: Al v IPAddress 1P
No.  Server Weakness Level @ Type Asset Group Detected By Last Detected Operation
1 serverzt (111... (R Exploit { 2 ), Improper Configuration ( 0), Weak Password ( 6/7 ), Unencrypted Web Traffic (0), Un...  Asset? SipDataPlatform 2023-03-17 01:33:30
2 serverd7 (111 [ High ] Exploit (3, Improper Configuration { 0 ), Weak Password ( 6/7 ), Unencrypted Web Traffic (1/1), ..  Asset10 SipDataPlatform 2023-03-17 01:33:39
3 serverds (1.1.1 [ High ] Exploit (3, Improper Configuration { 0 ), Weak Password ( 6/7 ), Unencrypted Web Traffic (1/1), ..  Asset10 SipDataPlatform 2023-03-17 01:33:38
a serverdo (1.1.1 [ High ] Exploit ( 3, Improper Configuration { 0), Weak Password ( 6/7 ), Unencrypted Web Traffic (1/1), ..  Asset10 SipDataPlatform 2023-03-17 01:33:38
5 serverso (1.1.1 [ High ] Exploit ( 3, Improper Configuration { 0), Weak Password ( 6/7 ), Unencrypted Web Traffic (1/1), ..  Asset10 SipDataPlatform 2023-03-17 01:33:38

You can filter weaknesses by time period, such as last 24 hours, last 7 days, and last 30 days. After
specifying the time period, you can further filter weaknesses by confidence, severity, status, asset
group, and data source. The filtered data is saved by default. If you want to filter again, click
<Clear>, as shown in the figure below.

Overview
C' Refresh Last 20 days ¥
Confidence: || All % + | Severity: | All % v stos: [N Fied | Pending | AssetGroup: | AN ~ | Detected By: | Al . Clear

Vulnerabilities

On the [Vulnerabilities] page, you can view information about vulnerability severity and top 5
vulnerable groups. You can search for vulnerabilities by vulnerability name and CVE ID. You can
also filter vulnerabilities by time period, such as last 24 hours, last 7 days, last 30 days, and
custom. After specifying the time period, you can further filter vulnerabilities by confidence,
severity, and status, as shown in the figure below.

Vulnerabilities
C' Refresh Last 30 days ]
Confidence : Severity: | All X - stos: [T Fied | Pending Clear
Vulnerabilities by Severity Top 5 Vulnerable Asset Group Search Vulnerability
26 21 15 0 0 B B
\ ® High: 62 High High High High High
420 Medium: 155
el tow: 203 Totel 31 Total 30 Total 24 Total 30 Total 30
Assetl Asset3 Assetb Assetd Asset2
Vulnerabilities
2 Export 1P Address v 1P
No. Risk Confidence Severity Server Port Detected By Last Detected Status Operation
1 Access Control Bypass Vulnerability De...  (QESHI 1112 a0 SipDataPlatform 2023-03-20 17:46:00 Pending Mark as Fixed »
2 Cross-Site Scripting Vulnerability Dete. Low [ High ) 1113 80 SipDataPlatform 2023-03-17 01:33:38 Pending Mark as Fixed v
3 Cross-Site Scripting Vulnerability Dete. Low 1415 80 SipDataPlatform 2023-03-17 01:33:39 Pending Mark as Fixed +
Sections:

<Vulnerabilities by Severity>: This section displays the distribution of high, medium, and low-risk
vulnerabilities.

Top 5 Vulnerable Groups: This section displays the top 5 asset groups with the most
vulnerabilities and highlights the number of high-risk vulnerabilities.

<Search Vulnerability>: This section allows you to search for vulnerabilities by vulnerability name
and CVE ID.

<Vulnerabilities>: This section allows you to filter vulnerabilities by IP address, vulnerability name,
and CVE ID. You can click the specific vulnerability to view the detailed information and select
"Mark as Fixed" in the [Operation] column, as shown in the figure below.
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Vulnerability Details »®

 Refresh

- Access Control Bypass Vulnerability Detected on Apache ... Mark as Fixed ™

T i )

Detected By: SipDataPlatform | Status: Pending

Content
Host Activity Host Activity
IP Address: 1.1.1.2 Vulnerabilities

MAC Address: Risk Description

0s: unknown

Recommendations
Group: Aszet]

Data Packet Proof
Tag:
Ports: 80

Vulnerakilities

Last Detected: 2023-03-20 17:46:09
Rule |D: 15010146

CVE ID: CWVE-2012-5885

Weak Password

A weak password is of low complexity. For example, the password is a simple combination of
digits, the same as the username, or too short. Weak passwords can easily be cracked and
exploited by hackers, allowing them to log in and perform control operations by using legitimate
accounts and passwords. Such hacking operations are difficult to be detected. On the [Weak
Password] page, you can view and operate weak passwords.

Custom login entrance

The [Custom Login Entrance] module allows you to customize web weak passwords and send the
weak passwords to Nova Sensor for weak password addition when the built-in login identifier
fields cannot meet the requirements for all service scenarios. You can log in to Nova Command
and go to the [Assets/Weaknesses/Weak Password] page and click <Weak Password Rules>, as
shown in the figure below.


af://n1560
af://n1562

Weak Password

# Weak Password Rules | £¥ Auto-Scan & Export C* Refresh
Criticality : “ Critical Account Type: “ Admin Login Status : “ Successful Weak Password : | All -

1. Weak passwords most often consist of few and simple characters or are the same as the carresponding username. Weak passwords can be easily cracked without the user's notice, resulting in unauthorize

2.1t is recommended to change weak passwords to ones longer than 8 characters, consisting of two or three of the followings: letters, numbers, and special characters.

Collapse ~

Asset Group Servers
=|[i=] | Search Q = .
B an Groups No.  Server Asset Group Weak Accounts Top 3 Weak Password Types Last

The [System/Security Capabilities/Weak Password Rules] page then appears. You can click <New>
on the <Custom Login Entrance> tab.

Add Login Entrance Rule

*Rule.. :

Descri...

*Account: | Enter an account, for example, name.

“Passw..: | Entera password, for example, password.

Restrictions on Account and Password  View

Save and Add “ Cancel

Fields:
Rule Name: The custom rule name. Digits and letters are supported.
Description: The custom rule description.

Account: The account in the request header or body. Confirm it with the web application O&MV
personnel of the customer.

Password: The password in the request header or body. Confirm it with the web application O&M
personnel of the customer.

You can click <View> to view the sample of account and password fields.



Description of the Account and Password Fields:

Login Page:
Add Legin Entrance Rule

Rule .. : ET s

Desci-.: e

Stored Fields: narme: admin
password: 12345

* Account: Enter an account, for examp
The field shall be: Account Field:  name

Password Field: password
* Passw... : Enter a password, for examg - P

Restrictions on Account and Passwo '\

Save and Add “ Cancel

The weak password list with login entrance customized will be pulled by Nova Sensor regularly
and synchronized to the [Add Custom Application Ident Rules] page on the Nova Sensor platform.

Custom weak password

The [Custom Weak Password] module is used for detecting custom weak passwords used by web
systems. The rule can be flexibly adjusted based on the customer's actual needs, industry
standards, and laws and regulations. You can click <Weak Password Rules> to go to the
[System/Security Capabilities/Weak Password Rules] page, as shown in the figure below.

System =
v Weak Password Rules
B Devices > © The weak password detection logic consists of three steps, which correspond to three rules. When all rules are met, a weakness incident is generated. x
B System >
Custom Login Entrance ® Custom Weak Password Custom Web Login Result
2 Update > 2 and dentifi asswords based on
&, Maintenance >
8 Security Capabilities © New C Reflesh
No. Rule Name Rule ID Description Account Password Status Operation

Security Database
Detection Engines
Whitelists

File Detection

Weak Password Rules

A default rule is provided. You can also customize rules. The built-in default rule applies to both
web and non-web applications. The custom rules apply only to web applications. You cannot edit
or delete the default rules, as shown in the figure below.

Weak Password Rules

O The weak password detection logic consists of three steps, which correspond to three rules. When all rules are met, a weakness incident is generated. x

Weak Password Custom Web Login
thei
ncident w
the login is successful
© New C' Refresn Search Q
No. Rule Name Domain Name Description Status Operation
1 Default Rule all Password must be less than 8 characters. Types of characters in the p... -

You can click <New> to pop up the [Add Rule] dialog box and then specify the domain name,
conditions, account whitelist, password whitelist, and other information, as shown in the figure
below.
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Add Rule X

* Rule Name:
* Domain Name: Enter multiple endpoints with one entry per line. Only
@®
Conditions (i Length < | 8 characters
=| 2 + factors, and = 1§ characters (i)
Alghabetical order (0
Same as username
Blank web-access password @)
Account Whitelist: One account per line
s
Password Whitelist: One password per line
Save and Add Cancel
Weak Passwords: A, Import File )]
One weak password per line
g

Save and Add Cancel

Rule Name: The custom rule name for the weak password rule.

Fields:

Domain Name: The applicable domain name or URL. Example:

http://xxx:80/a/b/c?1=1{.url

target="_blank"}. In this URL, http:// indicates the request protocol of the traffic.

xxx indicates the endpoint address, which can be the domain name, endpoint name, or endpoint
IP address. 80 next to the colon (:) indicates the port number. /a/b/c indicates the resource path.



http://xxx/a/b/c?1=1

1=1 next to the question mark (?) indicates the domain name content.
You can refer to the value of Host in the request traffic.

Conditions: The minimum password length, character factors and number, and options of
alphabetical order, same as username, and blank web-access password need to be specified.

Account Whitelist: If the weak passwords obtained through the product-side analysis do not
meet the customer's service scenario or actual situation requirements, you can customize the
whitelist to prevent vulnerability events.

Weak Passwords: If only several weak passwords exist, you can enter them in the text box
directly. If there are too many weak passwords, you can import them using a TXT file by clicking
<Import File>, as shown in the figure below.

Password Whitelist: One password per line

Weak Passwords: X Import File | (@

et

One weak password per line

Save and Add “ Cancel

Note:

1. A maximum of 50 web domain names or URLs related to the custom weak password rule are
allowed.

2. Priority: The custom weak password rule has a higher priority than the default rule. Weak
passwords are identified based on the custom rule first and then the default rule.

Custom web login result

On the [Assets/Weaknesses/Weak Password] page, click <Weak Password Rules> to go to the
[Weak Password Rules] page. Then, click the [Custom Web Login Result] tab, as shown in the
figure below.
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Weak Password Rules

D The weak password detection logic consists of three steps, which correspond to three rules. When all rules are met, a weakness incident is generated.

Custom Weal

dentifie
specific

= General Rules
© New ~ Enable Disable Delete C Refresh

No. Login Status Response Status Code  Response Format  URL Search Term

No data available.

~ Machine Learning Engine Q' The machine learning engine continuously leans user login behaviors and generates rules for the successful login model
C Refresh

Ne. Generated At URL Format Rule

No data available.

1P Address Q

Server IP Status Operation

Oinall PerPage 10~
Status Operation
Oinall PerPage 10~

Successful login and failed login are two results of web login. The web login rules are used on

Nova Command to correct the identification result of the login result if the login result is different
from the customer's actual situation. The rules use the status codes of success and redirection in
the HTTP protocol to match the content of the successful login and server IP address, as shown in

the figure below.

Add Rule for Login Success

* Response Status Code: | 200 v
* Response Format: HTML v
URL: One URL per line
@
o

* Search Term: Response identifier, e.g., login successful

* Server I e.g., 192.168.8.80 or 20051

* Asset Group: All v

Save and Add



Add Rule for Login Failure X

* Response Status Code: 200 -
* Response Format: HTML i
URL: Cne URL per line
@
i
*Learch Term: Response identifier, e.g., login successtul
*Server [P e.g., 192.168.8.80 or 200521
* Asset Group: All -
Save and Add OK Cancel
Auto-Scan

You can click <Auto-Scan> to modify the scanning policy, including parameters such as the
protocol, interval, and scan mode, as shown in the figure below.

Auto-Scan

| agree to auto-scan for weak password and accept the Disclaimer

Protocol: All [< I

Interval: ) Every day O Every week @ ) Every manth )

Scan Mode: Slow scan (@)

Period: 04:00 - - -

Prioritized Passwords @: @) Default ones () Custom ones
Scanned Servers (D: O All Servers () Specified Servers

Specified Usernames: One username per line

Fields:

<Protocol>: All protocols are selected by default. SMB, MySQL, Oracle, and more protocols are
supported.
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<Scan Mode>: We recommend that you select slow scan to reduce the server load and avoid
blocks by security devices.

<Prioritized Passwords>: The possibility exists in logins to some applications, such as MySQL and
Oracle, with multi-factor credentials that login with secondary credentials may be rejected since
those applications most often apply multi-factor authentication, supporting configuration of
maximum login attempts of 10. You can specify this parameter as required.

<Scanned Servers>: All servers indicate the servers detected on Assets. Specified servers indicate
the specified ones that have been detected.

Weak password search

You can filter weak passwords by time period, criticality (All or Critical), account type, login status,
weak password type, and group, as shown in the figure below.

Weak Password

£ Weak Password Rules ¥ Auto-Sean & Export C Refresh Last 14 days.
cticaliy : [l crivcal | AccountType: (I admin | toginstatus: I Successtul | Wesk Password: | Al - Clear

1. Weak passwords most often consist of few and simple characters or are the same as the corresponding username. Weak passwords can be easily cracked without the user's notice, resulting in unauthorized logins.

2.1t is recommended to change weak passwords to ones longer than 8 characters, consisting of two or three of the followings: letters, numbers, and special characters.

Collapse ~
Asset Group Servers
EIE | Search Fied v Show password | Search
Al Asset Group No.  Server Asset Group Weak Accounts Top 3 Weak Password Types Last Detected Status
e
51 ad ha/ad i IMAP(2) FTP(2),POP3(2) 2023-03-17 003312 Pending
[
(- an (o | s P Base6d Decoder Accounts @ Possible Passwe URL Type Login Status  Last Login Status Gromier
[ e pa
1 admin wesisen @ Passwordi™. b wee Unknown 2023-03-17003312  Pending = Proof @
& Assett
2 admin ewereen @ Passwordi™. TELNET Successful 2023-03-17003312  Pending - Proof @
& pssetl0
. 3 admin wesrssn @ Passwordi. smTP Successtul 2023-03-17003312  Pending = Proof @
= psset3 4 admin wesisen @ Passwordi™. POP3 Successful 2023-03-17003312  Pending = Proof @
= psserd P - . - I o o amamnan o —
& pssets 10 entries - PerPage 10~
= Asset6
o 2 sene 8 7 LDAP(1)IMAP(1)FTP(1) 2023-03-17 003312 Pending
& pecets ERY: AA/AB i IMAP(2)FTP(2) POP3(2) 2023-03-17 00:33:12 Pending
= Assetd 4 sepT - A1/.A3 i WEB(2).SMTP () TELNET(@) 2023-03-17 003312 Pending
= BBBBBEEBAEE. 5 sen 2@ 7 LDAP(1),IMAR(1),FTR(1) 2023-03-17 0033112 Pending

You can click the plus (<+>) icon on the left of a server to view details and click <Proof> in the
[Operation] column to view the hidden account password, as shown in the figure below. You can
select fixed weak password events in batches and mark them as <Fixed> on the top of the table.

No. Server Asset Group Weak Accounts Top 3 Weak Password Types Last Detected Status
= 1 Ad (1.1.1.65) As/hd 10 IMAP(2),FTR(2),POP3(2) 2023-03-17 00:33:12 Pending
Ne.  Username Password Base64 Decodec Accounts (@  Possible Passwe URL Type Login Status  Last Login Status Operation
1 admin il ) Password:**... = http: WEB Unknown 2023-03-17 00:33:12 Pending == Proof @
2 admin semes @ Password:™ .. s TELNET Successful 2023-03-17 00:33:12 Pending === Proof @®
3 admin smmexex @ Password:™., s SMTP Successful 2023-03-17 00:33:12 Pending === Proof @
4 admin sesees @ Password:™.. e POP3 Successful 2023-03-17 00:33:12 Pending === Proof ®
10 entries - PerPage 10 e
2 serve 38) 7 LDAP(1},IMAP(1),FTP(1} 2023-03-17 00:33:12 Pending
3 A AAJAB 10 IMAP(2),FTP{2),POP3(2) 2023-03-17 00:33:12 Pending

You can click <Export> to export the weak password detection results. This operation requires the
admin password, which is <sangfor> by default. You can also customize the file decompression
password to ensure data security.
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Export Weak Password Logs

o Are you sure you want to export weak password logs?
Provide the password of current admin before exparting
lags.
Password is required to unzip the exported weak
password lags.

* Admin Password: | Password

Unzip Password: | sangfor

Unencrypted Web Traffic

Unencrypted Web traffic refers to the process of data transmission without encryption. During
this process, the ports used for data transmission are prone to be listened to, resulting in data
leakage. On the [Unencrypted Web Traffic] page, you can view and operate detection results of
the unencrypted web traffic.

You can filter the detection results by time period, criticality (All or Critical), confidence, and group.
You can also view data packets and search for specific results by keywords, as shown in the figure
below.

Weaknesses

Unencrypted Web Traffic
B8 Overview 2 Bport | C Refresh Last 14 days
T Vulnerabilities Criticality All Critical Confidence: | All X - Clear

) Weak Password =
pted Web traffic refers to the process of data transmi

[ Unencrypted Web Traffic 2. First confirm that other devices have data decryption functions.

jthout encryption. During this process, the ports used for data tra are prone to being listened on, resulting in data leakage.

ecommended to encrypt sensitive data and perform transmi n, such as HTTPS.

A Improper Configuration Collapse ~
Asset Group Servers

&/ Search Q Fixed [ Show Data Packets  Search

- Al Groups No. = Server Asset Group Unencrypted URLs Last Detected S Status
‘ LI B 1 s AV/./AL 1 2023-03-17 01:33:39 Pending
[t a1
=an [ No. URL Confidence  *  Data Packet Proof © Last Detected Status Operation
bl (11 fabedasp [ Hior I 2023-03-17 013339 Pending =+ Logs ©
-

1 Asset10

‘ WP eaBeBEEREs. 2 senuIijniiay A1/./A3 1 2023-03-17 01:33:39 Pending
... 3 $5@ 1 2023-03-17 01:33:39 Pending

4 ) A1/../AS 1 2023-03-17 01:33:39 Pending

5 BBBBEBBBBBBEBBEBBBBBBBBBBBBBBBBE.. 1 2023-03-17 01:33:39 Pending

You can click the plus ("+") icon on the left of a server to view details and click <Logs> in the
[Operation] column to view the hidden data packet proof. You can select fixed unencrypted web
traffic events in batches and mark them as <Fixed>, as shown in the figure below.
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Servers

Show Data Packets

No.  Server Asset Group Last Detected Status
1 serve Alf[AL 1 2023-03-17 01:33:30 Pending
No.  URL Confidence Data Packet Proof Last Detected Status Operation
1 Jfabedasp [ High ] 2023-03-17 01:33:39 Pending logs @

2 sen Al//A3 2023-03-17 01:33:39 end
3 s =@ 2023-03-17 01:33:39 end

<Server>: The IP address of servers that have unencrypted web traffic.
<Unencrypted URLs>: The number of detected unencrypted URLs.

<Last Detected>: The latest occurrence time of unencrypted web traffic.
<URL>: The domain name or URL that involves unencrypted web traffic.

<Data Packet Proof>: The password is obtained by checking the data of packet.

You can click <Export> to export the unencrypted web traffic detection results.

Toolkit
Security Incident Database

A database offered by the Sangfor Security team. Security Incident Database provides
professional and detailed introductions to common vulnerabilities and attack techniques, as well
as specialized and practical security solutions. You can click <Details> to go to the security incident
database website (https://wiki.sec.sangfor.com/index/abroad{.urltarget="_blank"})

to view and search for security events, as shown in the figure below.

@ SANGFOR SECURITY Home Security Events Vulnerabilities Virus Family Security Tools English -

Global Cyber Attack Trends Hot Topics

Jenkins Remote Cod...

[\ : 2023-02-05 Vulnerabilities.
© 280,881. 904

2023-01-11 Vulnerabilities
(MS16-105)internet ...

20221225 Vulnerabilities
DOS Fipdchk

Top 5 Attack Types

2022-12-14 Vulnerabilities
Botnet L ee— SNMP Agent Default..
pick 20221202 Vulnerabilities

PHPCMS 2008 admi...
Vulnerabi... s

2022-12-01

Apache APISIX Re

2022-11-16
HTTP Protocol Stack..
[ Attack Source @ Attack Target

2022-11-14
Live Attacks

NovaMDR

Remote Code Execut..
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A security service management platform that integrates cloud monitoring, endpoint monitoring,
traffic detection, big data analysis, threat intelligence, and experts. NovaMDR helps you quickly
identify and resolve security problems 24/7 hours. NovaMDR provides remote control and data
upload modules. The Remote Control module allows remote access from the expert team, and
the Data Upload module aims to report the detection data to the cloud for analysis by the expert
team.

Remote control

On the [NovaMDR/Remote Control] page, you can select <Enable Remote Control> and specify the
enterprise ID, username, and password, and synchronize the data to local storage. After the
configuration is completed, Nova Command will be connected to NovaMDR. In this case, you can
enjoy security services provided by professional personnel, as shown in the figure below.

Remote Control
After the configuration is complete, Cyber Command will access Sangfor Cyber Guardian, In this case, you can enjoy security services provided by professional personnel.

| Status

Current: Remate control disabled

Enable Remote Control

* Enterprise 1Dt O
*Username:

* Password:

Note:

1. You can click <Help> in the upper right corner for more details about NovaMDR.
2. The enterprise ID is the unique ID of the enterprise that purchased the NovaMDR service.
The supported formats include:

a. Eight digits. Example: 18654723.

b. Combination of a single IP address and port. Example: 200.200.222.111:8080.

Data upload

On the [NovaMDR/Data Upload] page, you can click <Enable> to enable data upload for analysis
by the expert team. You can also synchronize the data to local storage, as shown in the figure
below.

Data Upload

®

Upload Address: test

10.10.123.423
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Compliance and Sharing
Data Sharing

The Data Sharing function can make data more valuable

by opening and sharing them through the RESTful API/Syslog protocol. You can click <Details> to
go to the [Data Sharing/Third-Party Platforms] page. On the page that appears, click <Add> to add
a third-party platform that uses the RESTful API/Syslog protocol for connection, as shown in the
figure below.

*Platform Name: Enter the platform name.
*Platform IP Address: Enter the platform IP address.

*Report Assets All

Transmission Protocol ®: ) Restful API Syslog

* Authentication Account (): | Please enter your usemame.

* Authentication Password (D:  Please enter your password.

*Data Type: Select

1P Group/Branch
Server

Host

Risky Host

Risky Server
Security Incident
Weak Password
Vulnerability Details

Unencrypted Traffic

When you use Syslog to synchronize security events and security alerts, you can filter them by
"Threat Type" and "Severity". The default synchronization period is 10 minutes. You can also
manually change the period to a value from 3 minutes to 30 minutes, as shown in the figure
below.

* Report Assets: All

Transmission Protocal ®: Restful API © syslog

* Data Type: Security Incident
* Threat Type: Al
* Severity: all x
* Data Format: SEF(Sangfor Event For...

* Synchranization Time @ - 10 +  Minute(s)

Security Alert

* Threat Type:
* Severity:

* Confidence: M
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System Settings
System

You can make detailed settings for Nova Command here, including settings of devices, system,
update, maintenance, and security capabilities.

@ Cyber Command TED A&
System = "
v Sensor Devices
B Devices v @ Refresh
Total Logs (today): 32283 3 Sangfor devices licensed, 2 licenses remaining (exclucing STA)
1AG @ Endpoint Secure STA NGAF
Platform Management ¥ o Comnected:2  Offline: 0 = ®Online:1 * Offline: 0 * Online: 0 * Offline: 1 # Online: 0 * Offline: 0
Device Monitoring N/A (sync not supported) Today's Synced Logs: 17 Today's Synced Logs: 32k Today's Synced Logs: 0
@ System > .
New Delete. STA Connection Configuration Refresh Search
2, Update > ° o ° S c
O No Device © Type  © DeviceAddress®  Version © LicenseStatus © SyncMode  Today'sSyncedligs TotalSyncedlogs Todayslogs LastSynced  ©  Sttus ¢ Alerts (0dayd) Operation
@, Maintenance >
] 1 Sangfortndpoint.. EndpointSe.. 1C o Licensed Advanced 08 10634k - 2023040118071 e Normal 0 -
© . .
82 Security Capabilities > O 2  SipDataPlatform Stealthy Thr.. 10 T . Licensed Simplified o8 96.42M8 32266 2023-04-01180455 @ Offline, Lo 7 Details
o 3 Sangfor IAG Intemnet Acc... 1 - Licensec 4 0
s Sangfor IAG Intemnet Acc... 1 - Licensec 4 0

o e WA
Devices

This module mainly contains the management of connected devices and application scenarios
and monitoring of Nova Command. Devices such as Nova Sensor, IAG, NGAF, and NovaGuard can
be connected to Nova Command. You can add, delete, and view devices on the Sensor Devices
page. Application scenarios include connected platforms and clusters.

Management of Connected Devices

Configuration of new connected devices

1. On the [admin/System/Devices/Sensor Devices] page, click <New> to add a new device to be
connected to Nova Command, as shown in the following figure. You can refer to [Sangfor
Device Connection] for the configuration of the connected device.

New

Type: Internet Access Gateway
* Device Name: Sangfor IAG
* Device IP

Version: O Earlier than 12.0.27 () 12.0.27 or Later

O STA and NGAF can be connected
without being configured on Cyber

Command.

Shared Key:

Remarks:

Advanced «
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2. Enter the IP address and name of the connected device and select the device type. Then,
click <OK>.

Fields:

Sync Mode: The synchronization mode for uploaded logs, including simplified mode, standard
mode, and advanced mode.

Today's Synced Logs: The size of logs uploaded by the device on the current day, in unit of B, KB,
or MB.

Total Synced Logs: The total size of logs uploaded by the device, in unit of B, KB, or MB.
Today's Logs: Quantity of logs uploaded by the device on the current day.
<Last Synched>: The time of last log uploading by the device.

Status: Status of the device, which can be Online or Offline. The status of IAG and SSL VPN is
displayed as a short dash (-).

Alerts (30 days): An alert will be generated when the connected device reports an error.
Operation: You can view the traffic details of the connected device.
Note

1. To connect IAG to Nova Command, the same shared key is required.

2. To connect NGAF to Nova Command, complete the configuration on NGAF. When the
configuration is completed, NGAF info will be displayed on the [Sensor Devices] page. If
NGAF uses two-way authentication, the same account and password should be configured
on Nova Command.

3. To connect NovaGuard to Nova Command, complete the configuration on NovaGuard or
Nova Command.

4. To connect SSL VPN to Nova Command, specify the IP address of SSL VPN.

5. To connect Nova Sensor to Nova Command, complete the configuration on Nova Sensor.

Platform Management

In this module, the data of a branch platform is synced to the primary platform. You can view all
security incidents on the primary platform.

Application scenarios

This module is mainly used by the supervision organization and the regulatory organization.

1. When a severe security incident occurs in the branch platform, a notification will be sent,
requiring the branch platform to make rectifications to avoid the risk of wider spread.

2. Regarding hot and emergency incidents, alerts will be generated and sent to the branch
platform in a timely manner for taking corresponding measures.

3. A primary platform can be connected to multiple branch platforms, and a branch platform
can be connected to multiple primary platforms.

Steps

1. Complete the platform settings.

2. After the settings are completed, you can view the name, IP address, status, type, owner,
synched content, device time difference, last synchronization time, and operation of the
connected platform on the page.

3. You can select a single or multiple connected devices and click <Delete> to delete or batch
delete the connected devices. The deleted devices are not displayed in the list after you click
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<Refresh>.

Note

The connection key for the primary platform should be the same as that for the branch platform.

Steps
Step 1. Complete settings of the current platform.

On the [admin/System/Devices/Platform Management] page, click <Settings> and configure the IP
address, port (such as 7443), and connection key of the connected platform. Then, click <OK>, as
shown in the following figure.

Settings

| Current Platform

* Platform Name:

* Platform IP:

Part:

Node Code:

Platform Owner Info ()

* Name:

* Email Address:

Mobile Number:

I Branch Platform

* Connection Key:

Fields:
<Node Code>: Optional. Node ID, which can be customized.

<Connection Key>: This key is used for the authentication of a branch platform when connected
to the primary platform.

Step 2. Connect the branch platform to the primary platform.

When connecting a branch platform to the primary platform, click <Add Primary Platform> on the
[admin/System/Devices/Platform Management] page. Then, complete the configuration on the
pop-up window. After the configuration is completed, click <OK>, as shown in the figure below.

Note:

After entering the IP address, port, and connection key of the primary platform, click <Test
Connectivity> to check the connectivity. If the connectivity is normal, configure the remaining
fields.
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Add Primary Platform x

*Platform IP: | IP Address |

*Connection Key: | et |

Port: @ Test Connectivity

Synced Assets

* Groups Range: All

*Type: All -

Incident Type: | Critical Assets-High [ Critical Assets-Medium

[ Critical Assets-Low [ Noncritical Assets-High

Noncritical Assets-Low
"] Noneritical Assets-Medium U

Weakness: [ Exploit || Improper Configuration
"] Weak Password O Unencrypted Web Traffic
Others: [ Device Info

Fields:

Synced Assets: You can specify assets to be synced by asset group range and type as required by
the primary platform.

Synced Content: You can specify the content to be synced by incident type, weakness type, and
device info as required by the primary platform.

Step 3. Manage platforms.
1. View connected platforms

On the [admin/System/Devices/Platform Management] page, you can view the information about
connected platforms, including the name, IP address, status, type, and synced content.

Platform Management
£¥ settings @) Add Primary Platform  [f] Delet= () Synchronize Risky Assets @ (' Refresh All Connected Platforms v Platform name/IP

[ No. Name 1P Address Status Type Owner Synced Content Device Time Difference  Last Synced < Operation

After completing the configuration of connected platforms, you can view the information about
branch platforms on the [Response/Risky Servers] page, as shown in the figure below.

Response = . N
P Security Incidents
B Risky Assets Groups ¥ Q€ g Type: Severity: Attack Stage Threat Type: Period: 1P, IP range, description, hostname:
Pending X v | Select < | [select < | [ select v | select v | Last7days = <
Sy Risky Users E-an

e o
@ Security Incidents
Branch Platform * Stages of Attack

© Security Alerts

. o d 0
O Auto Response 13 @ D> () ©
[E] Response History Weaknesses Reconnaissance Exploitation cac Propagation Impact
A
i Export
Fiter: | Status: Pending X Clear Fiter
[ No. Threst Risky Assets Severity © Attack Stage Threat Type Last Detected © status Operation

Deletion of connected platforms

You can select a single or multiple connected platforms and click <Delete> to delete or batch
delete the connected platforms.
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Clusters

You can create a cluster using multiple Nova Command devices as nodes to greatly improve the
storage and computing performance of Nova Command. A computing cluster can properly
allocate idle resources of multiple devices to improve the computing and query performance of
multiple components, as shown in the figure below.

Syst
ystem Clusters

5 Devices v
Sensor Devices
Respanse Apps

Platform Management

Device Monitoring
8 System >
& Update >
®, Maintenance > Adding multiple Cyber Command devices as cluster and co
82 Security Capabilities >
]
Note

IP addresses of Nova Command devices that are added to a cluster should be on the same
network segment and can be accessed by each other.

Nova Command devices that are added to a cluster should have the same hardware model and
platform version.

When a cluster is deleted, part of the data will be lost. Please operate with caution.

An active node should be configured for Nova Command devices that are added to a cluster.
When it is configured, other devices are served as standby nodes. When Maintenance Mode is
enabled for the active node, you can log in to the platform of standby nodes.

When a cluster is created, standby nodes will be restored to defaults with all data deleted. The
configuration and data of the active node will be applied.

Steps of cluster creation

1. On the [System\Devices\Clusters] page, click <Configure Now>.
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System =

Clusters

3 Devices v

Sensor Devices

Response Apps

Platform Management

Device Monitoring
£ System >
&, Update >

No clusteris configured.

2, Maintenance > Adding multiple Cyber Command devices as cluster nodes can greatly improve the platform storage and computing performance.

B2 Security Capabilities >

2. Enter the cluster IP, netmask, and cluster name, and click <Add Node>.

Cenfigure Cluster

* Cluster IP: Enter a valid IPv4 or IPv6 address, such as 192.168.1.1 or 2001
* Netmask:

Cluster Name:

Cluster Node @ dd Node

No. MNode Name Node IP Operatio

No data available.

Cancel

3. The current Nova Command device is added as the active node automatically. Then, click
<OK>.



Mo active node has been found. Please

add one first.

4. Specify the name and IP of the active node. Use the default values in other fields. Then, click
<OK>.



Add Node

* Mode Mame: Master

*Mode |P: 11

* Username: admin

* Password: R—

* Configure Management = =th0
Interface:

5. Click Add Node again and click <Yes> on the pop-up window.



Are you sure you want to join the

cluster?

The new data will be restored to defaults with
data deleted. Continue?

6. Standby node: Enter the node name, node IP, and admin username and password. Then,
click <OK>.

7. To add more standby nodes, repeat steps 5 and 6, as shown in the following figure.



Configure Cluster

* Cluster IP: 10, ]
* Metmask: 255.255.0.0
* Cluster Name: | 112 ]
Cluster Node () : @ Add Node
Nao. Mode Name Mode IP Dperatio
1 Master(Active Node) 10.222.131.8 ﬂ
2 113 10.222.230.18 m

2 entries -

8. Enter the password of the admin account to enable Maintenance Mode. Click <OK> and wait
for process to complete.



Enable the maintenance made before performing
this operation.

After you enable the maintenance mode, the cluster will

pause data processing.

Enter the password of the Super Admin account to confirm

this operation.




o

Sending request...

9. A progress bar appears. Wait for the cluster configuration to complete.

10. Click <Disable Maintenance Mode>. Wait for the cluster to change from synchronizing to
normal. The cluster is then created successfully.

Steps of cluster deletion

1. Enable Maintenance Mode. Enter the password of the admin account and click <OK>.

2. Click <Delete> on top of the list to delete the whole cluster. (Data will be lost when a cluster
is deleted.) Enter the password and click <OK>. Wait for process to complete.

3. To delete a single node (enable Maintenance Mode first), select the node to be deleted, click
Delete, and enter the password. Then, click <OK>.

4, After the node is deleted, disable Maintenance Mode.

Device Monitoring

Monitor the operation of connected devices through SNMP. Devices that have enabled SNMP V1,
V2, or V3 can be monitored.

Device Menitoring
Q@ New X Delet= g import @ Export C Refresh Search
[0 No. DevicelP Type Device Name SNMP ° Operation successful.The status CPUUsage  + MemoryUsage * Outbound Trafic:  Inbound Traffic = LastUpdated = Operation

of SNMP devices will be
O 1 10222010 Router - SNMP V1A synchronized in about 15 - - - - 2023-03-27 115, Delete Details

minutes.

1. On the [Devices/Device Monitoring] page, you can click <Details> in the Operation column to
view the operation information of the current device. You can also view the operation
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information of any device by entering keywords in the search box. You can click the IP
address of a device to edit the device information.

Edit
=Type: © Router () Switch _ Others
* Device IP: 10.
Scanner: None -
SNMP

© SNMP VI/SNMP V2 (D

Community: public
) SNMP V3
Username:
Security: -
Auth Method: -
Auth Password: QO
Encryption Method: -
1. Device IP address: 10.222.230.10 Collapse v
hours days weeks
€PU Usage Memory Usage Outbound/Inbound Traffic
09:51 1001 1011 1021 1031 10:41 og:51 10:01 1001 1021 10:31 10:41
100% T00%
50% s0%
0% 0% 0
10:51 o nan na RE 1 1051 nol nn na n na o 0 20 30 0 s0
— Current Hour — Previous Hour — Current Hour  — Previous Hour Outbound — Inbound

2. You can click <New> and configure the information of a new device, as shown in the
following figure.

New

*Type: O Router 1 Switch
= Device |P: e.g., 192.168.8.80 or 2005z1
Scanner:
SNMP

© SNMP VI/SNMP V2 @

Community:

) SNMP V3

Username:

Security:

Auth Method:

Auth Password:

Encryption Method:

Cancel

Fields:
Device IP: IP address of the device to be connected.

SNMP V1/SNMP V2: Name of the community, which is configured on the connected device.

SNMP

V3: Two-way authentication. You need to configure the username, security level, authentication
method, authentication password, encryption method, and encryption password, which should
match the settings on the connected device.



3. You can click [Advanced] to obtain information about free CPU, total memory, free memory,
outbound traffic, and inbound traffic through OID. OID should match the connected device.

New

Community:

O snNmMP V3
Username:
Security: Reguire auth and encryption hd
Auth Method: MDS -
Auth Password: et | (D)
Encryption Method: DES h
Encryption Password: et | ()

Context:

Advanced -

4. You can select a device and click <Delete> to delete the device. The deleted device is not
displayed in the list after you click <Refresh>.

Note:

SNMP V1/SNMP V2
does not support obtaining traffic information, so no traffic information is displayed. To obtain
traffic information, please select SNMP V3,

Response Apps

The [System/Devices/Response Apps] page allows you to configure the apps and devices to be
connected to Nova Command and maintain correlated devices. Some apps have been added on
Nova Command. You can use the import function to import more apps. For apps that have been
connected, connection requirements and corresponding interface documents can be submitted
to the supplier for developing an app package. You can import the package to Nova Command, as
shown in the following figure.


af://n1830

System Response Apps

& Devices v a¥ ImportApp €' Refresh App na

Sen:

| Sangfor Devices

Sangfor Cyber a TS {} ST 0 ST e Sangfor NGAF &~ Sangfor Network

Command (v8.0.50 and above) = Controller

Platform Management

Clusters Vendor:  Sangfor Vendor:  Sangfor Vendor:  Sangfor Vendor:  Sangfor Vendor:  Sangfor Vendor:  Sangfor

System >
@ 5 e Sangfor NGAF f=Y Saas Endpoint f= Sangfor Endpoint
(v8.0.8 to v8.0.50) & secure € secure
L Update >
Vendor:  Sangfor Vendor:  Sangfor Vendor:  Sangfor
2, Maintenance >

@ .
B2 security Capabllites > | Third-Party Correlate Devices

Click <Import App> to pop up the [Browse] box. Then, select and import the app package in ZIP
format. You can import multiple apps at a time because one package can contain multiple apps.
In addition, apps that will be updated by the supplier can also be imported using a package, as
shown in the following figure.

Browse

Select an application package file with the file name extension zip from
a local directory. You can import only one compressed package.

Select

“ cancel

You can click the app to view the app details in the window that appears on the right, including
the app version and supported actions. You can also add corresponding resources in this window.
To enable the app, you need to add the corresponding resources. The parameters of resources
added vary by app.

System

This module allows you to set the admin account, licensing, network, general items, and logging
options.

Admin account
On the Admin Account page, you can view the information about the admin account and role.
Role

Nova Command provides four roles by default, including Super Admin, System Admin, Security
Admin, and Audit Admin.

Admin account

As an admin, you can add an account, modify the password, and control the access permission of
an account. An admin account has the highest permission.

1. On the [Admin Account] tab, you can view the username, description, administrative realm,
role, owner, status, and operations of an account, as shown in the following figure.
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Admin Account
Admin Account Role
@ New W Delete + Enable @ Disable C Refresh 13 Login Management @ Password Security Policy Search
[]  No. Username < Description Administrative Realm Role Owner Status @ < Validity Period Operation

1 admin admin Al Super Admin - v Long Term Change Password

2. You can click <New> to add an admin account or an ordinary account, as shown in the figure
below.

New

*Username: @

*Role: -
Owner: R

Description: @
Login Security Administrative Realm Permission

* Authentication Method:  Password M

* Password: @

* Retype Password:

IP Address: || Only allow login from specified IP addresses

Fields:

Role: Includes Ordinary Admin, System Admin, Security Admin, and Audit Admin.

<Type>: Includes Admin and Ordinary Account. The admin can add, edit, and delete an account,
but an ordinary user can only view an account.

Owner: Owner of the account.

Description: Describes the usage of the account with 0 to 127 characters.
Login Security: Defines the login method.

Authentication Method: Includes "Password" or "Password + USB Key".
Password: Password of the account for login.

Retype Password: The password is filled in again for confirmation.

IP Address: IP address to be bound with the current account. Login is allowed from bound IP
addresses only.

Administrative Realm: Branches to be managed by the account. Only an ordinary admin
account can select branches as needed. For other accounts, all branches are selected.



New

* Username: i

* Role: -

Cwner: F",

Diescription: 0

Login Security Administrative Realm Permission

i=| = Search

v All Groups
UserGroupl
UserGroupd
UserGroup3
UserGroupd
UserGroups
UserGroupt

UserGrouny

Permission: Ordinary admin account has the permission to edit and view the modules of Nova
Command.

Login Security Administrative Realm Permission
=] &=
Page Edit View
v All
b Home

b Response
b Detection
b Assets

F Reports

3. Click <OK>.



4. For created accounts, you can click the name in the <Username> column to change the
permissions of the account. You can also select an account and delete, enable, or disable it
to facilitate O&M.

Edit

*Username: | hello
* Role: Security Admin
Owner:

Description:

Login Security Administrative Realm Permission

* Authentication Method: | Password -

IP Address: || Only allow login from specified IP addresses

5. You can click <Change Password> or <Reset Password> to change the password of the

account.
Admin Account
Admin Account Role
© New MW Delete + Enable @ Disable C Refresh £¥ Login Management @ Password Security Policy Search
No.  Username < Description Administrative Realm Role Owner Status @ % Validity Period ‘Operation
1 admin admin All Super Admin - v Long Term Change Password
2 hello - All Security Admin - v Long Term Reset Password Delete

Note:

To change the password of the currently logged-in account, you need to enter the old password.
To modify the password of a new account, you can directly change the password.

1. Password security policy is added to meet the standards for e-government networks. You
can specify the complexity and validity period of the password, the number of password
attempts, the account lockout duration, and the minimum password length as needed.
Corresponding settings are shown in the following figure.



Password Security Policy

Password must meet the following requirements:

1. Cannot contain username.

2. It must be 8-54 characters in length.

3. Cannot contain Chinese characters, spaces or full-length characters.

4. Must contain irregular characters that consist of any three of the
following: uppercase letters, lowercase letters, digits and special characters.

5. Cannot contain sensitive characters.

* Password Valid Period: 90 days

* Password Attempts: 5

* Account Lockout: 5 % mins

* Password Min Length: a characters

Cancel

Licensing

You can check whether the license key and its expiration date are correct. Basic licenses and
function module licenses are provided on this page.

1. Basic licenses include the platform license and upgrade licenses, as shown in the following
figure.

| Basic Licenses

Platform License Software Upgrade License Database Upgrade License
BB Enable this to use the basic functions provided by .. ;’ Keep devices up-to-date. Upgrade License can be ... f Keep security databases up to date.
=
Expiration Date: 2023-06-21 Expiration Date: 2023-06-21 Expiration Date: 2023-06-21

2. Function module licenses include the device integration license, multifunction license, and
access SN for third-party correlated application, as shown in the following figure.

Device Integration License: Licenses Sangfor devices and third-party devices connected to Nova
Command.

Multifunction License: Licenses modules such as UEBA, Weaknesses, Traffic, and File Threats.

I Function Module Licenses

Sensor Device License Multifunction License Access SN for Third-Party
i*i Enable the connection of Sangfor devices to Cybe... == Enable functions as required. It is recommended t... [l:-:i] Correlated Application
. R After a third-party correlated application is access...
Sangfor Devices: 5 UEBA: Licensed
Expiration Date: 2023-06-21 Weakness: Licensed Authorized third-party correlated applications: -
Traffic Visualization: Licensed Expiration Date: 2023-06-21

File Threats: Licensed
Expiration Date: 2023-06-21

Network

This module contains interfaces, static routes, and DNS servers. You can configure the interface IP
addresses and routes of Nova Command.

Interfaces

You should enable the interface first before configuring the IP address. To enable the interface,
you need to plug in the network cable. The interface light must be on.
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Network

Interfaces Static Routes DNS Servers

/Ensble @ Dissble | £¥ Settings  C Refresh

[]  No. Intefface Name *  Description IP Address Status

10.251.251.252/24 v

[ ethO(Management Interface, Docker Interface)
10.222.131.8/16

2 ethl

Operations:
Enable: Select an interface to enable it.

Disable: Select an interface to disable it.

Settings: Set the management interface for a cluster to sync data between clusters.

Settings

eth0(10.251.251.252) h ‘@

* Management Interface:

* Docker Interface:  eth0({10.251.251.252) - ®

Note:

The default management interface is eth0. You can add IP addresses (IPv6) used by the customer.

Do not disable all interfaces.

Static routes

By default, one route for the gateway of the interface is enough. IPv6 addresses are supported.
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Add Static Route

Protocol: O Ipv4
*DstIP:
* Metmask:

* Mext-Hop IP:

DNS servers

You can click <New> to configure DNS servers according to the actual situation. You can select
one or multiple DNS servers to delete or batch delete them, as shown in the figure below.

Network

Interfaces Static Routes DNS Servers

i Gt

[J No. DNSIP Deseription Operation

(] 1 8888 Google DNS server
z 20 Use | x
General

General settings include settings for web Ul, mail server, SMS service, system time, and privacy
options.

Web Ul

You can configure the console, as shown in the figure below.
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System

General
= Devices > W
= Web Ul Mail Server @ SMS Service System Time Privacy Options Centificate Proxy Server
© system e  Inactivity Timeout

Admin Account Timeout 10 < (mins)
Licensing
I Remote Control

Network
Temporarily Enable SSH @

m Enable Src IP Access Control @

Logging Options
| Web Console Protection

&, Update > .
Temporarily Disabled
2, Maintenance >
oo §
6= Security Capabilities > Temporarily Disable Shell Semantics Analysis Engine
| Service Control
Enable ICMP Timestamp Reply
| High Performance Mode
Enabled @
| Detection Mode
O standard (to balance dete and resource costs during normal operatir
POC(To gain higher detec ct and timely results during POC testing, reso
o | Country/Region

Inactivity Timeout: For a logged-in admin account, the account will be logged out after the
specified timeout period.

Remote Control: This feature is available for R&D personnel who log in to Nova Command for
troubleshooting. If temporarily enabled, remote control will be automatically disabled eight hours
later.

<Web Console Protection>: If you enable or disable web console protection, the network
connection will be interrupted for one minute. The protection will be enabled again one day after
it is temporarily disabled.

Service Control: You can select the Enable ICMP Timestamp Reply check box.
High Performance Mode: If enabled, Nova Command will offer a smoother experience.

Detection Mode: Standard mode is enabled during normal operation, and POC mode is enabled
during POC testing.

Mail server

You can configure items related to the email address used in Nova Command to send emails,
including the sender's address and port.
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System

H
-

General
B Devices > : - - :
= Web Ul Mail Server @ SMS Service System Time Privacy Options
System 4
e y * Sender Address: @
Admin Account * Protocol: TR -
Licensing -
* Mail Server: @
MNetwork * Port:

m Password: ®

Legging Options Proxy Settings: [ Enable Proxy Server
2. Update >
Fields:
Sender Address: Email address used to send alerts or reports.
Mail Server: IP address of the mail server used to send emails.
Port: Port of the mail server.

Password: Password used to log in to the mail server.

You can click <Send Test Email> to check whether the configured information is correct, as shown
in the figure below.

Send Test Email

* Recipient
Address:

You need to enter the recipient address and then click <OK> to conduct the test.

SMS service

You can configure the information related to the SMS service used in Nova Command to send
messages. You can use the SMS gateway of Alibaba Cloud or Tencent Cloud, or GSM Modem to
send messages, as shown in the figure below.
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General

Web Ul IMail Server @) SMS Service System Time Privacy Options Certificate Proxy Server

*SMS Gateway: Alibaba Cloud -
* Access Key 1D:
* Access Key Secret:
*SMS Signature:
SMS Message Template of Security Alert  Help
*Incident Template CODE:
* High-Severity Inbound Attack Template CODE:
*Weakness Template CODE:
* Device Template CODE:

*SP Update Reminder Template CODE:

Test Validity “

System time

You need to set the current time. A wrong time will have a negative impact on the display of
security incidents on Nova Command. If Nova Command is connected to the Internet, you can
enable time sync with NTP server, as shown in the figure below.

General

Web Ul Mail Server @ SMS Service System Time Privacy Options Certificate Proxy Server
| Date/Time

Date/Time: 202; 120250  ~ Sync with Local PC Obtain System Time

Enable Time Sync with NTP Server

| Time Zone
Time Zone: UTC
Privacy options

You are advised to select Join in User Experience Improvement Program to optimize user
experience.

General

Web Ul Mail Server @ SMS Service System Time Privacy Options Certificate Proxy Server

| Privacy Options

Join in User Experience Improvement Program (0  Terms of Use & Privacy Policy
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Logging Options

You can view the storage usage and the retention duration and content of different logs. To store
logs, you need to evaluate the disc capacity and the size of logs stored.

System = . .
v Logging Options
&= Devices >
Storage Usage: 1 2%
& System ¥ ® Used: 3.70G Free: 248.20G
Admin Account _
Usage Threshold for Cleanup (@: | 80 %
Licensing
MNetwork
i i m
Erre | Security Incidents ©
Logging Options Retention: Custom days O No limit
2. Update >
| Malicious Files &)
Maintenance >
Q Retention: Custom days O No limit
82 Security Capabilities >

| Security Logs @

Retention: Custom days O No limit

Advanced ~

Note:

Security Logs - Retention: Number of days that security logs can be stored.

Security Incidents - Retention: Number of days that security incidents can be stored.

Click <Advanced> for more settings, as shown in the figure below.

| Traffic Logging

M Choose the appropriate configuration as required to ensure the best performance. The higher the value is, the higher the requirement for hardware is

Query Limitations

Max Analyses Per Day: 15 0,000,000
Log Type
Traffic Settings

Days Preserved @: | 31 (days)
DNS

Days Preserved @ | 31 (days)
HTTP Settings

Days Preserved @ 31 (days)
Others

Days Preserved @: | 31 (days)

Log Type: All -

I Log Analysis

Do not analyze uncategorized assets (1)

| Log Export

[ ok |
Fields:

Max Analyses Per Day: You can set the number of log entries to be analyzed each day. Default
configuration is recommended.
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Traffic: You can review the network traffic and record the 5-tuple information. By clicking
<Settings>, you can configure the data direction for logging.

Network Traffic Logging

| By Server

Server to Internet Internet to Server
Server to Host Server to Server
Host to Server

| By Host

Host to Host || Host to Internst
|| Internet to Host

DNS: If selected, the DNS request logs of servers or hosts will be recorded. You can set the
retention duration.

HTTP: If selected, the HTTP logs of endpoints will be recorded. You can click <Settings> to
configure the direction and data packet of HTTP logs.

HTTP Legging

| By Server

Server to Internet |:| Internet to Server
|| Server to Host || Server to Server
D Host to Server

| By Host &

|| Host to Host || Hast to Internet
|:| Internet to Host

| Data Packet

[ Enable

Others: Logs of protocols, including Telnet and SMTP, can be recorded. You can set the retention
duration.



Others

Drays Preserved (ix 3 (days)
Log Type: All hd
All
User Log
I Log Analysis Database Log

~ ' I

Log Analysis: If <Do not analyze uncategorized assets> is selected, only uncategorized assets will
be filtered, thus reducing performance consumption.

Log Export: Default configuration is recommended.

Update

You can update Nova Command, Nova Sensor, service packs, security databases, and security
engines and configure update options. For details, see "[Product and Component Update]".

Maintenance

Engineers can conduct troubleshooting for Nova Command in this module. This module contains
pages of System, Data Backup, Restore/Restart, and System Check.

System

You can view the usage of CPU, memory, disk (data partition), and disk (system partition), as well
as core processes.

System

C Refresh

\ = \ ™~
16« 65x 2 24 13«

cru Memory Disk (Data Partition) Disk (System Partition) Disk (System Partition)

Used: 2.8GHz Used: 10.1GB Used: 3.7 GB Used: 23.6 GB Used: 3.5 GB
Toral: 17.6GHz Total: 15.5G8 Total: 251.9GB Total Capacity for System Data: 96.0 GB Total Capacity for Loq Data: 29.4 GB

Data Backup

Only security logs of Nova Command can be backed up currently and will be uploaded to the FTP
server. Data recovery will be available in later versions.

Backup policy settings

1. Click <New> to set the policy for data backup.
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Add Backup Task

*Name:
* Path (@: FTP path enly Test Connectivity
*Username:
*Password:

Start Time: 2023-03-27

Interval: [«] Every day

Q Next backup will start at 2023-03-28 02:00

2. Set the policy name and storage path. Click <Test Connectivity> to test the connectivity.
3. Enter the FTP username and password, select the start time, and click <OK>. The settings are
completed.

Fields:

Name: Name of the backup policy.

Path: Path to store the backup files on the FTP server.

Username: Account of the FTP server.

Password: Password of the above account.

Start Time: Time when backup starts.

Interval: Backup will be conducted every day if you select Every day.
Backup policy management

You can select a single or multiple data backup policies to delete/batch delete, enable, and disable
these policies to facilitate management by O&M personnel. You can select an operation according
to the actual condition.

Restore/Restart

You can restore Nova Command to factory defaults and restart Nova Command here.

1. On the [System/Maintenance/Restore/Restart] page, you can click <Restore Factory Defaults>
to delete all data and configurations of Nova Command. Please operate with caution.

2. You can click <Restart> to restart Nova Command. As Nova Command is deployed in one
arm mode in the network, restart will not affect the network.

3. You can click <Export User Configuration> to export and back up the configurations of Nova
Command or <Import User Configuration> to import the configurations for restoration.
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System

Restore/Restart
= Devices >
| Restore Factory Defaults
81 System >
Restore Factory Defaults
2, Update >
| Restart Cyber Command
2 Maintenance ~
Restart
System
Data Backup

| Restore User Configuration
Import User Confl’guration
System Check

82 Security Capabilities > Bxport User Configuration

System Check

You can check whether necessary configurations of Nova Command and Nova Sensor are
complete with one click when Nova Command has just been installed or during system health
check. Pay attention to alerts.

1. On the [System/Maintenance/System Check] page, you can click <\Start Check>, as shown in
the figure below.

System Check

(2 Checkwhether necessary configurations on this platform and STA are completed. Start Check
Results
& Bxport ' Refresh

~ Basic Configuration Check Again
Standard Device
Results: Not checked yet
Licensing
Results: Not checked yet
Assets Group

Results: Not checked yet

Server

Results: Not checked yet

Security Database

Results: Not checked yet
Configuration items:

Basic Configuration: You can check basic configuration items, including standard device,
licensing, asset group, server, security database, and security engine.

System: You can check CPU, memory, disk status, and core processes.
Connected Devices: You can check the connectivity of ports and the status of connected devices.

Traffic Detection: You can check whether the traffic is mirrored correctly. The asset group should
be configured first.

Proxy Detection: You can check the proxy server.

Nova Sensor Security Check: You can check the open ports, login with default admin password,
and weak passwords.
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Nova Command Security Check: You can check the open ports, login with default admin
password, password-free login, and weak passwords.

2. You can click <Export> to export current results to facilitate system maintenance by O&M
personnel.
3. You can click <Refresh> to refresh the page.

Security Capabilities

This part contains pages of Security Database, Detection Engines, Whitelists, File Detection, and
Weak Password Rules.

Security Database

You can manage web application detection database, exploit detection database, realtime
vulnerability analytics and detection database, hacking tool detection database, and custom
detection databases on the Security Database page.

Filter and search

On the [System/Security Capabilities/Security Database] page, you can select a database type to
view the information about corresponding rules, including rule ID, threat name, severity, threat
type, time created, status, and operation, as shown in the figure below.

System = .
4 Security Database
8 Devices >
Rule Detection Engine Overview
il
& System > Total Rules: 21k
L Update >
Database Type Q <«  ©@New~
2, Maintenance > B ai No.  RulelD Threat Name Severity Threat Type Time Created Status Operati

5} Rule Detection Eng.
B2 Security Capabilities ~ 1
Web Application D...

. 2 80020002
Security Database Exploit Detection

80020004 O High Backlink 2022-12-08 23:52:08 v

O High Backlink 2022-12-08 23:52:08 v

z

z

Realtime Vulnerabi. 3 80020001 @ High Backlink 2022-12-08 23:52:08 z

— Hacking Tools Det... 4 80010007 O High Weak Password 2022-12-08 23:52:08 v 4

bRt Custom Web Appli.. H 80010006 O High Weak Pas: 2022-12-08 23:52:08 z
Custom Exploit De...

e R s 6 80010005 @ High Weak Pas: 2022-12-08 23:52:08 v 2z

7 80010004 @ High Weak Password 2022-12-08 23:52:08 4

8 80010003 d Q@ High Weak Password 2022-12-08 23:52:08 v 2z

9 80010002 @ High 2022-12-08 23:52:08 z

10 80010001 @ High 2022-12-08 23:52:08 v 2z

11 17201011 @ High ack 2022-12-08 23:52:07 4

12 17201010 ... @ High Other Website Attack 2022-12-08 23:52:07 2z

13 17201009 @ High Other Website Attack 2022-12-08 23:52:07 v 4

During actual operation, you can filter rules by threat type, severity, and rule ID or search for rules
through fuzzy search using keywords, as shown in the figure below.

Rule Detection Engine Cuervien

U Totel Ruless 21k

Database Type Q ¢« ©New~ All Threats ~ | | Al Severities - Search
B No.  RulelD Threat Name Severity Threat Type Time Created Status Operation
[Z Rule Detection Eng...
o 1 80020004 Backlink Injection O High Backlink 2022-12-08 23:52:08 v z
Web Application D...
2 80020002 Backlink Injection & High Backlink 2022-12-08 23:52:08 v £
Exploit Detection
Realtime Vulnerabi.. 3 80020001 Backlink Injection SHigh Backlink 2022-12-08 23:52:08 v £
Hacking Tools Det... 4 80010007 Web server weak password @ High Weak Password 2022-12-08 23:52:08 v £
Custom Web Appli..
ustem Tes App 5 80010006 TELNET server weak password @ High Weak Password 2022-12-08 23:52:08 v 2
Custom Exploit De...
6 80010005 SMTP server weak password @ High Weak Password 2022-12-08 23:52:08 v i

Editing

You can batch change the status of multiple rules, as shown in the figure below.
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D New ~ +/ Enable © Disable All Threats v All Severities A4 Search

B No. Rule ID Threat Name Severity Threat Type Time Created Status Operation
1 80020004 Backlink Injection S High Backlink 2022-12-08 23:52:08 v ra
2 80020002 Backlink Injection @ High Backlink 2022-12-08 23:52:08 v £
3 80020001 Backlink Injection Q High Backlink 2022-12-08 23:52:08 v £
4 80010007 Web server weak password Q High Weak Password 2022-12-08 23:52:08 v Va4

For a single rule, you can switch the status. You can also click < #* > to go to the details page and
change the severity of the rule, as shown in the figure below.

Rule Details b
Status: © Enabled Disabkled
Rule ID: B0020004
Threat Name: Backlink Injection
Threat Type: Backlink
Threat: There may be gaps or backdoors site, it

was being exploited by hackers and
implanted a black chain, malicious
tampering page content.

Impacts: -

Severity: High -
Reference: MNone

Recommendations: View is the source code into a black chain

of the page, remove all of the content has
been tampered with; check and repair
server vulnerabilities and backdoors,
prevent hackers from breaking into your
server again.

ATT&CK Attack Technigue: -

On the [System/Security Capabilities/Security Database] page, you can click <New> and select
[Custom Web Application Detection Rules] from the drop-down list, as shown in the figure below.

Custom web application detection rules
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Rule Details X

Status: © Enabled Disabled

* Threat Name:

Character String: All Data M Case-sensitive (7)

Enter the character string for matching. The character string must c¢

Regular Expression:  All Data v [ Case-sensitive  |e51 Regular Expression

Enter a regular expression. The regular expression must contain at le

Request Direction: Request Direction -

More

Fields:

Status: Default status is "Enabled".
Threat Name: You can specify the name.

Character String: The character string for matching. Available options include All Data and Match
URL/Cookie/Table Data. You need to enter the character string for matching. Text and binary
characters are supported.

Regular Expression: The character string is translated to a regular expression. You can click <Test
Regular Expression> to test the format of the regular expression and character string in the pop-
up box, as shown in the figure below.

Test Regular Expression *

Regular Expression: ‘ Regular Expression

Matching Content:

Close

Request Direction: Includes Request Direction, Response Direction, and Bidirectional Matching.
Severity: Includes High, Medium, and Low.
Description: Custom rule description.

Impacts: Impact of the rule on attacks.

Note

Either the character string or regular expression is required.



Custom exploit detection rules

On the [System/Security Capabilities/Security Database] page, you can click <New> and select
[Custom Exploit Detection Rules] from the drop-down list, as shown in the figure below.

Rule Details X
Status: © Enabled Disabled
" Threat Name:
Character String: Case-sensitive @

Enter the character string for matching. The ck

Regular Expression: [ Case-sensitive | Test Regular Expression

Enter a regular expression. The regular expres

Request Direction: Request Direction -
Protocol: TCP -
* Port: Enter a port number.

Protection Type: Protect Server -

More ~

Save and Add Cancel

Fields:

Status: Includes Enabled and Disabled. The default status is "Enabled".
Threat Name: You can specify the name.

Character String: The character string for matching. Available options include All Data and Match
URL/Cookie/Table Data. You need to enter the character string for matching. Text and binary
characters are supported.

Regular Expression: The character string is translated to a regular expression. You can click <Test
Regular Expression> to test the format of the regular expression and character string in the pop-
up box, as shown in the figure below.

Request Direction: Includes Request Direction and Response Direction.

<Protocol>: Protocol corresponding to the rule. Available options include TCP and UDP.
<Port>: Port associated with the rule. A single port is supported.

Severity: Includes High, Medium, and Low.

Description: Custom rule description.

Impacts: Impact of the rule on attacks.

Note

Either the character string or regular expression is required.


af://n2059

Detection Engines

Types of detection engines for security incidents/security alerts include Threat Intelligence Engine,
File Analytics, Attack Analytics, and Abnormal Behavior Engine. You can edit, filter, search for, and
add rules.

Filter and search

On the [System/Security Capabilities/Detection Engines] page, you can hover the mouse over the
icon for <introduction> next to the engine name to view the brief introduction of each detection
engine. The attributes of each rule displayed in the table include alert ID, incident ID, threat name,
severity, threat type, time created, status, generation settings of security alert/incident, and
operation, as shown in the figure below.

Security Detection Engines

Intelligence Detection Engine © @) File Analytics © o) Attack Analytics © o) Abnormal Behavior Engine ©) o)
Y9 Total Rules: 1580k B ot Rules: 53 T Total Rules: 935 A8 ol Rules: 188

D' Logic of the routine operation detection mode: Generate security incidents for alerts with high risk and definite threats. You can customize the policy for alert and incident generation and restore all configurations to defaults. | Restore Defaults

Engine Type Q < QNew~ All Alerts + || Allincidents v || Search
Eba No.  AlertiD Incident ID Threat Name Severity Threat Type Time Created Status © Security Alerts Security Incidents  Operation
[ Intelligence Detect. )
1 2149995908 1149990008 An endpoint acces... @ High Cryptomining 2022-06-06 0:47:35. v Enabled Enabled z
Ransomware Intelli..
" 2 2145001279 1145001278 Access to maliciou.. @ High Trojan 2023-03-16 18:24:44 v Enabled Enabled £
Cryptomining Intel..
Normal Virus Intell. 3 2145001277 1145001277 Access to maliciou... @ High Bots 2023-03-16 18:24:46 v Enabled Enabled £
Custom Threat Int.. 4 2145001276 1145001276 Access to maliciou... @ High Bots 2023-03-16 18:24:46 v Enabled Enabled Z
" Others
s 2145001274 1145001274 Aceess to maliciou.. @ High Phishing Websites 2023-03-16 18:24:46 v Enabled Enabled z
File Analytics
6 2145001272 1145001272 Access to maliciou... @) High Trojan 2023-03-16 18:24:44 v Enabled Enabled r'4
[} Attack Analytics
[E" Abnormal Behavio.. 7 2145001271 1145001271 Access to maliciou... @ High Trojan 2023-03-16 18:24:46 v Enabled Enabled £
8 2145001268 1145001268 Access to maliciou... @ High Bots 2023-03-16 18:24:48 v Enabled Enabled £
9 2145001266 1145001266 Access to maliciou.. @ High Trojan 2023-03-16 18:24:48 v Enabled Enabled £
10 2145001264 1145001264 Access to maliciou.. @ High Bots 2023-03-16 18:24:46 v Enabled Enabled z
11 2145001263 1145001263 Access to maliciou... @) High Trojan 2023-03-16 18:24:46 v Enabled Enabled £
12 2145001251 1145001251 Access to maliciou... @) High Data Theft Program 2023-03-16 18:24:47 v Enabled Enabled £

Fields:

Alert ID

Displayed on the security alert details page. It usually starts with the digit "2".
Incident ID

Displayed on the security incident details page. It usually starts with the digit "1".
Severity

Includes High, Medium, and Low.

Threat Type

The same as the threat type on the Security Alerts and Security Incidents pages of the Response
module.

Security Alerts

Indicates whether a security alert is generated based on this rule, which can be "Enabled" or
"Disabled". As a security incident is the result of a security alert, when the Security Alerts field is
set to "Disabled", the Security Incidents field will be set to "Disabled".

Security Incidents

Indicates whether a security incident is generated based on this rule, which can be "Enabled" or
"Disabled".

Status


af://n2077
af://n2079

You can change the status of each rule." +# " means "Enabled", and " (&) " means "Disabled".

Rules in the rule table can be displayed by threat type and severity. You can also enter keywords
or arule ID to perform a fuzzy search, as shown in the figure below.

2 Logic of the routine operation detection mode: Generate security incidents for alerts with high risk and definite threats. You can customize the palicy for alert and incident generation and restore all configurations to defaults.  Restore Defaults

B No. AlertID Incident ID Threat Name Severity Threat Type Time Created Status T Security Alerts Security Incidents  Operation

[ Intelligence Detect..

1 2149999098 1149999998 An endpoint acces... @) High Cryptomining 2022-06-06 09:47:35 v Enabled Enabled z
Ransomware Intelli...

Cryptomining Intel... Tinall PerPage 20

Norml Virus Intell...
Custom Threat Int...
Others,

File Analytics
[ Attack Analytics

141 Ahnarmal Bahain

In the rule table, you can click the " #* " icon of a rule in the Operation Column to edit it.
Editing and managing

On the [System/Security Capabilities/Detection Engines] page, you can select a single or multiple
rules and click <Enable>, <Disable>, or <Restore> to batch enable or disable the rules or restore
them to defaults, as shown in the figure below.

@ New ~ +/ Enable © Disable 4. Restore All Alerts » || Alllncidents -

No.  Alert ID Incident ID Threat Name Severity Threat Type

B Time Created Status Security Alerts Security Incidents Operation
1 2149999998 1149999908 An endpoint acces.. ‘@ High Cryptamining 2022-06-06 02:47:35 v Enabled Enabled £
2 2145001279 1145001279 Access to maliciou... @ High Trajan 2023-03-27 14:06:40 Q Enabled Enabled z
3 2145001277 1145001277 Access to maliciou... @ High Bots 2023-03-16 18:24:46 v Enabled Enabled s
4 2145001276 1145001278 Access to maliciou... @ High Bots 2023-03-16 18:24:46 v Enabled Enabled vV

You can click the content in the Threat Name column of a rule to enter the details page, which
displays information such as current status, alert ID, incident ID, security alert, security incident,
threat name, threat type, background, impacts, and severity. You can specify whether a security
incident or alert is generated based on the rule, as shown in the figure below.
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Rule Details

Status:

Alert 1Dy

Incident ID:
Security Alert:
Security Incident:

Threat Name:

Threat Type:

ATT&CK Attack Technigue:

Severity:

Background:

Impacts:

Recommendations:

Enabled

21490499903

1140990908
O Enabled Disakled
O Enabled Disakled

An endpoint accesses the mining pool
server, which is actively detected in the
cloud.

Cryptomining

High M

The IP address accessed by the
endpoint is identified as the IP address
of a mining pool after active detection
in the cloud.

The mining virus used by the mining
pool will consume too many CPU and
GPU resources of a computer and
affect system performance.

1. Sangfor provides users with a free
scan tool, Users can download the
tool through the following links to
detect and scan for viruses.\n2.

You can select a severity from the drop-down list, as shown in the figure below.



Rule Details

Status:

Alert ID:
Incident ID:
Security Alert:
Security Incident:

Threat Mame:

Threat Type:
ATTECK Attack Technigue:

Severity:

Background:

Impacts:

Recommendations:

Custom threat intelligence

On the [System/Security Capabilities/Detection Engines] page, you can customize the threat

intelligence, as shown in the figure below.

System = . : N
4 Security Detection Engines
8 Devices >
® Intelligence Detection Engine © @) File Analytics © «© > Attack Analytics © [ o] A orormsl Behavior Engine ®
& System 5 7 Total Rules: 1582k Total Rules: 53 g Total Rules: 935 Total Rules: 188
L Update >
O Logic of the routine operation detection mode: Generate security incidents for alerts with high risk and definte threats. You can customize the policy for alert and incident generation and restore all configurations to defaults. | Restore Defaults
2, Maintenance > Engine Type Q <« | @new~ All Alerts ~ | | AllIncidents v || Search
B security Capabiliies = Al Custom Inteligence Incident ID Threat Name Severity Threat Type Time Created Status T Securlty Alerts Security Incidents
ET Intelligence Detect.. ) )
Securiy Database 1 2149999508 1149900008 An endpoint acces.. @ High Cryptomining 2022-06-06 09:47:35 v Enabled Enabled
Ransomware Inelli..
. . 2 2185001279 1145001279 Access to maliciou.. @) High Trojan 2023-03-27 14:06:40 ) Enabled Enabled
Coyptomining lntel.. @ ’

. " 3 1145001277 Access to maliciou.. ig Bots 2023-03-15 18:24:46 Enable: Enable:
Whitelists Normal Virus Intell. 2145001277 i High v bled bled
Bt Ermuintl: 4 2145001276 1145001276 Access to maliciou.. @ High Bots 2023-03-16 18:24:46 v Enabled Enabled

Others i
Weak Password Rules 5 2145001274 1145001274 Access to maliciou... @ High Phishing Websites 2023-03-16 18:24:46 v Enabled Enabled
File Analytics:
5 2145001272 1145001272 Access to maliciou.. @ High Trojan 2023-03-16 18:24:44 v Enabled Enabled
Attack Analytics ® J
Abnormal Behavio. 7 2145001271 1145001271 Access to maliciou... @ High Trojan 2023-03-16 18:24:46 v Enabled Enabled

O Enabled

O Enabled

Enabled

2149900093

11409904098

Disabled
Disabled

An endpoint accesses the mining pool

server, which is actively detected in the
cloud.

Cryptomining

High =

Medium

Low

The mining virus used by the mining
pool will consume too many CPU and
GPU resources of a computer and
affect system performance.

1. Sangfor provides users with a free
scan tool, Users can download the
tool through the following links to
detect and scan for viruses.\n2.

«©
Operation
Z
z
Z
z
Z
P4
Z
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Creating threat intelligence

On the [System/Security Capabilities/Detection Engines] page, you can select the Custom Threat
Intelligence type on the left and then click <New> or <Import> to create threat intelligence and
specify fields, such as Security Alert, Security Incident, Intelligence Type, Threat Type, Severity, and
Intelligence Source.

You can also update threat intelligence information by editing the intelligence type, threat type,
severity, and intelligence source. The page for addition is shown in the following figure.

© Logic of the routine operation detection mode: Generate security incidents for alerts with high risk and definite threats. You can customize the policy for alert and incident generation and restore all canfigurations to defaults.  Restore Defaults
Engine Type a « % Export All Alerts * || Allincidents * || Search Q
an No. Alert D Incident ID Threat Name Intellige... Severity Threat Type Tags Intelligence... Time Created Intelligence Indicator Status 1 Security Alerts  Ser -
[ Intelligence Detect.. .
1 2141000.. 1141000008 Custom threat.,  URL QHigh  Bots SEVAF. 1 2023-03-17 00:31:18  gundam6.com/test v Enabled Enable
** Ransomware Intelli...
2 2141000.. 1141000085 Custom threat.. URL @ High Bots SEX-F. 1 2023-03-17 00:31:18  gundam9.com/test v Enabled Enable
Cryptomining Intel..
Normal Virus Intell. 3 2141000.. 1141000082 Custom threat.,  URL QHigh  Bots SEV-E. 1 2023-03-17 00:31:18  gundam12.com/t.. v Enabled Enable
Custom Threat Int... 4 2141000.. 1141000091 Custom threat.. URL @ High TCP flood SEV-E. 1 2023-03-1700:31:18  gundam.com/test v Enabled Enable
" Others .
5 2141000.. 1141000080 Custom threat.,  URL @High  C&CAttack Prot.,  EEW-Eu. 1 2023-03-17 00:31:18  gundam2.com/test v Enabled Enable
File Analytics
6  2141000.. 1141000089 Custom threat... URL @ High Unknown Protoc...  SEW-F.. 1 2023-03-17 00:31:18  gundam3.com/test v Enabled Enable
Attack Analytics
Abnormal Behavio.. 7 2141000.. 1141000088 Custom threat... URL @High  Abnormal IPPac.. EEW-E.. 1 2023-03-17 00:31:18  gundam13.com/t v Enabled Enable
8 2141000.. 1141000087 Custom threat... URL SHigh  ARP flood SEYAL 1 2023-03-1700:31:18  qundamid.com/t v Enabled Enable

Rule Details X

Status: Enabled

Security Alert: O Enabled Disabled

Security Incident: © Enabled Disabled

Intelligence Type: Domain Name -
“Intelligence Indicator: | &, Impori File

One entry per row, e.g., www.google.com

Threat Type: Trojan -
Severity: High -
Intelligence Source: | Specify the intelligence source.

Save and Add Cancel

Fields:

Security Alert: Indicates whether a security alert is generated.
Security Incident: Indicates whether a security incident is generated.
Intelligence Type: Includes Domain Name, IP, URL, and File MD5.
Threat Type: Threat type of the threat intelligence.

Severity: Includes High, Medium, and Low.

Intelligence Source: Source of the intelligence.

Importing threat intelligence

You can click <Import> and <Sample File> to download the sample file and then edit and import
the .csv/.stix2 sample file to import threat intelligence in batches, as shown in the figure below.
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Browse

Select a json, .csv file Sample File

Select

Managing threat intelligence

After selecting a single or multiple threat intelligence entries, you can enable, disable, or delete
them one by one or in batches by clicking the corresponding button. You can also search for
specific threat intelligence by entering keywords in the search box in the top right corner. You can
view the status in the Status column and click "+ " to disable or enable the rule. You can also

export threat intelligence, as shown in the figure below.

O Logic of the routine operation detection mode: Generate security incidents for alerts with high risk and definite threats. You can customize the policy for alert and incident generation and restore all configurations to defaults.  Restore Defaults

Engine Type Q « © New ~ Al Alerts + | Allincidents v Search Q
i No. AlertID Incident ID Threat Name Severity Threat Type Tags Intelligence ... Time Created Status T Security Alerts Security Incidents  Operati...
[ Intelligence Detect.. N
1 2145001240 1145001240 Access to malic... @ High Ransomware hauhitec, .. 2 2023-03-16 18:24:48 v Enabled Enabled £
Ransomware Intelli...
2 2145001213 1145001213 Access to malic... ) High Ransomware ransomw... 9 2023-03-16 18:24:45 v Enabled Enabled £
Cryptomining Intel..
“Normal Virus Intell... 3 2145001147 1145001147 Access to malic... @9 High Ransomware filecrypto... 1 2023-03-1618:24:50 | v/ Enabled Enabled £
Custom Threat Int.. 4 2145001143 1145001143 Access to malic... ) High Ransomware erypren, r.. 1 2023-03-1618:24:50 | Enabled Enabled £z
Others .
5 2145001107 1145001107 Access to malic... ) High Ransomware pay2kitte... 1 2023-03-16 18:24:45 v Enabled Enabled £z
File Analytics
X & 2145001105 1145001105 Access to malic... Q) High Ransomuware egregor,r.. 1 2023-03-1618:2445 | Enabled Enabled £
[ mttack Analytics
[ Abnormal Behavio. 7 2145001003 1145001003 Access to malic... Q) High Ransomuware eryale ran.. 1 2023-03-16 18:24:47 |/ Enabled Enabled £
8 2145001047 1145001047 Access to malic... Q) High Ransomuware ransomw... 53 2023-03-1618:24:46 S Enabled Enabled £
9 2145001022 1145001022 Access tomalic., Q) High Ransomware virlock, ra.. 241 2023-03-16 182448 Enabled Enablzd ra

Whitelists

This feature is a basic feature of Nova Command and is frequently used. During actual operation,
DNS servers, vulnerability scan tools, and other special devices in the network should be added to
the whitelists to avoid being reported as compromised devices. Whitelists include security
whitelist and audit whitelist. Traffic data is filtered based on the audit whitelist first and then the
security whitelist. Traffic that does not match the whitelists is then analyzed, based on which
threat data is generated for each business system.

Whitelists
Audit Whitelist: Traffic that matches the whitelist will not be audited.

Security Whitelist: No alerts or incidents will be generated for the logs that matches the whitelist.
Traffic data is filtered based on the audit whitelist first and then the security whitelist. Traffic that is not whitelisted is then analyzed, and alerts are generated.

Audit Whitelist: It is used as the filter for generating logs. Logs will not be generated for traffic
that matches the whitelist.

Security Whitelist: It is used as the filter for generating alerts. No alerts or incidents will be
generated for the logs that match the whitelist, as shown in the figure below.
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Security Whitelist Audit Whitelist

© Add ¥ Import & Export C' Refresh P Address/Log Type/Remarks

No. SrclP Sre Part DstIP DstPort Rule Match Time Added Remarks Opun

No data available.

Qinall PerPage | 20~

Analyze: Data, such as security alerts and security incidents, is generated.

Creating security whitelist

A security whitelist is used to whitelist a security alert or a weakness alert at the log level. Once
whitelisted, alerts will not be generated for corresponding logs and will not be displayed in
modules including Home, Response, and Detection.

1. Alert whitelist

During daily operation, in modules including Response and Detection, you can select an alert and
click <Whitelist> in the Operation column to go to the whitelist configuration page, as shown in
the figures below.

Security Whitelist Audit Whitelist

Alert Whitelist | Weakness Scan Whitelis

© Add a¥ import i Export C' Refresh Th

reat Type/IP Address/IP Group
No. SrclP Src Type Dst IP Dst Type Dst Port Domain Name/URL  Threat Type Rule ID Status Code Proxy Payload 1oc Operatio =
No data available.
55.55.55.55 244 0.0.00 66 158.55.5 55 Cryptomining 267 Web Component Data Leakage 125 Unenerypted Web Traffic Inspecti... 80
(B Copy ~ B Bulk Operation ~ B Mark ~ &% Export W) Open Monitor
-] No. Last Detected Threat Threat Type T Attack Stage T TargetIP T Attacker IP T XFF @Y Result T  Status Co.. URL Status ¥ Operati... =
1 *2023-03-27 Brute-force attack on SMB(...  Brute-Force Atta.. @ Propagation  10.90.28.121 10.90.28.182 - Pending =[]
13:36:07 @ @ @ @ @
B Mark as Fixed
2 °2023-03-27 Brute-force attack on SMB(..  Brute-Force Atta... @ Propagation  10.90.28.121 1087548 s - - s | , .
B Mark as Fixing
13:17:00
© suspend
3 2023-03-27 Brute-force attack on SME(...  Brute-Force Atta... @ Propagation 10.90.28.121 10.87.18.1

- - - - 1
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Add Security Alert Whitelist

MNotes:

1. If multiple conditions are specified, the whitelist entry will take effect only when all the conditions are met.

2. After the whitelist entry is added, no alert will be triggered for the logs hitting this entry.

“Threat Type: Brute-Force Attack ... ™
Sre IP: 1 e
Dst IP: 10
Dst Port: Separate ports with cor
Username:
“Schedule: Mever Expire
Remarks:

@ Rule ID:
@ Src Type:
@ Dist Type:

@

Domain Mame/URL:

*Apply To:

17900005 @

All = v

You can also add a whitelist on the [System/Security Capabilities/Whitelists] page following these
steps: 1. Click <Security Whitelist>, select [Alert Whitelist] tab, and then click <Add>. 2. The Add
Security Alert Whitelist page appears. You can specify the threat type, rule ID, source and
destination IP addresses, source and destination types, applicable device, and schedule. Those
conditions are in an "AND" relationship, which means the whitelist will take effect only when all
the conditions are met, as shown in the figure below.

Add Security Alert Whitelist

Notes:

1. If multiple conditions are specified, the whitelist entry will take effect only when all the conditions are met.

2. After the whitelist entry is added, no alert will be triggered for the logs hitting this entry.

“Threat Type: Phishing Websites

v

@

Src IP:

(O]

Dst IP:

Dst Port: Separate ports with comma

“Apply To: All =

Remarks:

Fields:

Rule 1D:

Src Type:

Dst Type:

10C:

*Schedule:

176510000

UserGroup1

UserGroup2

Mever Expire

Src IP: When the IP address is specified, no alerts will be generated for data from this IP address.

Dst IP: When the IP address is specified, no alerts will be generated for data to this IP address.



Domain Name/URL: When the domain name/URL is specified, no alerts will be generated for
data from this domain name/URL.

Threat Type: The matched threat type. You can select all or a specific type from the drop-down
list according to the actual situation.

Add Security Alert Whitelist x
MNotes:

1. If multiple conditions are specified, the whitelist entry will take effect only when all the conditions are met.

2. After the whitelist entry is added, no alert will be triggered for the logs hitting this entry.

“Threat Type: Brute-Force Attack o1+ | @ Rule ID: 17900005 @
=| k2| | Search O
Src P o -
= Al
Dst IP:

[+] Weaknesses Risk

Dst Port: L Access Risk URL: ®

[+] Service Detection

Username: ) . All = -
[+] Endpoint Detection

*Schedule: [+] Website Attack

[+] Backdoor Communication

Remarks:
[+ Account Attack

Rule ID: No alerts will be generated for the corresponding rule ID. It is used to whitelist some IDs
in some threat types. For example, SQL injections involve many rule IDs, so it is required to
whitelist some IDs according to the actual situation. The rule ID here is neither alert ID nor
incident ID. See the following figure.

Details
Brute-force attack on SMB(Endpoint Secure) B
@ Integration Mark as Fixed
Status: Pending Threat Type: Brute-Forc... Severity: @ Mediurn
Detected By: Sangfo... Alert ID:]217900005 Attack Stage: @ Propagation

Details Hit Rules Original Logs Recommendations

+ Details
Attacker Attacks: 5 Victim
g 10.90.28.182 Attack Results Ao pted = 10.90.28.121
AmIPER > AFIPTER
Server Port: - Server Port: -

+ Latest Attack Details

attack_count 400 Endpoint Secure Block Stat... Unblocked



Details

G Brute-force attack on SMB(Endpoint Secure) B

Status: Pending Threat Type: Brute-Forc... Severity: 6 Medium
Detected By: Sangfo... Alert 1D: 217900005 Attack Stage: @ Propagation
Details Hit Rules Original Logs Recommendations
No. RulelD Rule Name Detection Engine Threat Type

1 17900005 Brute-force attack on ... Others Brute-Force Account A...

Corresponding hole_id in the logs:

Log Details

"dst_ip™ "0 oo 17,

“dev_id": 13627332021,
“out_conn_addr": *",
“out_conn_addr_type": "IP",
“occur_time": "2023-03-27T13:36:072°",
“data_type™ "security”,

“log_source™: "sip”,

“in_dev™: ",

“reliability": 0,

level™ 2,

"attack_type™: 2,

“sub_attack _type™ 7,

RG] 17900005,

"index2": 0,

"index3": 0,
"index4": 0,
“index5": 0,
"index6": 0,
"attack_count": 400,

“url®: ™,

“index7": ™",

“is_white™: 0,

“attack_direction™: 1,

"attack_state”: 0,

“log_id": "2384495798604005440",
“proxy™: ],

“proof_id": 43001,

“status_code": 0,
"module_attack_sub_type®: "204|2|7",
*src_ip_branch_id": "10. -
*dst_ip_branch_id™ 10 ____._. _I",

Severity

@ Medium

[NENIE UM Mark as Fixed

ATT&CK Attack Techni...

Brute Force

Apply To: "All" is selected by default. You can also select the applicable device from the drop-

down list based on the device which generates security alerts.

Schedule: The default value is "Never Expire". You can also change it to a specific time range.
During daily operation, in modules including Response and Detection, you can select an alert and
click <Whitelist> in the Operation column to go to the whitelist configuration page.

2. Weakness scan whitelist

The Weakness Scan Whitelist mainly applies to Vulnerabilities, Weak Password, Unencrypted Web
Traffic, and Improper Configuration in the [Assets/Weaknesses] module. During normal
operation, to whitelist a weakness on these pages, you can click <\Whitelist> in the Operation
column to go to the whitelist configuration page and complete required information, as shown in

the figures below.



Weak
caknesses Vulnerabilities

B3 Overview

1 Vulnerabilities

£ Weak Password

C' Refresh

Confidence: | All X

Vulnerabilities by Severity

[ Unencrypted Web Traffic

/A Improper Configuration

Total

Vulnerabilities

No. Risk

1 CrossSite Scripting Vulnerability Dete...

4 SQUinjection Vu

Mew

']

*|P Address:

URL:

Username:

Rule 1D:

* Groups:

* Risk Type:

Remarks:

420

v | severity: | All X

- stas: [T Fxes

Top 5 Vulnerable Groups

Pending

Last 30 days =]

Clear

Search Vulnerability

| . . - 5 . a
® High: 62 High High High High High
® Medium: 155
Lows 208 Total 31 Total 30 Total 24 Total 30 Total 30
Assett Assets Assets Assets Asset2
2 Eport 1P Address ~ 1P Q
Confid: Severity Server Port Detected By Last Detected Stat Operat
Low [ high ] 1113 80 SipDataPlatform 2023-04-01 18:04:32 o Mark as Fixed A
Mark as Fixing
Low [ high ] 1115 80 SipDataPlatform 2023-04-01 18:04:32 Pending ck as Fixed
Suspend
Low [ hioh J 11129 80 SipDataPlatform 2023-04-01 18:04:32 Pending
Inerability Detected o... Low [ High ] 11104 80 SipDataPlatform 2023-04-01 18:04:32 Pending

1.1.1.3

www.autotest.com

14050194

Asset]

Exploit Improper Configuration

Weak Password Unencrypted Web Traffic

& After being added to whitelist, weaknesses that meet the following criteria will no longer be analyzed.

@

On the [Security Capabilities/Whitelists] page, you can select Weakness Scan Whitelist and then
click <Add> to manually configure a weakness scan whitelist. On the Add Weakness Scan Whitelist
page that appears, you can enter the IP address, URL, username, rule ID, asset group, and risk
type. After you complete the information, click <OK>, as shown in the following figure.



Add Weakness Scan Whitelist w0

*|P Address: e.g., 192.168.8.80 or 2005:1 @
URL: One entry per row, e.g., qiye.163.com/login
s
Username: @
Rule D¢ @
* Groups: All -
* Risk Type: Exploit Improper Configuration

Weak Password Unencrypted Web Traffic

Remarks:

Audit whitelist

LLU s3tmm

1. Only Nova Sensor V3.0.34 or later is supported. When Nova Sensor is connected to two
platforms, the audit whitelist of the main platform applies.

2. If multiple conditions are specified, the whitelist will take effect only when all the conditions
are met.

The Audit Whitelist is mainly implemented at the Nova Sensor side and applicable to logs at the
traffic level. Logs will not be generated for traffic that matches the whitelist. Unlike the Security
Whitelist, which can be configured through automatic redirection in modules such as Response,
Detection, and Assets, the Audit Whitelist can only be added manually on the Audit Whitelist tab.

On the [Audit Whitelist] tab of the [Security Capabilities/Whitelists] page, you can click <Add> to
pop up the Add Whitelist Entry dialogue box. You can then enter the source IP, destination IP,
source port, destination port, and log type, as shown in the figure below.
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Add Whitelist Entry

Description:

1. f multiple conditions are specified, the whitelist will take effect only when all the
conditions are met.

2. The ic that matches this whitelist entry will not be audited.

3. Only Stealth Threat Analytics (STA) V3.0.34 or later is supported. When STA is
connected to two platforms, STA takes effect for the audit whitelist of only the primary
platform.

Multiple source ports can be separated with comm

Separate ports with comma
Log Type: All

Remarks:

In the drop-down list of Log Type, you can perform a fuzzy search with keywords, as shown in the
figure below.



Add Whitelist Entry x

Description:

1. If multiple conditions are specified, the whitelist will take effect only when all the
conditions are met.

2. The traffic that matches this whitelist entry will not be audited.

3. Only Stealth Threat Analytics (STA) V3.0.34 or later is supported. When STA is

connected to two platforms, STA takes effect for the audit whitelist of only the primary

platform.
Src IP:
Src Port: Multiple source ports can be separated with comm
Dst IP:
Dst Port: Separate ports with comma
Log Type: All -

Remarks: =] 5] | Search Q
CHE = Al
DNS Audit
SME Audit
HTTP Audit
Email Audit
AD domain Audit
FTP Audit
TELNET Audit

Src IP: When the IP address is specified, no logs will be generated for data from this IP address.
Src Port: When the source port is specified, no logs will be generated for data from this port.
Dst IP: When the IP address is specified, no logs will be generated for data to this IP address.
Dst Port: When the destination port is specified, no logs will be generated for data to this port.
Log Type: The matched log type.

Besides adding whitelist entries one by one, you can also import and export whitelist entries in
batches. For example, when devices are connected to Nova Command, the overall whitelist may
be a merged whitelist based on whitelists of all devices. To add or move entries in a great
number, you can use the import and export features, as shown in the figure below.

Security Whitelist Audit Whitelist
O Add & Import W Delete C Refresh IP Address/Log Type/Remarks Q

No. SrcIP Src Port DstlIP Dst Port Rule Match Time Added Remarks Op..
1t 443 20 448 Log Type: Al 2023-03-27 14:35:10 - 2 m

2 1 a3 Do 225 Log Type: All 2023-03-27 14:35:22 - 2 m



You can export all entries in XLSX format.

No. ISrc P Src Port Dst IP Dst Port Rule Match Remarks
1 |11 '443 2, ‘448 Al

2 [11.. '443 L. '225 Al

Import

You need to download the sample file first.

Browse

Select a xlsx filg Sample File

Then, you need to fill in the sample file with required information and then import it.

M am

The validity of the whitelist is related to assets. To import a whitelist, check whether the assets in
the whitelist are configured in the target platform. If they are not configured or do not exactly
match, change them manually.

File Detection

The [Security Capabilities/File Detection] page corresponds to the [Detection/Threats/File Threats]
module, as shown in the figures below.

System = File Detection
= Devices >

File Size: 20 MB (20 MB or less)
5 System >

Protacol: HTTP FTP SMB SMTP POP3 IMAP
2, Update >

Engine (¢ Sangfor WebsShellKiller
2 Maintenance ’ Sangfor Malicious Script Analytics
85 Security Capabilities Sangfor Engine-Zero

Security Database
Detection Engines
Whitelists

File Detection

Weak Password Rules
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Threats

File Threats
Ransomware {3 File Detection C Refresn Last 24 hours
9 Cyptomining Scans Target Assets Top 5 Target Assets
21 Inbound Attacks '1 szrg‘is( ‘.? EQEQS}WS 55.440.118 n
= Evasive Attacks 1921683120 10
No. Last Detected Threat Description Threat Type T Attack Stage ¥ Severity ¥ Target IP ¥ Target Type Y Attacker IP ¥ Attacks ©  Result ¥ Status ¥ Operati
1 -zo.zsr.osrn Download suspicious SCT files. ~ Malicious File D... @ Propagation (3 Medium  55.4 Database Server 15 1 Succeeded Pending 2 -
2 -zo.zsr.osrn Download suspicious SCT files. ~ Malicious File D.. @ Propagation (3 Medium  1: Database Server 19 1 Succeeded Pending e
3 -zo.zsr.osrn Download suspicious SCT files.  Malicious File D... @ Propagation (3 Medium 12 Database Server 127 1 Succeeded Pending e
4 -zo.zsr.osrn Download suspicious SCT files. ~ Malicious File D.. @ Propagation (3 Medium  1¢ Database Server 192 1 Succeeded Pending e
You can change the file detection settings, including file size (20 MB or less), protocol, and
selected engine, as shown in the figure below.
File Detection
File Size: 20 MB (20 MB or less)
Protacol: HTTP FTP SMB SMTP POP3 IMAP
Engine (i Sangfor WebshellKiller
Sangfor Malicious Script Analytics
Sangfor Engine-Zero
Fields:
Protocol: Includes HTTP, FTP, SMB, SMTP, POP3, and IMAP. Select the protocol as needed.
Engine: Includes
Sangfor WebShellKiller, Sangfor Malicious Script Analytics, and Sangfor Engine-Zero.
Weak Password Rules
The [Security Capabilities/Weak Password Rules] page corresponds to the
[Assets/Weaknesses/Weak Password] module, as shown in the figure below.
Weaknesses ‘Weak Password
88 Overview £ WeakPassword Rules 8% Auto-Scan | @ Export | (¥ Refresh Last 7 days
1 Vulnerabilities citicaiity: Il crivcel | Accountype: [JEEH Adwin | toginstotus: [N successtol | weak Passwort d: Al Cle:
B URnpIea Web TOIc 1 rrammertes o o ek s e e o ot ottt e o e o e s 6 et At
A Improper Configuration Collapse ~
Groups Servers

The Weak Password Rules page contains three rules: "Custom Login Entrance", "Custom Weak
Password", and "Custom Web Login Result". When all rules are met, a weakness incident is

generated.
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Custom login entrance

On the [Weak Password Rules\Custom Login Entrance] page, click <New>, as shown in the figure
below.

Add Login Entrance Rule

*Rule..

Descri...

*Account: | Enter an account, for example, name.

“Passw..: | Enter a password, for example, password.

Save and Add “ Cancel

Fields:
Rule Name: The custom rule name. Digits and letters are supported.
Description: The custom rule description.

Account: Account in the request header or body. You can confirm it with the O&M personnel of
the web application.

Password: Password in the request header or body. You can confirm it with the O&M personnel
of the web application.

You can click <View> to view the sample of account and password fields.

Description of the Account and Password Fields:

Login Page:
Add Legin Entrance Rule

“Rule ... :

Descri..: e

Stored Fields: narme: admin
password: 12345

* Account: Enter an account, for examp
The field shall be: Account Field:  name

Password Field: password

* Passw.. ! Enter a password, for examg

Restrictions on Account and Password
Save and Add “ Cancel

Custom weak password

A default rule is provided. You can also create custom rules on this page. The default rule is used
to identify and detect weak passwords of all applications (web and non-web). It cannot be edited,
changed, or deleted by default, as shown in the figure below.
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Aceount Whitelist:

d Whitelist:

Save and Add

You can click <New> to pop up the [Add Rule] dialog box. The custom rule is applicable to web
applications. Therefore, you need to specify the domain name, conditions, account whitelist,
password whitelist, and weak passwords, as shown in the figure below.

Add Rule o4
* Rule Name:
* Domain Name: Enter multiple endpoints with one entry per line. Only
@
Conditions (i Length < | 8 characters
=| 2 * factors, and = 15 characters (1)

Alphabetical order @
Same as username

Blank web-access password (0

Account Whitelist: One account per line

Password Whitelist: One password per line

Save and Add Cancel

Fields:



Rule Name: The custom rule name for the weak password rule.

Domain Name: The applicable domain name or URL. Example:

http://xxx:80/a/b/c?1=1{.url

target="_blank"}. In this URL, http:// indicates the request protocol of the traffic.

xxx indicates the endpoint address, which can be the domain name, endpoint name, or endpoint
IP address. 80 next to the colon (:) indicates the port number. /a/b/c indicates the resource path.
1=1 next to the question mark (?) indicates the domain name content.

You can refer to the value of Host in the request traffic.

Conditions: The minimum password length, character factors and number, and options of
alphabetical order, same as username, and blank web-access password need to be specified.

Account Whitelist: If the weak passwords obtained through the product-side analysis do not
meet the customer's service scenario or actual situation requirements, you can customize the
whitelist to prevent vulnerability events.

Weak Passwords: If only several weak passwords exist, you can enter them in the text box
directly. If there are too many weak passwords, you can import them using a TXT file by clicking
<Import File>, as shown in the figure below.

Add Rule =

< 2 * factors, and = 1§ characters (i)
Alghabetical order

Same as username

A

Blank web-access password (1)

Account Whitelist: One account per line

P
Password Whitelist: One password per line

P
Weak Passwords: &, Import File 6

One weak password per line

Save and Add “ Cancel

Note


http://xxx/a/b/c?1=1

1. A maximum of 50 web domain names or URLs related to the custom weak password rule are

allowed.

2. Priority: The custom weak password rule has a higher priority than the default rule. Weak
passwords are identified based on the custom rule first and then the default rule.

Custom web login result

Successful login and failed login are two results of web login. The web login rules are used on

Nova Command to correct the identification result of the login result if the login result is different
from the customer's actual situation. The rules use the status codes of success and redirection in
the HTTP protocol to match the content of the successful login and server IP address, as shown in

the figure below.

System
v Weak Password Rules
B Devices > D The weak password detection logic consists of three steps, which correspond to three rules. When all rules are met, a weakness incident is generated.
@ System >
Custom Login Entrance © Custom Weak Password
2 Update N passwords based on o
2, Maintenance >

Custom Web Login Result
ucces: ed on
. A

B2 Security Capabilities ~ General Rules

Security Database © New ~ C' Refresh IP Address Q
No.  Login Status Response Status Code  Response Format  URL Search Term Server 1P Status Operation
Whitelists
File Detection No dat ilable.
Oinall PerPage 10
¥ Machine Leaming Engine  Q  The machine leaming engine confinuously leams user login behaviors and generates rules for the successful login model.
C Refresh
No. Generated At URL Format @ Rule Status Operation
No dat: ilable.
Oinall PerPage 10~
Add Rule for Login Success x
* Response Status Code: | 200 -
* Response Format: HTML v
URL: Cne URL per line
i
* Search Term: Response identifier, e.g., login successful
* Server IP: e.g. 192.168.8.80 or 2005=1
* Asset Group: All -

Save and Add
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Add Rule for Login Failure

* Response Status Code:
* Response Format:

URL:

*Search Term:
*Server IF:

* Asset Group:

Save and Add

Product and

200

HTML

One URL per line

Response identifier, e.g.,

e.g., 192.168.8.80 or 2005:1

All

Nova Command Update

Steps of updating Nova Command

ogin successfu

Component Update

1. On the [System/Update/System Update] page, check the current version and status of Nova

Command, as shown in the

System =
System Update Packages
= Devices D
~ NovaCommand Update
& System > B .
&L, Update ~ 0 Last Updated: Today 16:33

The current de:

Service Packs

Security Databases v NovaSensor Update

Security Engines P LostUpdated: Todoy 1633

Update Options

The
2, Maintenance > & Reftesn
B2 Security Capabilities > No.  NovaSensor Name 1P Add
1 SAI 10.
2 san 10,
3 NovaSen: 10,
4 s 10,

connected. Vou can c!

figure below.

Offline Update Package

lick Obtain Offline Update Package and then Import to update the system.

Offline Update Package

connected. Vou can click Obtain Offline Update Package and then Import to update the system.

ress Online Status

® Online

® Online

® Online

® Online

Update Options  Update History

Update Status: | Pending * = Updating +  Device name, IP

Current Vs Time Updated Update Status

3.038 2023-03-27 043012 Update Successful
3.040 2023-03-27 042805 Update Successful
3.039 2023-03-27 0427:49 Update Successful
3.040 2023-03-27 0427:40 Update Successful

2. On the [System/Licensing] page, check whether the license is valid. If yes, proceed to the next
step. Otherwise, please contact Nova Command engineers.
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System

Licensing
B Devices >
| Basic Info
8 System N Status: Manual License Update
. Gateway ID: Bz
Admin Account
Status: Trial
Licensing Licensed User:
Device Version:
pletur Model: veC-100
General
Logging Options | Basic Licenses
L Update > Platform License Software Upgrade License Database Upgrade License
=] Enable this to use the basic functions provided by ;’ Keep devices up-to-date. Upgrade License can be ... ‘ Keep security databases up to date.
@ Maintenance > Expiration Date: 2023-06-21 Expiration Date: 2023-06-21 Expiration Date: 2023-06-21
B2 Security Capabilities >
| Function Medule Licenses
Sensor Device License Multifunction License Access SN for Third-Party
‘—E‘ Enable the connection of Sangfor devices to Cybe == Enable functions as required. It is recommended t... [*] O ppicetion

After a third-party correlated application is access..
Sangfor Devices: 5
Expiration Date: 2023-06-21

Authorized third-party correlated applications: -
Traffic Visualization: Licensed Expiration Date: 2023-06-21

File Threats: Licensed

Expiration Date: 2023-06-21

Auto Update

When Auto Update is enabled, Nova Command will be automatically updated without manual
intervention when idle resources are available (for example, in the early morning). Nova
Command checks for updates from Neural-X every 30 minutes. If there is a new update package,
Nova Command will download it to the local path from allowed Neural-X domains, provided that
Auto Update is enabled. The value of the Last Updated field indicates the time when Nova
Command checks for updates from Neural-X. See the following figure.

¥ NovaCommand Update

Version: SIS3
Q
[Last Updated: Today 16:32

m Obtain Offline Update Package

The current device is disconnected. You can click Obtain Offline Update Package and then Import to update the system.

Domains and ports allowed for Nova Command to check for update from Neural-X are listed in
the following table.

Table 1 Ports Allowed for Nova Command Auto Update

Component Updated Online Allowed Domain/IP Address Port
sp.forenova.com
sp1.forenova.com
Nova Command version sp2.forenova.com 443
sp3.forenova.com
auth.forencva.com

Auto update switch

Auto Update is enabled for Nova Command by default. On the [System/Update/System Update]
page, you can click <Update Options> to manually enable or disable Auto Update, as shown in the
following figure.
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Update Options

Auto Update: ) Enable Close
Update Time: 00 : 00 T - 06:00
recommend that you download and install it

cted to the network, NovaCommand will automatically
Update package. Auto update does not take effect if the
h

“ cancel

Update time

You can set the time for auto update manually according to the actual situation. When the device
is connected to the network, Nova Command will automatically download and install the update
package, as shown in the following figure.

Update Options x

Auto Update: @ Enable Close

Update Time{ 00 : 00 . - 06:00 .

The minimum interval is 1 hour. We recommend that you download and install it
when idle resources are available.

When the device is connected to the network, Cyber Command will automatically
download and install the update package. Auto update does not take effect if the
device is disconnected from the network.

If you do not want to use Auto Update, select <Close>.

Manual Update

In manual update mode, you need to obtain the update package from Sangfor Community, as
shown in the following figure.

URL: https://download.forenova.com/

Besides, you can click Obtain Offline Update Package and scan the QR code to obtain the offline
update package from Neural-X.
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System Update Packages

~ NovaCommand Update Update Options  Update Histor
Version: S152.0.65.0 EU Build20221226
+
0 Last Updated: Today 16:33

m Obtain OFfine Update Package
The current device 15 Giscennected. Vou can ahek OBtn Offline Update Package and then Impert o update the system,

= NovaSensor Update

o e Updated: Today 16:33

v/ m Obtain Offfine Update Package

The current device is disconnected. You can click Obtain Offline Update Package and then Import to update the system.

C Refresh Update Status:  Pending * = Updating ~ | Device name, IP
No.  NovaSensor Name 1P Address Online Status Current Version Time Updated Update Status

1 10.222.130.148 ® Online 3.0.40 2023-03-27 043919 Updste Successful

2 10222.221.91 ® Online 3.038 2023-03-27 04:38:29 Update Successful

3 10.67.200.229 ® Online 3.0.40 2023-03-27 04:37:34 Update Successful

Update package import - method 1

In addition to auto update, you can also manually update Nova Command by importing the
update packages. On the [System/Update/System Update] page, you can click <Import> to upload
the .bin packages. You can upload up to five update packages at a time, as shown in the following
figure.

Browse

& Upload
e fle cocne o n bin is supported. You can upload

up to 5 update packages (0/5) at a time.

The imported update packages will be displayed on the [System/Update/System
Update/Packages] page. The information, such as package name, target version, source version,
MD5, size, and upload time, is displayed, as shown in the following figure.

¥ NovaCommand

a& Import C Refrash Package name, version ()
No. Package Name Target Version Source Version MD5 Size Time Uploaded
1SS E 3.0, .. 0e503452d03d01d0eg478854b7.. (B 1883050 2023-03-27 16:40:27
2 sl ) 2.0 30 8d6ech17def0fd05c09¢1c7b300...  [B 3662476155 2022-06-29 05:47:30
3 ss3 30 30602 f026873b704addd2b421/2023... (B 3787030856 2022-12-26 13:00:15

3inall PerPage 10 -
Update package import - method 2

On the [System/Update/System Update/Packages] page, you can also click <Import> below <Nova
Command> to import update packages, as shown in the following figure.
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Browse

& Upload

The file name extensi i supported. You can upload
Up o 5 update packages (0/5) at a time.

“ cancel

You can click <Update Now> and wait for update to complete.

Obtaining Offline Update Package

Go to the Nova Command module in Sangfor Community (URL: https://download.forenova.com/)
to download the update packages and verify the MD5 values.

Viewing Update History

On the [System/Update/System Update/System Update] page, you can click <Update History> to
view the update history and features of each version, as shown in the following figures.

System Update Packages

* NovaCommand Update Updte Options
Version: S1S3.0.65.0 EU Build20221226

+
0 Imported Package Version: §153.0.64.0 EN Build20211014

m Cancel Update from Imported Package

v NovaSensor Update

Last Updated: Today 16:33

AV
m Obtain Offline Update Package

The current device is disconnected. Vou can dlick Obtain Offfine Update Package and then Import to update the system.

@ Refresh Update Status: | Pending *  Updating ~  Device name, 1P ()

No.  NovaSensor Name IP Address Online Status Current Version Time Updated Update Status

& Update History

13.0.65 Current Version
[New] Security capabilities enhanced
1.NovaSensor and NevaCommand can be integrated with domain names.
2. NovaSensor and NovaCommand can be authenticated with certificates.
[New] AD domain server integration
1.AD domain server can report assets to NovaCommand.
[New] Email proxy
1.NovaCommand can connect to an internal proxy server to send emails to customers.
[New] Daily, weekly and monthly reports

1.¥ou can subscribe to daily, weekly and monthly reports, and send them to customers through email.

13.064

[New] SNMP agent added

Nova Sensor Update

Nova Sensor is an important component of Nova Command. It is advised to automatically obtain
update packages by connecting Nova Command to the network. In this way, Nova Sensor can be
updated by obtaining update packages from Nova Command. Ports to be allowed are listed in the
following table.
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Component Updated Online Allowed Domain/IP Address Port
sp.forenova.com
sp1.forenova.com
Nova Command version sp2.forenova.com 443
sp3.forenova.com
auth.forenova.com
Obtained from the IP address of the

NS version connected Nova Command 4488

You can also log in to Nova Command and click <Import> below Nova Sensor Update on the
[System/Update/System Update/System Update] page to upload Nova Sensor update packages to
Nova Command, as shown in the following figure.

Browse

&, Upload

The file name extension .bin,ssu is supported. You can
upload up to 5 update packages (0/5) at a time,

After update packages are imported, the details will be displayed on the [System/Update/System
Update/Packages] page, as shown in the following figure.

v NovaSensor Update Package

a& Import C Refresh Package name, version ()
No. Package Name Target Version Source Version MD5 Size Time Uploaded
1 T53.0.38.9611_Build20230322.s5u TS3.0. 22 301073003 4bd3e417763abc801bedbiObd... B 778952322 2023-03-22 14:48:44
2 TS30.38.9609_Build20230321 ssu 830, 30. 3 B94b823dah3bd0a24c53916d.. B 77895961 2023-03-21 19:59:21

Nova Sensor will check for update from Nova Command every 10 minutes.

Service Packs

This feature is designed to notify online customers of available service packs. Therefore,
customers can install these packs in time. The following part describes two scenarios about how
customers can obtain the service packs.

1. When Nova Command is connected to the network

In this scenario, the allowed ports are listed in the following table.

Component Updated Online Allowed Domain/IP Address Port
update1.forenova.net
Nova Command service packs update2.forenova.net 80

update3.forenova.net
Obtained from the IP address of the

connected Nova Command 4488

NS service packs

1. Auto update is enabled by default and will be performed from 0:00 to 6:00. You can change
the update time.

Update Options

Auto Update| O Enable Close

Update Time: 00 : 00 T - 06000 H

The minimum interval is 1 hour. We recommend that you download and install it
when idle resources are available.

When the device is connected to the network, NovaCommand will automatically

download and install the update package. Auto update does not take effect if the
device is disconnected from the network.

“ Cancel
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2. You can click <Check for SPs> to view the service packs to be installed. Then, you can select
the target service pack and click <Update Now> to install the service pack immediately.

Service Packs

is offline and it cannot communicate with Neural-X. Obtain the offline package and manually import the package for the update.

M Not updated: { 1). Update failed: ( 0 ). Please update the 5Ps in a timely manner.
W Update Now % Upload Obtain Offline Package ' Refresn View More ~

Cyber Command(10.222.13 ¥ | NotUpdated x Up * | SP, device Name Q

No. sp Device Name Model Number Restart Device Upload Dependent SP Time Releaszd Status Operation @

1 SP_SIS_JG_006 .. No No sp_LImuTm 2021-09-09 12:12:00 Not Updated Update Now

3. When update is done, you can view the status of the service pack on the page. You can filter
service packs by status, such as Not Updated, Updating, Update Failed, and Update
Successful. You can also search for service packs by service pack name, details, and device
name.

Service Packs
® The current device is offiine and it cannot communicate with Neural-X. Obtsin the offline package and manually import the package for the update.

M Not updated: (0 ). Update failed: (0 ). Please update the SPs in » timely manner.

& Upload Obigin Offine Packege ' Refresh View More ~

Command(10222.1318) X v i RollbackFailed X v || SP, device Name Q
No. SP Device Name. Model Number Restart Device Upload Dependent SP Time Released Status Operation (&
1 SP.SISJG00S... 2. 3060 No Yes - 2021-09-09 12:12:00 Update Successful Roll Back Now

2. When the device is not connected to the network

1. you can also manually update the service packs by click <Upload>.

Update record

On the [System/Update/Service Packs] page, you can click [Update Record] to view more details,
including the name and installation time of service packs. You can filter service packs by date and
search for service packs by service pack name, details, and device name.
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Update Record

All Cyber Command(10.222.13° +

No. SP Time Installed Status
1 SP_SIS_L.. B)  2023-03-27 15:38:40 Update Failed (D

2 SP_SIS_J... 2023-03-27 15:38:58 Update Successful

PerPage 10 ~

Close

Component Update

Besides system update, security databases and security engines should also be updated in Nova
Command.

Security Databases

Security databases of Nova Command include Security Signature Database, File Analytics Model
Database, IOC Threat Intelligence, and Whitelist Database. They should be updated on a regular
basis through update from cloud, manual update, or update by proxy browser. Auto update is
recommended.

Auto Update
Enabling auto update

1. Update server settings

On the [System/Update/Security Databases] page, you can select a database and click the icon in
the [Auto Update from Cloud] column to enable or disable auto update. You can also select
multiple databases and click <Enable Auto Update> at the top to enable auto update. The
following ports should be allowed in auto update mode.

Component Updated Online Allowed Domain/IP Address Port

update1.forenova.net
update2.forenova.net

Nova Command security databases update3.forenova.net 80
upd.forenova.com
download.snagofr.com

NS security databases Obtained from the IP address of the 4488

connected Nova Command

Viewing security database update status

When auto update is enabled, Nova Command automatically checks for and completes updates
from update servers at a regular interval. On the [System/Update/Security Databases] page, you
can view the current and latest versions of a database. To update a single database, you can click
<Update from Cloud> in the [Operation] column, as shown in the following figure.
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Security Databases
o Enable Auto Update @ Disable Auto Update © Update by Proxy Browser C Refresh

No.  Rule Name Current Version Latest Version Auto Update from Cloud Operation

1 Security Signature Database(sec_lib) 2021-11-30 2021-11-30 v
2 10C Threat Intelligencetioc_lib) 2022-06-15 2022-06-15 v Update from Cloud | Manual Update
3 File Analytics Model Database(intel_analyse_model) 2022-03-22 2022-03-22 v Update from Cloud | Manual Update

4 Whitelist Database(white_list) 2017-12-20 2017-12-20 v Update from Cloud | Manual Update

Note:

1. For Security Signature Database, you can click the current version to check the current and
latest versions of sub-databases.

2. If the time difference between current version and system time exceeds one month, Nova
Command may not be connected to an update server, resulting in update failure. You can go
to the [System/Update/Update Options] page to test the connectivity of the update server in
the Update Server section.

2. Update server settings

On the [System/Update/Update Options] page, you can click <Test Validity> to check the
connectivity of the update server. To access the Internet via HTTP proxy, you can enable proxy
server in [Proxy Settings], as shown in the following figure.

Update Options

| Update Server

Server: Default Server - Test Validity

Auto-Select r

| Proxy Settings

Enable Proxy Server

Manual Update

You can manually update security databases by following the steps below:

1. Go to Sangfor Community (URL: https://download.forenova.com/) to download the update
packages of a security database and verify the MD5 values.

2. Log in to Nova Command. On the [System/Update/Security Databases] page, you can select a
database and click <Manual Update> in the [Operation] column to upload the downloaded
and verified update packages, as shown in the following figure.
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Manual Update

Upload update file of Security Signature
Database(sec lib) from local BC

Cancel

Note:

1. Upload offline update packages in ZIP format for Security Signature Database from the local
path.

2. For Security Signature Database, manually update IPS Vulnerability Database, WAF Database,
Botnet Database, and Realtime Vulnerability Database only.

Security Engines

Security engines include multiple detection engines, such as

Asset Detection, Net Flow Analytics, and Intelligence Correlation. They should be updated in time
through update from cloud, manual update, or update by browser proxy. Auto update is
recommended.

Auto Update
Enabling auto update
1. Update server settings

On the [System/Update/Security Engines] page, you can select <Enable Auto Update> to enable
auto update. Ports that are allowed for auto update are listed in the following table.

Component Updated Online Allowed Domain/IP Address Port
update1.forenova.net
Nova Command security engines update2.forenova.net 80

update3.forenova.net

Viewing engine update status

When auto update is enabled, Nova Command automatically checks for and completes updates
from update servers at a regular interval. On the [System/Update/Security Engines] page, you can
view the current and latest versions of an engine. To check for updates for an engine, you can
click <Update from Cloud>, as shown in the following figure.

System = Security Engines

& Devices > © Updatefrom Cloud | gk Manual Update € Update by Proxy Browser C Refresh (] Enable Auto Update
@ System > Ne.  Engine Name Current Version Latest Version
1 Asset Detection ® 2021-09-18 2021-08-18

L Update ~
2 NetFlow Analytics 2023-03-07 2023-03-07
System Update
3 Intelligence Correlation 2023-03-07 2023-03-07

4 Weakness Detection @ 2021-11-25 2021-11-25

5 DataFlow® 2021-10-28 2021-10-28

5 UEBA 2002-04-30 2002-04-30

Update Options

7 AssetIdentification ® 20210801 2021-08:01
@, Maintenance >
8 Intelligent File Analytics ® 2124 2124

82 Security Capabilities >
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Note:

If the time difference between current version and system time exceeds one month, Nova
Command may not be connected to an update server, resulting in update failure. You can go to
the [System/Update/Update Options] page to test the connectivity of the update server in the
Update Server section.

2. Update server settings

On the [System/Update/Update Options] page, you can click <Test Validity> in the Update Server
section to check the connectivity of the update server. To access the Internet using HTTP proxy,
you can enable proxy server below [Proxy Settings], as shown in the following figure.

System = Update Options

&5 Devices ? | Update Server

B System ) Server: Default Server v
I Update o Auto-Select -

System Update | Proxy Settings

|| Enable Proxy Server
Service Packs

Security Databases

Security Engines

Update Options

€y, Maintenance >

B Security Capabilities >

Manual Update

You can manually update security engines by following the steps below:

1. Go to Sangfor Community (URL: https://download.forenova.com/) to download the update
packages of a security engine and verify the MD5 values.

2. Log in to Nova Command. On the [System/Update/Security Engines] page, click <Manual
Update> to upload the downloaded and verified update packages, as shown in the following

figure.

Manual Update

Upload update file of security engine from local PC
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Note:

Upload offline update packages in ZIP format for security engines from the local path.

Update Options

This feature is used to connect Nova Command to update servers. You can click <Test Validity> to

test the connectivity of an update server.

Syst =
ystem Update Options

=
= Devices % | Update Server

E@] System > Server: Default Server -

é Update W Auto-Select -

System Update | Proxy Settings

Enable Proxy Server
Service Packs

Security Databases

Security Engines

Update Options

2L Maintenance >

55 Security Capabilities >

Update servers include:

Server1: updatel.fornova.net

Server2: update2.fornova.net

Server3: update3.fornova.net

Proxy settings: Select Enable Proxy Server if HTTP proxy servers are used in the network.

Click <OK> to save the settings.

Sangfor Device Connection

NovaGuard

About NovaGuard

Sangfor NovaGuard provides endpoints with granular isolation policies and capabilities of
accurate scan, continuous detection, and rapid response throughout the endpoint asset lifecycle.
In face of advanced threats, NovaGuard uses coordinated response across cloud-network-
endpoint, sharing of threat intelligence, and multi-level response mechanism to help users fix
security threats and build a lightweight, intelligent, and responsive next-generation endpoint
security system.
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1. Notes

To use the correlation feature, add NovaGuard devices on Nova Command.

2. Connection Description

The following table describes connections between NovaGuard and Nova Command of different

versions.
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NovaGuard
Version

NovaGuard
2.0

NovaGuard
3.0.2

Nova
Command
3.0.2or
later

NovaGuard
3.2.9

NovaGuard
3.2.9

NovaGuard
3.2.13

NovaGuard
3.2.15

NovaGuard
3.2.33or
later

NovaGuard
3.5.6

Nova
Command
Version

Nova
Command
2.5.8 or later

Nova
Command
3.0.2 or later

Correlation:
Endpoint
isolation;
outbound
access
blocking;
inbound
access
blocking

Nova
Command
3.0.18 or later

Nova
Command
3.0.21 or later

Nova
Command
3.0.23 or later

Nova
Command
3.0.39 or later

Nova
Command
3.0.53 or later

Nova
Command
3.0.57

Feature

Log synchronization:
Synchronization of WebShell logs,
brute-force attack logs, botnet logs,
and micro-segmentation logs

Log synchronization: Antivirus log
synchronization

HTTPS protocol

Correlation: Endpoint information
synchronization; threat scan; file
quarantine/ignoring/trusting;
single-arm deployment

Correlation: After a security
incident is fixed on NovaGuard, the
status of the security incident
changes to "Fixed" on Nova
Command.

Correlation: The issue of network
address translation between
NovaGuard and Nova Command is
solved.

Correlation: Botnet forensics

Asset information
synchronization (new interface);
log synchronization (new
interface)

Correlation: Correlated micro-
segmentation (port lockout and
endpoint isolation)

Implementation

HTTPS protocol

HTTPS protocol

Nova Command
accesses port
443 of
NovaGuard

HTTPS protocol

HTTPS protocol

HTTPS protocol

HTTPS protocol

HTTPS protocol

HTTPS protocol

Port

NovaGuard
accesses
port 7443
of Nova
Command

NovaGuard
accesses
port 7443
of Nova
Command

Nova
Command
accesses
port 443 of
NovaGuard

Nova
Command
accesses
port 443 of
NovaGuard

Nova
Command
accesses
port 443 of
NovaGuard

Nova
Command
accesses
port 443 of
NovaGuard

NovaGuard
accesses
port 7443
of Nova
Command

Nova
Command
accesses
port 443 of
NovaGuard



Nova

NovaGuard .
. Command Feature Implementation Port
Version .
Version
Optimized asset information
P L ] NovaGuard
synchronization: Policy
NovaGuard Nova recommendation for NovaGuard accesses
Command o HTTPS protocol port 7443
3.5.16 assets in different scan stages;
3.0.61 o o of Nova
synchronization of the fixing status
Command

of endpoints on NovaGuard

NovaGuard Connection

You can configure NovaGuard connection on Nova Command or NovaGuard following the steps
below:

Steps of configuring connection on Nova Command

Step 1. Log in to Nova Command.

Step 2.
Click <New> on the [System/Devices/Sensor Devices] page to import NovaGuard, as shown in the
following figure.

New

Type: NovaGuard
* Device Name: NovaGuard

* Device IP:

© NovaSensor and NGAF can be connected

without being configured on
NovaCommand.

Port:

Remarks:

Advanced

Cancel

Fields:

<Device IP>: If the IP address of the connected device is translated, enter the translated IP
address.

<Device Name>: You can specify the device name to distinguish devices of the same type.

<Port>: The default port is 443. If port mapping is conducted between Nova Command and
NovaGuard, enter the mapped port.

<Authentication Required>: Optional. If the username and password are configured, they will be
used for NovaGuard authentication when NovaGuard is connected to Nova Command. You can
click <Test> to test the username and password. If not configured, they will be automatically
generated and configured in the peer device.
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Steps of configuring connection on NovaGuard

Step 1. Log in to the MGR platform.

Step 2.
On the [System/Integrated Devices] page, click <Add Device> to connect NovaGuard to Nova
Command, as shown in the following figure.

Add Device

© Use device name and password

o Integration Options 2 Data Reporting (Optional)

Peripheral Type :
How to Connect?

*Name :
*Device IP Address :

*Local IP Address : 10.12

Remarks : Remarks

Fields:

<Report Detection Logs>: Select <Enable> to guarantee the integrity of detection logs.
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